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FOREWORD
 

Vladimir Sazonov, Kristina Saad
Editors

It is our pleasure to introduce the nineteenth issue of the Proceedings 
of the Estonian Academy of Security Sciences. The Proceedings publish 
studies of contemporary security issues with an emphasis on internal 
security and law enforcement. In our current issue, entitled ‘Old and New 
Threats – challenges for internal security’, eight articles with authors 
from Estonia, Poland, Romania, and the Czech Republic focus on differ-
ent types of security threats and challenges in addition to other relevant 
topics related to security issues and security environment. 

In his classic The Art of War, the famous Chinese military thinker, general 
and strategist Sun Tzu (544–496 BC) emphasised that ‘hence to fight and 
conquer in all your battles is not supreme excellence; supreme excellence 
consists in breaking the enemy’s resistance without fighting” (Sun Tzu). 
This well-known expression of an ancient Chinese general illustrates 
well the nature of modern way of thinking of how to conduct hybrid 
warfare which has been successfully adopted, for example, by Russia and 
the modern China in their politics (Renz, 2016).

Over the last decade, the number of different (hybrid) threats and con-
flicts has significantly increased in the world. However, hybrid threats 
(often hidden and indirect) are only one part of security threats and 

5
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risks which can challenge and damage the modern security environment. 
Threats which are challenging our world and producing several serious 
issues might differ in nature, impact factor, significance, influence, and 
harmfulness. They may only affect a small group of people (e.g. small 
ethnic or religious groups, subcultures, etc.), but also larger nations and 
states (Radin, 2017), large regions (e.g. Middle East, Euro-Atlantic region, 
South-East Asia, etc.), international organisations, ecology, energy, econ-
omy, political developments, society, culture, and they might even have 
a more global effect. One recent example of a crisis with a global impact 
is the massive spread of the Covid-19 disease which began in China in 
late 2019 and had conquered most of the world by early 2020.1 The rapid 
spread of Covid-19 showed that in addition to numerous imminent mili-
tary and hybrid threats in different spheres, our modern globalised world 
also faces a variety of often hidden and unpredictable threats and risks, 
the impact of which on the global security environment is very difficult 
to predict (Mölder, Sazonov 2020). Furthermore, some countries (e.g. 
Russia, China) are using the coronavirus for increasing their influence 
and achieving their political, economic, or other goals (Rough, 2020; 
Mölder, Sazonov 2020).

One specific type of threats includes hybrid threats – e.g. information 
warfare, cyber attacks, political and economic pressure, etc. Hybrid 
threat is a broad and vague concept; however, it generally stands for 
the widespread synchronised use of several instruments of power in a 
range of vulnerable social, economic, political, and public and other func-
tions with the aim of achieving a synergistic effect (Cullen, Reichborn-
Kjennerud 2017, p. 3; Sazonov, Koort, Heinsoo, Paas, 2020, p. 11). The 
well-known term ‘hybrid warfare’ was largely unknown to the wider 
public less than ten years ago. Only since the Euromaidan in Kyiv in 
late 2013 and the annexation of Crimea in February 2014 by the armed 
forces of the Russian Federation has the wider Western public become 
aware of ‘hybrid’ or ‘asymmetric warfare’. The term ‘hybrid‘ originates 
from the Latin word hybrida, which stands for ‘an individual created from 
crossing two genetically different individuals, belonging to different types 
of species or breeds” (Wetoszka, 2016, 55). Although Colonel William 
Nemeth of the US armed forces used the term ‘hybrid warfare’ in his 

1 World Health Organization. Coronavirus 2020, https://www.who.int/health-topics/coronavirus
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master thesis already in 2002,2 it became commonplace in the academic 
circles much later. Thus, in 2007, Frank G. Hoffman described non-linear 
warfare as a ‘fusion of war forms emerging, one that blurs regular and 
irregular warfare’ (Hoffman, 2007: 7). However, in the current volume, 
the authors discuss not only hybrid or asymmetric threats because, as 
we know, there are many other challenges and issues in the security field, 
such as ethnic conflicts and, last but not least, Covid-19 and its impact 
on the security environment, etc.

This interdisciplinary volume begins with an overview of the internal 
security of Poland between 2015 and 2020 by Eugeniusz Cieślak and 
Zdzisław Śliwa. The authors of this article, titled ‘Internal Security in 
Poland after 2015. Threats and Responses’, carry out a preliminary 
assessment of Poland’s response to non-military (hybrid) threats to its 
internal security and also focus on possible future scenarios related to 
threats to the internal security of Poland and discuss possible responses 
to these threats.

The next article, ‘Competing Strategic Narratives and Their Reflections 
in Practice: Russo-Estonian Relations Following the Annexation of the 
Crimea’ by Viljar Veebel, Raul Markus, and Liia Vihmand, analyses the 
prospects of improvement in terms of economic and political relations 
between Estonia and Russia against the inert background of reciprocal 
strategic narratives. The article argues that both Estonia and Russia have 
a lot to gain from possible improvements in economic relations and from 
reducing regional security-related tensions.

Diana Marnot’s ‘Using Military Concepts in Civil Administrative 
Structures: The Estonian Case’ demonstrates the importance of using 
precise terms from NATO’s military concepts by state administrative bod-
ies. To achieve this, historical background for the borrowed terminology 
is provided and official Estonian, NATO, and EU documents are analysed. 

In the article ‘Understanding the Essence of Ethnic Conflict: A Thematic 
Literature Review’, Helina Maasing provides a roadmap for research-
ers in the field of ethnic conflict studies. The review is based on a total 

2  Non-linear or hybrid warfare. The term hybrid warfare was used for the first time in his thesis 
by Nemeth, 2002.
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of 96 relevant scientific articles published in English language journals 
since 1990.

George Mihael Manea’s study ‘The Strategic Interplay between Resilience 
and the Covid-19 Pandemic: Approaches, Assets, and Ambitions’ 
explores resilience within international organisations, such as the EU, 
NATO, and the UN in the context of the present pandemic, with a case 
study on the Romanian practical experience in trying to reach and 
increase societal resilience during the first wave of Covid-19.

In the article ‘Improving Policing Through Technology: Comparison 
of Drone Cameras to Terrestial Scanners in Traffic Accident Data 
Collection’, the authors Jaanika Puusalu and Andres Mumma present 
the results of a field test of drone technology for traffic accident data 
collection conducted by the Estonian Academy of Security Sciences in 
September 2019. The results indicate that drone technology bears further 
study as an alternative to current manual methods.

‘Developing the Situational Awareness of Incident Commanders: 
Evaluating a Training Programme Using a Virtual Simulation’ by Stella 
Polikarpus, Tobias Ley, and Katrin Poom-Valickis presents an analysis of 
situational awareness training currently implemented as an overall part of 
the dynamic decision-making model for all rescue incident commanders 
in Estonia. Based on the adopted Kirkpatrick training programme model, 
participants were able to accept a new approach to their decision-making 
training and achieved higher-than-threshold results in all situational 
awareness levels.

Finally, Tomáš Mareš uses a diachronic perspective in his article ‘The 
Instrumentalisation of the Mass Media in Russia’s Foreign Policy: Cold 
War versus Contemporary Strategy’ to carry out a variation-finding 
comparative analysis to reveal the essential differences between Soviet 
and current Russian strategies behind the instrumentalisation of foreign 
mass media on the information-psychological level. The article reveals 
fundamental differences that stem from varying configurations in the 
crucial layers of strategy formulation. 

In this issue of the Proceedings of the Estonian Academy of Security 
Sciences, the reader will find articles on how old and new threats can 
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challenge internal security, as well as discussions of using drone technol-
ogy in traffic accident data collection, using military concepts in civil 
administrative structures, and a review of literature on ethnic conflicts. 
The Academy of Security Sciences is continuing to monitor and explore 
internal security issues from a variety of angles to provide professionals 
and societies with additional insights into this interesting world.
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ABSTRACT

The objective of the article is to provide a preliminary assessment of 
Poland’s response to non-military threats to its internal security. The 
article discusses threats to Poland’s internal security between 2015 and 
2020. The scope of analysis is limited to foreign intelligence operations 
and espionage, extremisms and terrorism, cyber threats, and economic 
threats, including corruption. Threat assessment focuses on targets for 
hostile actions, observed patterns and trends, along with consequences to 
Poland’s internal security. Available data on threats to Poland’s internal 
security is consolidated and analysed. The assessment of response to 
threats discusses its effectiveness and highlights challenges in responding 
to new threats. The scope of the article is limited to the Internal Security 
Agency activities and is based on publicly available official governmental 
documents along with analytical works published in professional peri-
odicals. Based on observed trends, possible future scenarios related to 
threats to Poland’s internal security are presented, and possible responses 
discussed.
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INTRODUCTION

The destabilisation of the security situation in the Euro-Atlantic area 
by Russia’s actions against Ukraine resulted in an immediate increase 
in threats to Poland’s external and internal security. The unfavourable 
development of the situation required undertaking and intensifying 
actions aimed at increasing the possibilities of counteracting security 
threats in the allied, regional and national dimensions. Hybrid threats 
have become the key threats to Poland’s internal security, the catalogue 
of which is significantly expanding. In recent years, the blurring of the 
boundary between intelligence threats and hostile cyber, terrorist and 
economic activities carried out inside the state has become noticeable. The 
most serious challenges in the field of Poland’s security are related to the 
aggressive policy of the Russian Federation. In recent years, propaganda 
and disinformation have been the primary instruments of hybrid activi-
ties carried out in the information sphere, especially in cyberspace and 
on social media (Sazonov and Müür, 2017; Śliwa, 2017). As information 
warfare tools, they are used to weaken Poland’s security and weaken its 
image and position in international relations. The use and deepening of 
the existing political divisions as well as the exploitation of extremisms 
perpetuate divisions among Polish citizens, polarise social moods and 
weaken resilience to external threats. Extremism has been considered 
as one of the most dynamically developing threats to Poland’s internal 
security after 2015 that may lead to increased violence and even terror-
ist attacks in the future. The threat of hostile actions by other states and 
commercial entities for the economic and energy security of Poland is 
also growing. This applies in recent years to attempts to take over, block, 
or discredit key investments for the Polish economy. The scale of threats 
to the cyberspace of the state, its institutions and citizens, is systemati-
cally growing and requires comprehensive response.

The aim of the article is to assess the dynamics of changes in the area 
of threats to Poland’s internal security between 2015 and 2020 and their 
impact on the security of the state and citizens. The article also discusses 
the actions taken by the state security services to increase Poland’s inter-
nal security and outlines a forecast for the development of the situation in 
the coming years. The analysis is limited to four major threats to internal 
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security posed by foreign secret services and espionage, extremisms and 
terrorism, cyber threats and economic threats, including corruption. The 
article thus only focuses on the Internal Security Agency activities and 
does not discuss the efforts of the Military Counterintelligence Service 
nor the Central Anti-Corruption Agency. Threat assessment focuses on 
gauging their scope and targets, magnitude, patterns and trends along 
with consequences to Poland’s internal security. The analysis is limited 
to the period between 2015 and 2020 and is based on publicly available 
information provided by the state security authorities and institutions. 
Responses to each of the threats is then discussed with the aim of asses-
sing their adequacy and effectiveness. Finally, based on historical develop-
ments and emerging trends in the security environment, an initial insight 
on possible future scenarios related to Poland’s internal security in com-
ing years is offered. The article references publicly available go vernment 
documents, analytical studies by think-tanks, and academic research. 
The discussion presented here is limited to sources not covered by the 
confidentiality clause.
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1. FOREIGN INTELLIGENCE OPERATIONS AND 
ESPIONAGE

The geostrategic location of Poland along with its membership in NATO 
and the European Union attracts the attention of foreign intelligence ser-
vices, including espionage related to security and other functional areas 
of the state. This area of security is one of the domains of the Ministry 
of Internal Affairs (MIA), which is responsible for counterintelligence 
activities. The Ministry has published an overview of foreign services 
activities between 2015 and 2019, recognising enhanced threats linking it 
with so-called hybrid tools to impact security. The disappearing bound-
ary between foreign intelligence information-gathering activities and 
other activities inside Poland is recognised, and it includes the extended 
use of cyberspace and especially various social media channels. The situ-
ation that Poland has been facing in recent years is not new to the region 
as evidenced by developments in the Baltic states (Winnerstig, 2014) 
and Ukraine (Mölder, 2016, pp. 101–106). The main targets of foreign 
espionage and non-information activities in the past five years have been 
the energy sector, investments, information sphere, and social networks. 
Among foreign nations that have conducted intelligence operations in 
Poland after 2015, two have been recognised as particularly interested in 
influencing the security situation: Russia (through the means of propa-
ganda and disinformation) and China (Serwis Rzeczypospolitej Polskiej, 
2020a). The targets of foreign intelligence operations in Poland range 
from security and military industry to the economy. The adoption of 
new technologies and operating procedures by foreign intelligence ser-
vices has necessitated a more focused and deliberate response. Although 
the threat of foreign intelligence activities in Poland has been growing 
steadily since 2015, a large amount of information related to counter-
intelligence was made public only in 2019. After 2015, three persons 
have been arrested in Poland in connection with espionage for Russia 
and two persons on charges of spying for China. In October 2016, the 
Internal Security Agency detained Mateusz Piskorski, a former mem-
ber of Polish Parliament and a leader of the pro-Russian political party 
Change. Piskorski has been facing charges of collaborating with Russian 
civilian intelligence and Chinese intelligence services. He was found to 
have received financing for pushing a Russian agenda in Poland (Żaryn, 
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2019). In 2018, an employee of the Ministry of Energy Marek W. was 
arrested on charges of spying for Russia and then sentenced to jail and 
prohibited to work in the public administration for ten years. In 2019, 
a Chinese citizen Wejing W., who was identified as an agent of a civil-
ian intelligence agency, and a Polish national Piotr D. were detained on 
charges related to espionage (Serwis Rzeczypospolitej Polskiej, 2020b).

Poland has been facing increasing threats from foreign intelligence influ-
ence operations. As the hybrid activities that harm Polish security inter-
ests are difficult to identify and classify in legal terms, they usually do not 
end up in courts. Most frequently, foreign citizens suspected of hybrid 
activities in Poland face administrative actions while the illegal activities 
of foreign diplomats are addressed by diplomatic procedures. Since 2015, 
Poland has expelled five Russian diplomats. Four Russian diplomats were 
expelled from Poland in 2018 as part of the international reaction to the 
Skripal poisoning (Serwis Rzeczypospolitej Polskiej, 2020a). In March 
2019, information collected by the Internal Security Agency led to the 
expulsion from Poland of the vice-consul of the Consulate General of the 
Russian Federation in Poznań. The diplomat was declared a persona non 
grata and was banned from entering Poland and the Schengen area. The 
Internal Security Agency found the Russian diplomat to have engaged 
in activities inconsistent with their diplomatic status which could harm 
Polish-Russian relations (Żaryn, 2019a). In 2018, a Chinese diplomat was 
expelled from Poland after the conviction of an agent cooperating with 
the Chinese intelligence in Sweden. According to the Internal Security 
Agency, the diplomat in question was the senior officer of a Chinese 
citizen convicted in Sweden. The Chinese diplomat was banned from 
entering Poland and the European Union (Żaryn, 2019a).

Over the last five years, Poland has ramped up its efforts in addressing 
hybrid threats. The Internal Security Agency also effectively counter-
acts hostile hybrid activity by using administrative procedures, such as 
entry bans, expulsions, denial of permission to stay, negative opinions 
on applications for citizenship, or withdrawal of permission to stay. The 
Internal Security Agency has publicised information related to some of 
the cases. In October 2017, the Russian scholar Dimitrij Karnuakhov, 
tied to the Russian Institute of Strategic Studies, a Foreign Intelligence 
Service affiliated think-tank, was expelled from Poland. Karnuakhov was 
suspected of conducting hostile information activities against Poland. 
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In late 2017, the Agency assisted in banning three Russian agents posing 
as researchers from entering the Schengen area. They turned out to be 
the masterminds behind pro-Russian projects pushed in Poland (Żaryn, 
2019b). A telling example of hybrid threats to Poland’s security was a case 
of an attempt to set fire to the office of the Transcarpatian Hungarian 
Cultural Association in the small town of Uzhhorod in south-western 
Ukraine. The perpetrators turned out to be Polish citizens who were used 
to spoiling Hungarian–Ukrainian relations. The Uzhhorod arson attempt 
was investigated by the Internal Security Agency, which managed to tie 
the incident to the Polish pro-Kremlin party Change, whose then-leader 
has been awaiting trial for espionage and cooperation with Russian intel-
ligence services. The case serves as evidence of the complex relationships 
between the influence of hybrid threats on internal, national and inter-
national security in the region. As the spokesman of the Coordinator of 
Poland’s Security Services observed in 2019, ‘Narrowing down Russia’s 
hostile activity to spreading lies in the media is a losing battle’ (Żaryn, 
2019b). In May 2018, two Russian citizens, Yekaterina C. and Anastasia 
Z., were detained and deported from Poland while three other citizens 
of the Russian Federation were banned from entering Poland (Deutsche 
Welle, 2018). According to the Internal Security Agency, all five had made 
repeated attempts to engage Polish pro-Russian circles in hybrid activities 
(Żaryn, 2019a). The extent of administrative procedures used to counter 
hybrid threats is perhaps better illustrated by statistics. Between 2015 
and 2019, a total of 28 foreigners were expelled from Poland for activi-
ties against the security and interests of the Republic of Poland (Serwis 
Rzeczypospolitej Polskiej, 2020a).

Protection of classified information plays an essential role in preventing 
foreign espionage. The Internal Security Agency is responsible for grant-
ing Polish citizens and institutions access to NATO, European Union 
and European Space Agency’s classified information. Between 2015 and 
2019, approximately 43 thousand individual security clearances and one 
thousand industrial security clearances were issued. At the same time, 
123 persons were denied access to classified information, and the secu-
rity clearances of almost one hundred persons were revoked. To support 
the counterintelligence effort, the Internal Security Agency has been 
increasing its prevention and educational efforts. The statistics available 
for the period between 2015 and 2019 show 2.6 thousand counterintel-
ligence courses and as many as 58 thousand course participants (Serwis 
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Rzeczypospolitej Polskiej, 2020a). This aspect is reinforced by other 
governmental agencies, especially security services, including armed 
forces within their areas of responsibility. Such complex approach not 
only supports the efficiency of counterespionage but also contributes to 
the resilience of the society and awareness of the wide range of threats 
resulting from the activities of foreign intelligence services in the terri-
tory of Poland and beyond.

Poland will remain subject to foreign intelligence operations in the 
future. Most likely Russian intelligence services will remain active in 
both espionage and influence operations. They may also inspire and 
support malicious hybrid activities against Poland’s security interests at 
home territory and abroad. Experts also highlight the increasing scope 
and intensity of Chinese intelligence operations in Poland. This evolving 
threat will require deliberate approach integrating legal, conceptual, and 
organisational efforts. The Chairman of the Parliamentary Commission 
for Secret Services has observed that the Polish legal definition of espio-
nage is outdated and not entirely relevant to current security threats 
(Lesiecki, 2019). The definition needs to be updated to address, among 
other issues, the role of agents of influence and clarify the relevant parts 
of the criminal code. Strategic communication is viewed as crucial to 
Poland’s counterintelligence efforts (Raubo, 2020). A number of spe-
cialists call for a more robust public communication to increase social 
awareness of the threats of foreign espionage and influence operations. 
It may also help to build trust in Polish counterintelligence services and 
demystify some aspects of their operations (Maciążek, 2019). 
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2. TERRORISM AND EXTREMISM

Poland has not suffered any large-scale terrorist attack in recent years; 
however, the country could be targeted by radical, extremist, or even 
internal radicals. Nevertheless, as Poland does not exist in a vacuum, there 
‘has been a significant evolution of the terrorist threat in the region, and 
Poland’s membership in the European Union (E.U.) and NATO, as well 
as the participation of Polish troops in international peace operations, 
are considered a factor that may increase the risk of terrorist attacks in 
Poland or against Polish citizens abroad’ (U.N. Security Council Counter-
Terrorism Committee, 2019). This relates to not only direct attacks but 
also to Poland’s status as the East border of the EU and Schengen area 
causing interest in using the territory of the country for direct activities 
and transfer routes in connection with illegal drug trade, human traf-
ficking, arms trade, smuggling, or money laundering. The actual list of 
possible illegal activities is much longer and all of these could lead to 
terrorist-type attacks as a revenge to disrupt security system and ser-
vices. Another factor to consider is the active participation of Poland’s 
armed forces and security services, mainly police, in operations abroad in 
conflict zones. As their involvement in these areas (such as Afghanistan 
and Iraq) is directly connected to the activities of terrorist organisa-
tions, Poland could be a target for revenge actions. Next, foreign terrorist 
fighters could try and establish networks inside the country as a staging 
ground for actions inside Poland or abroad. 

Between 2015 and 2019, six people were convicted in Poland for terrorism-
related activities. Most of the cases were tied to jihadist terrorism. In 2016, 
the Internal Security Agency arrested Mourad T., who was involved in 
organising the Paris bomb attacks in November 2015. Mourad T. was 
one of the most influential people in the leadership structures of the so-
called Islamic State. In 2018, the Moroccan citizen Abdeljalil A.E.K. was 
sentenced to 8 years in prison. The information gathered by the Polish 
counterintelligence in relation to his arrest was pivotal to thwarting ter-
rorist attacks in two European countries. In March 2019, Mourad T. was 
sentenced to 3 years and 8 months in prison (Serwis Rzeczypospolitej 
Polskiej, 2020b). The Agency also prevented a terrorist attack by Mikołaj 
B., who was arrested in May 2019 in Warsaw. Mikołaj B. was preparing 
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to carry out a terrorist attack in a public place as part of his revenge on 
the opponents to the Islamic religion. In September 2019, a 27-year old 
Polish citizen was sentenced to four years in prison for participating in a 
terrorist organisation operating in Syria. In December 2019, the Internal 
Security Agency detained Maksym S., a radical Islamist who was plan-
ning an attack in the town of Puławy. To keep the terrorist threat under 
control, the Internal Security Agency has been monitoring the situa-
tion to prevent uncontrolled returns of foreign fighters to Poland. Those 
efforts are directed at both Polish citizens and foreigners attempting to 
travel to other countries via Poland. According to the Agency, there is 
no indication of the potential terrorist threat from radicals, including 
Islamic fanatics, decreasing in the near future.

The last five years have seen an evolving threat of right-wing extremist and 
radical movements using neo-Nazi narratives and posing a direct threat 
to some ethnic and religious minorities and social groups in Poland. The 
increasing prevalence of this trend calls for decisive actions against such 
groups to prevent them from closing ranks with political sympathisers. 
Rising extremism may cause risks to both the internal security of Poland 
as well as its reputation abroad. As the right-wing extremists cooperate 
closely with their counterparts abroad, it makes sense to use administra-
tive measures to limit such cooperation. The Internal Security Agency 
has publicised information about its activities that aimed at reducing 
a threat of right-wing extremism. Recently, Anton T., a Swedish citi-
zen and a member of a neo-Nazi organisation who came to Poland for 
paramilitary training, was expelled from Poland with immediate effect 
by the decision of the Minister of Internal Affairs and Administration. 
According to the Internal Security Agency, the man posed a serious, 
real, and present danger to security and public order in Poland. The man 
was a member of the neo-Nazi Nordic Resistance Movement, which is 
seeking to create a National Socialist North European Republic through 
revolutionary means. Another activist with ties to neo-Nazi circles, a 
Russian man called Konstantin B., was declared a persona non grata in 
November 2019 for his continued contacts with the representatives of the 
Polish extreme right. Konstantin B. planned to use the Polish neo-Nazi 
circles for illegal activities. In September 2020, Internal Security Agency 
officers detained a German citizen suspected of participating in an organ-
ised crime group operating in Poland and other countries. The detainee, 
Jurgen K., was active on social media presenting radical anti-system views 
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and supporting extreme right-wing organisations. During the search of 
the place of work and residence of the detained man, 1.2 kg of TNT along 
with ammunition and a tear grenade were found (Infosecurity 24, 2020). 
The Internal Security Agency has made efficient use of various mecha-
nisms for neutralising terrorist and extremist threats over the past five 
years. At the request of the Agency, 39 people whose presence in Poland 
was associated with the threat of terrorism were deemed undesirable in 
Polish territory and 14 were expelled or obligated to return to their home 
countries (Serwis Rzeczypospolitej Polskiej, 2020b).

It is worth mentioning that Poland has developed a comprehensive 
approach for addressing terrorist and extremist threats in recent years. 
Countering terrorist propaganda has been included as one of the priori-
ties of the Internal Security Agency. As online terrorist propaganda can 
intimidate societies by publicising brutal acts of violence against inno-
cent people and aims at recruiting more jihadists, there was a need for 
an adequate response. Two aspects of countering terrorist propaganda 
have included regulation of the content of internet media and holding 
responsible those who engage in such propaganda activities. In 2017, 
based on evidence collected by the Internal Security Agency, Dawid D. 
was convicted of propaganda activities for a terrorist organisation. In 
2018, the Internal Security Agency blocked the official media channels 
of the so-called Islamic State in the state’s internet domains (Serwis 
Rzeczypospolitej Polskiej, 2020b).

To increase societal resilience to terrorist threats, Poland created the 
Terrorism Prevention Centre of Excellence in 2018. The Centre has been 
consolidating efforts of national state security agencies and extending 
international connections toward common goals of reducing terrorist 
threats. The Centre has been focusing on counteracting extremist and 
terrorist threats through ensuring an early response to the first symptoms 
of radicalisation in the society. The Centre has specialised in terrorism 
prevention in the broad sense, the key element of which is the dissemina-
tion of knowledge of the possibility of preventing adverse security events. 
For this purpose, the Centre has organised profiled training for officers 
and employees of secret services, as well as public administrative bodies 
and other entities. The Terrorism Prevention Centre has sought to become 
a centre of excellence that brings together the knowledge and experience 
of domestic and foreign secret services, public institutions, as well as 
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the achievements of scientific research centres in the field of terrorism 
prevention. It intends to develop a broad preventive mechanism based 
on the cooperation of all public administrative bodies and the private 
sector, placing citizens in the centre of the process of shaping security 
culture in Poland. To achieve such objectives, the Centre develops training 
programmes and conducts training in the field of terrorism prevention. 
A significant part of the Centre’s activities are social campaigns that 
raise awareness of terrorist threats and build security culture within the 
society. The Centre also prepares profiled recommendations in the field 
of terrorism prevention and develops training materials and guides. It 
has also been involved in the organisation of meetings, workshops, and 
seminars both at the national level and in cooperation with domestic 
and foreign experts.

Although the Centre is a relatively new institution, it has successfully 
combined national and foreign experience and expanded its capacities 
and staff. As at September 2020, the Centre has been involved in 17 
state-wide projects, cooperating with 40 partners, organising 300 meet-
ings and providing training to 3,841 persons within a broader system of 
prevention to terrorism and extremism (Terrorism Prevention Centre 
of Excellence, 2020).

The terrorist threat will remain an important issue for Poland’s internal 
security for years to come. Although there have been no terrorist attacks 
in Poland in recent years, jihadist terrorist networks have operated there, 
planning and supporting attacks in other countries. There is a growing 
concern of rising extremism, typically extreme and nationalist right wing 
and neo-Nazi affiliated networks that call for violence against ethnic and 
social minorities. Such networks may increase cooperation with similar 
organisations from abroad and shift from non-lethal violence to more 
coordinated attacks with firearms and explosives. They will be susceptible 
to external influence and might be used as a tool in hybrid activities in 
Poland and abroad. Most likely, at least some of the extremist networks 
will also engage in criminal activities. The potential for lone wolves as 
perpetrators of terrorist attacks and hate crimes must also be taken into 
account when discussing future developments related to Poland’s internal 
security (Raubo, 2020).
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3. THREATS TO THE SECURITY OF POLAND’S 
CYBERSPACE

Similar to other states, Poland is becoming more and more dependent 
on cyberspace-enabled services. Social and economic development is 
increasingly dependent on quick and unhindered access to information. 
The efficiency and stability of ICT systems are crucial not only for the 
internal security of the state but also have an impact on virtually every 
area of state and civil activity. The period between 2015 and 2020 saw an 
evolution of cyber threats that had a direct impact on Poland’s internal 
security. The Internal Security Agency’s CSIRT GOV team reacted to 
more than one hundred thousand computer incidents between 2015 and 
2019. One-third of those incidents turned out to be cyber threats. The 
number of computer incidents has steadily increased after 2015. Whereas 
in 2015 CSIRT GOV dealt with 16,123 cases of suspected computer inci-
dents, the number of such cases rose to 31,865 in 2018 and 226,914 in 
2019 (Zespół Reagowania na Incydenty Bezpieczeństwa Komputerowego, 
2019). Most of the cases turned out to be false positives and the numbers 
of confirmed computer incidents were 8,914 in 2015, 6,236 in 2018, and 
12,405 in 2019. Advanced persistent groups campaigns have constituted a 
growing portion of the threats to Poland’s cyberspace after 2015. Most of 
the malicious traffic against the governmental administration networks 
in 2019 originated from the Russian cyberspace. Communication to mali-
cious internet addresses along with active scanning of the governmental 
administration networks made up almost 80% alerts issued by the early 
warning systems. Government institutions (32.81%), critical infrastruc-
ture (31.21%), and the Ministries (19.01%) were most frequently subjected 
to active scanning in 2019. State security services and military accounted 
for only 5.27% of active scanning cases in 2019 (Zespół Reagowania na 
Incydenty Bezpieczeństwa Komputerowego 2017, 2018, 2019).

The urgency of actions to assure Poland’s cybersecurity was recognised 
as early as in 2015. The Supreme Audit Office reports published at the 
time pointed at critical deficiencies in defining the legal and conceptual 
framework for actions, deficient financing and insufficient coordination 
(Najwyższa Izba Kontroli, 2015). The security of state administration 
infrastructure used for public services was determined to be inadequate 
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by the Supreme Audit Office in 2016 (Najwyższa Izba Kontroli, 2016). 
Similar audits of the local government administration infrastructure in 
2018 revealed shortcomings in data protection systems (Najwyższa Izba 
Kontroli, 2019). The situation called for a coordinated and comprehensive 
approach to the security of Poland’s cyberspace. In 2018, the Act on the 
National Cybersecurity System was finally adopted after lengthy prepa-
rations, and in 2019, the Strategy for the Protection of the Cyberspace 
of the Republic of Poland for 2019–2024 was published (Ministerstwo 
Cyfryzacji, 2019). A decade after initial governmental efforts related to 
cyberspace security, a coherent legal and conceptual framework for action 
has been finally developed. While not all issues have been resolved, a solid 
basis for further works has been established (Cieślak, 2020).

Cybersecurity has remained one of the key areas for the Internal Security 
Agency in recent years. The operations of CSIRT GOV have focused 
on the protection of the state’s administration cyberspace. The CSIRT 
GOV Computer Security Incident Response Team, led by the Head of the 
Internal Security Agency, acts as the national level CSIRT responsible for 
coordinating the process of responding to computer incidents occurring 
in the national cybersecurity system (Polska, 2018). It is tasked with the 
detection and prevention of threats to the cyber security of ICT systems 
of public administrative bodies. The CSIRT GOV also protects the sys-
tem of ICT networks covered by a uniform list of facilities, installations, 
devices, and services included in the critical infrastructure, as well as ICT 
systems, owners, and holders of critical infrastructure facilities, instal-
lations or devices, defined in legal regulations on crisis management. 
As the number of threats and security incidents has been increasing in 
recent years, each incident has been addressed as a risk of violating the 
security of the state and citizens.

In order to ensure a more efficient response to any threats to Poland’s 
cybersecurity, CSIRT GOV has been expanding its early warning systems 
and participation in international cybersecurity networks. The ARAKIS 
3.0 GOV early warning system provides data on both external threats 
and vulnerabilities of the state’s administration information and com-
puter networks. It has been extensively used for testing vulnerabilities. 
In 2019, CSIRT GOV audited 35 information and computer systems of 
ten government administrative institutions, revealing 13,035 vulnerabili-
ties. Corrective actions have subsequently been undertaken. Important 
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political events, such as elections to the European Parliament and Poland’s 
Parliament, along with official national holidays and anniversaries, have 
been considered as high-risk events in terms of cybersecurity. Due atten-
tion is paid to the monitoring and mitigation of cyber threats related to 
such occasions. Polish CSIRT teams have systematically participated 
in multinational exercises, such as NATO-CMX, Cyber Coalition, and 
Locked Shields to prepare better for the protection of the state’s cyber-
space (Zespół Reagowania na Incydenty Bezpieczeństwa Komputerowego 
2019).

The security of Poland’s cyberspace will remain crucial for the state’s 
internal security. As the dependence on network-enabled services is ever-
increasing, the need for a comprehensive approach to the cybersecurity 
system becomes more and more urgent. Poland will have to increase 
its efforts to improve the protection of the critical infrastructure assets 
(Rządowe Centrum Bezpieczeństwa, 2020). Better private-public part-
nership solutions in the field of cybersecurity have been sought for, and 
significant efforts are directed at improving Poland’s independence in 
the digital domain through the development of cryptographic tools and 
national expert cyber centres. The need for a secure cyberspace becomes 
even more evident as it is used more and more frequently for hostile 
information operations and hybrid activities.
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4. THREATS TO ECONOMIC SECURITY

The National Security Strategy of the Republic of Poland published in 
May 2020 recognised the urgency of strengthening economic security 
being faced by globalisation processes and growing competition on 
foreign markets. This is directly linked with internal security, national 
defence potential but also with state and societal resilience in the face of 
modern threats. Special attention has been given to the financial sector, 
which is vulnerable to speculative attacks on the Polish currency or capi-
tal drain. As this sector is significantly affected by external trends, there 
is a need to close ranks with international supervisory institutions and 
internal law enforcement agencies. Financial stability is an essential factor 
motivating the use of the Polish banking system for money laundering, 
as it has been in the case of the ING Bank Śląski, a subsidiary of the ING 
BSK, which was used to launder Ukrainian and Russian money within a 
so-called ‘mirror trading’ system. Another bank, Bank Spółdzielczy in 
Skierniewice, was the subject of a prosecutors’ investigation connected 
to money laundering and drug trade; deposits valued at 1.3 bn PLN were 
seized (Wilkowicz, 2020). Those are not only cases, and their impact is 
important from the perspective of trust in the national banking system 
and overall security, as financial issues are of great importance for every 
citizen. From another vital perspective, the financial sector is closely con-
nected to the position of a country in the international arena. Therefore, 
reasonable and purposeful government interference in economic matters 
is an essential factor for the security in this sector after 2015.

Another factor affecting the internal security of Poland is the safety of the 
supply of natural resources. Oil and natural gas have been traditionally 
exploited by Russia as an international policy tool to pressure selected 
nations. This is done directly by establishing different prices for different 
nations, specifically those recognised as hostile or friendly. After decades 
of a Russian monopoly in supplying oil and natural gas to Poland, a com-
mon perception of threats resulting from such a situation has developed. 
Poland is clearly aware of such threats, demonstrated by the investment 
in a strategically important Liquid Natural Gas Terminal in Świnoujście 
to ensure the stability of supplies for the population and state enterprises. 
The termination of gas supplies to Ukraine by Gazprom in the recent past 
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has demonstrated the effect of such a tool on economic and personal secu-
rity. In parallel, Warsaw is actively trying to stop the Nord Stream 2 gas 
pipeline project, calling it a direct threat to energy security and not only 
for Poland but for Eastern Europe in general. The decision of the Office 
of Competition and Consumer Protection in October 2020 to impose a 
penalty on Gazprom (29bn PLN) and five companies participating in 
the project (234mln PLN) was a clear message and an act of protecting 
national economic interests (U.N. Security Council Counter-Terrorism 
Committee, 2019). This aspect is linked with gas prices and continuity 
of supplies as increasing prices on the internal market could cause dis-
satisfaction among natural gas users in Poland, especially among the 
poorer part of society and strategic companies using this type of natu-
ral resources for production processes. At the same time, the Internal 
Security Agency has been focusing its efforts on protecting the Liquid 
Natural Gas Terminal project in Świnoujście against hostile economic 
and information actions.

Poland’s state security services have become increasingly aware of hostile 
economic and financial actions that may directly influence the state’s 
internal security. In 2015, the Russian fertiliser tycoon Acron was trying 
to take over Polish chemicals giant Grupa Azot, which was seen as an 
aggressive step to monopolise the market in this specific field. In reaction, 
the Polish government implemented a law permitting the state control of 
selected national companies of strategic value. The list of such companies 
is evolving and includes Emitel S.A., Grupa Azoty S.A., KGHM Polska 
Miedź S.A, Polski Koncern Naftowy Orlen S.A, PKP Energetyka S.A., 
and Tauron Polska Energia S.A (Ostrowski, 2020). The government is 
currently working on a new law requiring foreign investors to have state 
approval to buy shares in a company equal or exceeding 10% share capital 
or concerning buying a significant block of shares (e.g. 20%, 40%).

Investors from the European Union/European Economic Area will not be 
subject to restrictions if they have been registered there at least two years 
to avoid hostile takeovers. Hostile takeover attempts are not exclusively 
linked with Russian capital, as, for example, KGHM falls within the area 
of interest of the U.S. Freeport-McMoRan Copper & Gold, Australian Rio 
Tinto, or Chinese investors. Next, foreign companies have taken signifi-
cant interest in food production companies, which is an important factor 
that could influence the food prices in Poland and affect food security 
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along with the protection of natural environment. It might affect the 
basic needs of the population with a strong influence on societal stabil-
ity. The trend to take over Polish companies is growing, and it is linked 
to the Covid-19 crisis and weakness of the currency and the continuing 
expansion of big and rich players. There are direct risks connected to this 
factor, as taxes from national enterprises support the Polish economy, 
while in the case of companies funded by foreign capital, the funds are 
transferred abroad.

The economic sphere has always been attractive for crime-related activi-
ties, especially tax violations and corruption among participants on both 
ends – givers and receivers. The crime-supporting factor in Poland is that 
it has been benefiting from significant economic growth during the last 
decades using national resources along with significant funds coming 
from the EU. Investments into infrastructure are creating opportunities 
at all levels and stages of their implementation. The Poland Corruption 
Report published in January 2018 highlighted that corruption was a 
problem for businesses operating in Poland (GAN Risk & Compliance 
Portal, 2018). The public procurement, justice, and land administration 
sectors carry exceptionally high risks. Political corruption constitutes a 
challenge to fair business as politicians use their positions to gain ben-
efits, and practices of nepotism and cronyism are widespread. Poland’s 
Criminal Code offences include active and passive bribery, bribery of 
foreign officials, extortion, and money laundering. The public procure-
ment sector was especially linked with this negative trend by a diversion 
of public funds and favouritism in decisions of government officials, 
tailor-made specifications for particular companies, unclear selection 
or evaluation criteria, collusive bidding, and conflicts of interest (GAN 
Risk & Compliance Portal, 2018). However, the Corruption Perceptions 
Index (CPI) indicates that Poland has made progress in this area: the 
Transparency International CPI 2019 ranked Poland 41st with 58 points 
(the scale: highly corrupted 0 points, minimal corruption 100 points). 
This is a result of a decisive approach toward fighting this negative aspect 
of the economy having an impact on nations and other factors as Foreign 
Direct Investments.

The Internal Security Agency can also boast considerable successes 
in combating economic crimes. According to one study, the Internal 
Security Agency has revealed attempts at tax fraud for over PLN 3 billion 
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and conducts, under the supervision of various units of the prosecu-
tor’s office, an average of 140 proceedings concerning tax offences each 
year. Some 1.5 thousand persons received accusations of committing tax 
crimes, and the value of the secured property of suspects in tax depletion 
cases is over PLN 260 million (60 mln Euro) (Serwis Rzeczypospolitej 
Polskiej, 2020a). The negative trend is, however, that corruption cases 
are more common in the public sector compared to private or public/
private sectors. In 2018, of a total of 1,229 cases, 895 were in the public 
sector (73%), and the trend continued in 2019 as among 1,366 corruption 
cases as many as 948 (70%) were related to the public sector (Internal 
Security Agency, 2020). The main areas of corruption were infrastructure, 
construction, and real estate. The trend is reinforced by the employment 
of random people in the public sector not able to manage and control 
respective enterprises. It is often linked with nepotism and returning 
favours to trusted persons but not exactly qualified ones.

The economy-related threats and risks are highly interconnected, as many 
of them have an impact on security from the national level down to 
single individual personal security. Therefore, there is a need to see all 
of them in context, not forgetting that the country is a part of broader 
international systems as an outcome of globalisation and a variety of 
agreement. As mentioned, the banking system, natural resources sup-
plies, and others are under pressure from external competitors or hostile 
nations/organisations reinforced by internal risks line crimes, corruption, 
nepotism or politically driven economic system. The Internal Security 
Agency will continue to play an important role in addressing external 
economic threats to Poland’s security.
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CONCLUSIONS

The internal security of Poland has been subject to a number of external 
threats in recent years. Russian aggressive actions have destabilised the 
security situation in the Euro-Atlantic area and increased the scope and 
magnitude of threats to Poland’s external and internal security. Poland 
has been facing a growing threat of foreign espionage, intelligence, and 
influence operations. While most of them are attributed to the Russian 
Federation, the intensity of Chinese secret services actions in Poland 
raises more and more concerns. Terrorism and extremism have not 
resulted in a high number of casualties or losses in recent years, and the 
overall terrorist threat has remained relatively low. However, terrorism 
and lone wolf attacks motivated by extremist narratives and ideas may 
pose a threat to Poland’s internal security in coming years.

Hybrid threats have become one of the critical threats to Poland’s internal 
security and are considered to be tied closely to the actions of adversary 
governments. The recent years have seen a blurring of the boundaries 
between intelligence threats and hostile cyber, terrorist, and economic 
activities carried out inside Poland and outside of its borders. Propaganda 
and disinformation inspired by Russia have become the primary instru-
ments of hybrid activities carried out in cyberspace. They weaken Poland’s 
security and its position in international relations. At the same time, 
hybrid activities exploit political divisions and extremisms among Polish 
citizens, undermining the internal security of the state and its resilience 
to external threats.

The trends that have been observed in recent years suggest that the scope 
and magnitude of cyber threats to Poland’s security will grow significantly 
in the coming years. Actions of foreign states, along with criminals, will 
pose a threat to Poland’s public administration, industry, and banking, 
as well as individual citizens. Furthermore, the cyberspace may be used 
for hybrid activities and hostile information operations. The protection 
of Poland’s cyberspace will remain crucial for the state’s internal security 
in the coming years. A comprehensive approach combining public and 
private efforts will focus on the improvement of the protection of the 
critical infrastructure assets. Actions aimed at Poland’s independence 
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in the digital domain will be given priority. That, in turn, will translate 
into more robust efforts related to the development of cryptographic tools 
and building national cyber expertise. 

Protection of Polish economic interests against external hostile activities 
will remain one of the primary tasks of the Internal Security Agency in 
the future. The economy has a direct impact on internal security both 
at the national level and for the security of any individual citizen. With 
the globalisation of the economy, the frequency of potential external 
state and commercial actors’ interference with the Polish economy may 
increase, and their intentions may not always be clear. The protection 
of vital national investments against hostile takeovers, corruption, and 
hybrid activities will be given priority as such investments improved 
Poland’s security. The actions of the Internal Security Agency will be 
coordinated with other state’s security agencies, as well as the Central 
Bureau for Anticorruption and the Police.
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ABSTRACT 

The current article analyses the prospects of improvement in terms of 
economic and political relations between Estonia and Russia against the 
inert background of reciprocal strategic narratives. Estonia’s current 
strategic narrative regarding Russia is mostly influenced by the country’s 
painful historic experience, plus the continuing social segregation within 
the country between Estonians and Russians, and security threats that 
stemming from Russia and requiring active NATO deterrence. Russia’s 
domestic vision includes ‘Russophobic’ western enemies, including 
Estonia, which surround and threaten it and which place it under an 
economic blockade. Both sides are also locked into a greater framework 
involving the European Union’s economic sanctions against Russia and 
Russian counter sanctions. On the other hand, both Estonia and Russia 
have a lot to gain from possible improvements in economic relations and 
in reducing regional security-related tensions.
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INTRODUCTION

Estonia, along with the other Baltic States, is experiencing a series of deep 
transformations that can be associated with the drastic deterioration of 
Europe’s relations with Russia in the aftermath of the annexation of the 
Crimea and the Russia-inspired conflict in eastern Ukraine. However, the 
ongoing transfiguration of the liberal order lacks one single point of logic 
and encompasses a number of politically consequential developments 
that directly affect the Baltic States. There are several facets involved in 
this situation, the first being the EU-promoted normative space of lib-
eral governance and normative power. The second is the Russo-German 
bilateral ‘economic regionalism’ that has been exemplified by the Nord 
Stream project and the prioritisation of economic relations. The third 
is the resurgent domain of the regional security complex in the Baltic 
States, along with the dominant logic of providing a military deterrence 
and the process of ramping up security levels. 

These facets often confront each other and make improvements to 
regional security and trade somewhat complicated. However, during 
the recent visit by the president of Estonia, Ms Kersti Kaljulaid, to Russia 
in April 2019, there was a good deal of discussion about the strengthen-
ing of economic relations between the two countries. To quote President 
Kaljulaid, although mutual sanctions between Russia and the EU are in 
place, there are some areas in which Tallinn and Moscow could cooperate 
and move forward, such as transport and taxation (ERR, 2019a). This 
appears to indicate that Estonia is interested in tightening economic rela-
tions with Russia (see ERR, 2019b, for instance where proof is needed). 
However, just a few months earlier the then-Estonian Minister of Foreign 
Affairs, Sven Mikser, firmly underlined the fact that relations between 
Estonia and Russia depended primarily upon Russia’s behaviour in the 
international arena in the sense that Russia neither fulfils its obligations 
nor accepts international law. In this light, bilateral relations between 
Estonia and Russia simply cannot bloom, regardless of any other aspects. 
Furthermore, he argued that, based on the historical experience, Estonia 
sees its role as a country that needs to remind other democratic countries 
of Russia’s unacceptable behaviour (Veebel, 2018). Therefore, within a 
short period of time, two high-level office-holders in Estonia have sent 
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considerably mixed signals regarding Estonia’s vision of how mutual 
relations between two countries should develop in the future.

This article aims to discuss the options for providing any improvement 
to economic and political relations between Estonia and Russia against 
the background of reciprocal strategic narratives. In general, the out-
look for economic relations could be approached in many ways, such as 
by evaluating the impact of terms of trade or various policy measures 
which could include economic sanctions, and so on. However, the focus 
of this study remains fixed on national strategic narratives because, in 
the interpretation of the authors, strategic narratives reflect policy goals 
which guide decision-making (De Graaf et al, 2015). Next to that, the 
article discusses the future outlook of economic relations between Russia 
and the Baltic countries in the wider perspective, referring to a structural 
transition from a liberal to a post-liberal international order. The process 
clearly encompasses a number of politically sensitive developments that 
directly affect the Baltic region. 
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1. IS THE PROCESS OF RAMPING UP BALTIC 
SECURITY LEVELS BEING OVERDONE?

This article sees as the relevant theoretical basis for understanding the 
inner structure and construction process of the narratives being discussed 
in terms of the process of ramping up the theory regarding security lev-
els. The authors see this as providing common ground, whereby both 
Estonian and Russian narratives could be brought together and analysed 
in detail. As will be argued, both narratives can be seen as interpreting a 
mutual past, present, and future in clear ideological terms and, thereby, 
strongly influencing the respective reality. Drawing on Buzan's works 
and his direct contribution, the concept of the process of ramping up 
security levels has also been developed by the members of what came to 
be known as the Copenhagen School, with such members as Ole Wæver, 
Jaap de Wilde, Thierry Balzacq, and others. The end of the Cold War 
opened up an intensification of debates regarding the referent objects 
of security: security increasingly drifted away from a purely statistical 
concept and towards a meaning that involved the security of the state and 
a view of security as that of the individual. Through the implementation 
of these incentives, the theory behind the process of ramping up security 
levels is directly linked to a comprehensive approach to national defence, 
as this differentiates between various sectors (such as military, political, 
economic, societal, and environmental sectors), and specific threats that 
are attributable to each and every sector. This approach makes it clear 
that existential threats are actually subjective, referring to the contextual 
nature both of security and security threats (Eroukhmanoff, 2018). 

The mechanisms behind the theory regarding the process of ramping 
up security levels were summed up well by various people, such as, for 
example, Rita Taureck, who asserted that ‘by stating that a particular 
reference object is threatened in terms of its existence, a player in the 
process of increasing security levels claims a right to extraordinary mea-
sures to ensure the reference object’s survival. The issue is then moved 
out of the sphere of normal politics and into that of emergency politics, 
where it can be dealt with outside of the normal rules and regulations 
of policy making. For security purposes, this means that it no longer 
has any given (pre-existing) meaning but that it can be anything that 
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a player in the process of increasing security levels says it is’ (Taureck, 
2006, p 3). In this way, security is the act of speech through which secu-
rity itself is constructed (Wæver, 1995, pp 55–56), a discursive practice 
which adds the label of security to any issues that are considered to be 
of supreme priority and, thereby, legitimises a player’s claim to apply 
extraordinary measures (Buzan et al, 1998, p 26). The process is suc-
cessful when a target audience accepts such a construction and supports 
extraordinary measures to address the threats (Buzan et al, 1998, p 34). 
As will be argued, the Estonian take on the comprehensive approach and 
on resilience along the lines of total defence brings along a tendency to 
impinge the security aspect upon a layer of questions that are related to 
civil society and to see it as a mere support mechanism for the purposes 
of defence. However, it removes these issues from the ordinary political 
debate. Here, Wæver’s theory regarding the process of ramping up secu-
rity levels allows this phenomenon to be critically examined. It makes 
it possible to see that a comprehensive approach to security has a built-
in tendency to add the security aspect to the entire spectrum of public 
policies, subsuming them under the heading of comprehensive security. 
Several authors have stated that, in this way, the theory behind the process 
of ramping up security levels shifts the focus of security studies to the 
intersubjective level: ‘security is a social and intersubjective construction’ 
(Taureck, 2006), ‘threats are not separable from the intersubjective rep-
resentations in which communities come to know them’ (Balzacq, 2011, 
p 214), ‘there is no distinction being made between a “real threat” and 
a “perceived threat”, there is only an intersubjective understanding of a 
threat’ (Hjalmarsson, 2013, p 3), to quote some of them. The foundations 
of theoretical studies by Barry Buzan and the Copenhagen School are 
also to be found in the practice of international relations. Accordingly, 
the authors of this study aimed at illustrating the fact that the first step-
ping stones of a comprehensive approach to security can be found in the 
growing realisation through international practice of the holistic nature 
of security, including military, diplomatic, statehood, human security, 
environmental aspects, and social aspects. 

Next to the primary interest point for this article as part of the prospect 
of a normalisation of economic relations between Estonia and Russia, it 
is interesting to note that the narratives have another aspect in regard 
to the democratic character of the state, especially for Estonia. This 
largely relates to the ramping up of security levels in relation to economic 
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relations which could be seen as yet another layer in the logic of total 
defence whereby an entire field is taken out of its normal liberal domain 
and is pigeon-holed into a corporate logic of clearly-dominant national 
interests prevailing over economic or civilian interests. Although there 
appear to be good grounds for mutual distrust, Estonia especially should 
be aware that it could lead to the state being transformed into a corporate 
body that is oblivious of its requirements to take care of its population. 
In more detail, the danger exists that while relying too heavily upon 
such a narrative, one switches into a war mode. Due to the character of 
modern hybrid warfare becoming ever more permanent, Estonia could 
easily find itself in a situation in which the low-intensity hybrid context 
transforms its normal modus vivendi into a wartime total defence mode 
of existence (Veebel and Ploom, 2019).
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2. ECONOMIC RELATIONS BETWEEN RUSSIA 
AND ESTONIA OVER THE PAST DECADES

Over the past fifteen years, trade relations between Estonia and Russia 
have faced turbulent times (see Figure 1). A boom in trade relations in 
2004–2006 after Estonia’s accession to the EU was followed by a ‘bust’ 
period in 2007–2009 due to strained mutual relations and the global 
economic crisis. Trade between the two countries intensified again 
in 2010–2012 as a result of the economic recovery of the region after 
the global economic crisis. However, from 2012 onwards, trade flows 
have stagnated significantly. Only recently, since 2016, have trade flows 
between Estonia and Russia started to increase again (see Veebel and 
Markus, 2018). 

FIGURE 1: Estonia’s imports and exports with Russia in 2004–2019 (in EUR).

Source: Statistics Estonia, 2019.

Next to changes in economic conditions, the dynamics of bilateral trade 
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affected by changes in political relations. For example, the setback in 
trade relations in 2007–2009 was partially caused by Russia’s retalia-
tory attempt to destabilise Estonia’s economy, referring to the conflict 
over what was known as Estonia’s Bronze Soldier monument in Tallinn. 
During the conflict in April 2007, Russia also called for a cessation of 
diplomatic relations with Estonia. This was coupled with large-scale 
cyber-attacks against Estonian state institutions, the blockade of the 
Estonian embassy in Moscow by Russian youth movements, calls for a 
boycott by Russian officials against Estonian products, the blocking of 
goods vehicle traffic at the main connecting bridge into Estonia, and 
the cutting-off of the delivery of oil, coal, and petroleum products into 
Estonia (Roth, 2009). These actions have increased the cautiousness of 
Estonian entrepreneurs as far as deepening economic relations with 
Russia are concerned. Furthermore, in 2012–2014, Russia implemented 
several measures to protect its local producers, despite Russia’s WTO 
membership. For example, the importation of live animals and dairy 
products was banned and several sanctions were introduced in relation to 
the Estonian fishing sector. This has even further decreased the incentive 
of Estonian entrepreneurs to enhance trade relations with Russia. Last 
but not least, mutual sanctions between the EU and Russia which were 
imposed during the Ukrainian conflict from 2014 onwards have also left 
their mark on economic relations between Estonia and Russia. Although 
the overall impact of the Russian sanctions on the economic growth of 
the EU has been estimated to be rather limited, according to estimations 
(such as those by Mauricas, 2015; Oja, 2015), the Baltic countries were 
amongst the EU states to be most heavily affected by Russian sanctions. 
Russian sanctions have seriously damaged some of Estonia’s economic 
sectors, particularly the food and agricultural sectors. 

The future outlook for mutual economic relations is expected to be pes-
simistic for the most part by Estonian policymakers and experts. Amongst 
many similar voices, such as, for example, Signe Ratso, the argument is 
that Estonian entrepreneurs should rely more on diversifying their risks 
and that local producers should focus on those products which have 
higher added value, because it certainly helps to find other markets and 
to request higher prices for such products. Despite the proximity of the 
Russian market, Estonian agricultural producers in particular should 
focus on other markets rather than Russia, because the latter is politically 
sensitive and insecure (Ratso, 2015). However, trade relations between 
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Russia and Estonia have been in decline on more than one occasion in 
the past, but have recovered after some time. This brings us back to 
the research question of whether economic relations between Estonia 
and Russia could once again recover in the aftermath of the Ukrainian 
conflict. The comparison of reciprocal strategic narratives and visions 
could give us a good hint in this regard.
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3. A LOOK AT THE RESPECTIVE STRATEGIC 
NARRATIVE OF ESTONIA ON RUSSIA

How do we define the strategic narrative within the framework of the 
current study? According to Miskimmon, O’Loughlin, and Roselle 
(Miskimmon et al, 2018, p 6), strategic narratives are stories ‘by which 
political players attempt to construct a shared meaning of the past, present, 
and future of international politics to shape the behaviour of domestic and 
international players’. So strategic narratives may be projected to serve 
several aims, some of which may be very different aims, such as justify-
ing the strategic objectives of the related states or explaining political 
responses to economic, political, or security crises or issues, forming 
international alliances, organisations and so on, and also to rally domestic 
public opinion.

How do the narratives originate? This internalisation of a disseminated 
narrative is what can be considered to be the point or origin of the nar-
rative. For a narrative to have reasonable meaning and effect, it must be 
internalised by a group that forms part of the audience. Therefore, within 
the current study, we analyse narrative origination within the context of 
entrenched social identities, academic publications, and contemporary 
public media. 

There is also a need to analyse how the narratives manage to propagate 
themselves. We consider the propagation of narratives as a function of the 
internalisation of those narratives that serve to affect attitudes that are 
linked to domestic and foreign political issues. We refer to these mani-
festations as narratives that are domestic (Estonian) and foreign (Russian 
in the current case). By internalising these foreign (and in some cases 
also hostile) narratives to the point that they crystallise into opinions 
about public policy, members of the population themselves legitimise 
and ultimately spread these foreign narrative. The degree of crystal-
lisation and the strength of opinion creates varying degrees of vulner-
ability within the audience. In practice, some groups will have hardened 
opinions (in any direction), while others will remain more malleable and 
open. Segmentation analysis refines this understanding to illustrate how 
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combined narratives can and do resonate with, and therefore propagate 
through, different audience groups in Estonia. 

In terms of a practical case, following the restoration of Estonia’s inde-
pendence in 1991, the country has constantly struggled to redefine its 
relationship with its biggest neighbour, Russia. On the one hand, from the 
1990s onwards, Estonia’s strategic narrative has mostly been grounded on 
the argument that it has any right at all to be a sovereign country based 
both on legal and historic grounds, and that Russia has in many occa-
sions violated this right (Doroško et al, 2004). Next to that, the histori-
cal narrative of Estonia is characterised by the differentiation between 
Estonians and Russians, with both groups carrying rather clear-cut 
political connotations. Pääbo (2011) argues that Russians are described 
through a negative prism, stating that Russians have played a significant 
role in all of the ‘big wars’ that have taken place within the territory of 
Estonia, and that Russia has over the course of recorded history been an 
‘uninvited interferer’, against whom Estonians have had to resist to the 
point of armed conflict. This view, of course, exists in parallel with an 
alternative, and more positive take on the matter. To highlight an example, 
Eerik-Niiles Kross states that nowadays, Estonians have accepted that 
many Russian-speaking people live in Estonia and Estonians do not feel 
threatened by them. However, even Kross has to admit that a degree of 
differentiation is still made between ‘us’ and ‘them’ (Sirp, 2015). 

On the other hand, Estonia has only once had to revise its basic stra-
tegic narrative of Russia in the recent past. In the early 2000s, many 
international organisations (such as Nato and the EU) considered Russia 
as a partner and not as an adversary, which contradicted the Estonian 
viewpoint outlined above. For example, in the aftermath of the fall of 
the Berlin Wall, Nato repositioned itself from an organisation that was 
committed to the principle of collective defence into a multitasking body 
that could deal with issues beyond the initial concept of collective defence. 
This means that the focus of the organisation has also shifted from Russia 
to other topics, such as anti-terrorism activities, peace-keeping missions, 
and crisis management (Andžāns and Veebel, 2017). Next to that, various 
of the world’s political leaders have expressed their widespread support 
for Russia. For example, in 2004, George W Bush announced that the US 
stood shoulder to shoulder with Russia in the fight against terrorism, and 
this is not a lone case. This situation was relatively confusing for Estonia 
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in the sense that it was unclear for Estonians how far the cooperation 
between the US and Russia was going to develop, and whether both coun-
tries really were fighting against the ‘same enemy’ or whether they may 
later realise that they were indeed fighting against different enemies for 
different purposes (for further discussion, see Made, 2004). This means 
that Estonia had to revise its strategic narrative towards Russia too, and 
had to accept that other countries may see Russia differently from the 
way in which Estonians saw it. The situation changed greatly follow-
ing the outbreak of the Georgian war in 2008, and even more so after 
the beginning of the Ukrainian conflict in 2014. During the conflicts, 
the political leaders of Estonia had condemned Russia’s actions many 
times, expressing their support for Georgia and Ukraine. So whereas 
Estonia had in the early 2000s gone along with the strategic narrative 
of the Western countries in describing Russia as a partner and not as 
an enemy, the country had to be disappointed again because this vision 
of Russia turned out to be not true. Therefore, it is understandable that 
Estonia sees its role today as a ‘watchdog’ among the Western countries, 
as someone who needs to remind democratic countries of Russia’s unac-
cepted behaviour (see Pealinn, 2018). Yet this overlaps with the narrative 
of Estonia as a ‘truth teller’, as someone who needs to reveal to the world 
all the erroneous interpretations of the Second World War that Russia is 
constantly spreading (see Doroško et al, 2004). 

Estonia’s strategic narrative of Russia today is clearly mirrored in the pub-
lic discussion and its content focuses strongly on security threats stem-
ming from Russia. In political speeches, public discussions, Estonian-
language newspapers, etc., Russia is mostly described as an adversary, 
or someone from whom Estonia needs to seek protection. For example, 
the National Security Concept of Estonia of 2017 states that immediate 
threats to Estonia’s security are primarily related to the security situa-
tion in the Euro-Atlantic region, which, in turn, is affected by Russia’s 
increased military activities and aggressive behaviour. The strategy docu-
ment describes Russia as a source of instability due to the latter’s unpre-
dictable, aggressive, and provocative actions, such as airspace violations, 
offensive military exercises, and threats to use its nuclear capabilities. It 
also claims that Russia is interested in restoring its position as a great 
power, without any fear of potentially coming up against any staunch 
opposition with the Western world and the Euro-Atlantic collective secu-
rity system (National Security Concept of Estonia, 2017). 
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Furthermore, the latest annual report by the Estonian Intelligence 
Security Service dedicates about two thirds of its volume to various 
threats stemming from Russia. The report sets out the following: ‘the 
main external security threat for Estonia arises from Russia’s behaviour, 
which undermines the international order. /…/ Ukraine will be the main 
target of those measures this year, but Russia will not hesitate to use them 
even against its ally, Belarus. /…/ Countries in the European Union and 
Nato are not fully protected from Russia’s aggressive activities’. The report 
reaches four main conclusions that directly refer to Russia’s threaten-
ing behaviour. Firstly, that the Russian armed forces are consistently 
practising for an extensive military conflict with Nato, with all of the 
scenarios for Russia’s command-post exercises over the last two decades 
having relied on the prospect of conventional warfare against Nato and 
its member states. Throughout this period, the structure of Russian war-
fare scenarios and exercises has remained the same, despite the fact that 
meanwhile Nato has deployed its forces in the Baltic states and Poland. 
Secondly, the report argues that the trigger for a military conflict between 
Russia and Nato will be a ‘coloured revolution’ in one of Russia’s neigh-
bouring countries, most likely Belarus. Thirdly, the report suggests that 
Estonia has to be prepared for a military incursion from the direction of 
Russia even if a potential conflict between Russia and Nato is sparked by 
events elsewhere in the world. This is probable because, as far as Russia 
is probably concerned, the Baltic countries constitute part of Nato that 
would be the easiest for Russia to attack in a time of a crisis. and also to 
shift the balance of military power on the Baltic Sea region in its favour. 
Fourthly, it states that a conflict between Nato and Russia would not 
be limited to military action in Eastern Europe or the Baltic countries, 
but would also involve Russian attacks on Western European targets, as 
Russian armed forces are constantly developing their doctrine of attack-
ing ‘critical enemy targets’ and are building up their related medium-
range weapon systems which could be used to attack targets in Western 
Europe (Välisluureamet, 2019). 

Last but not least, the most illustrative quote that reflects upon Estonia’s 
fears and security risks today comes from Colonel Riho Ühtegi, head of 
the National Defence League, who rather emotionally stated that ‘The 
Russians can get to Tallinn in two days... Maybe. But they can’t get all of 
Estonia in two days. They can get to Tallinn, and behind them we will cut 
their lines of communication and supplies and everything else. They can 
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get to Tallinn in two days. But they will die in Tallinn. And they know 
this... They will be under fire from every corner, at every step’ (see McKew, 
2018). All this demonstrates that the current strategic narrative in Estonia 
considers Russia as an adversary. Of course, these threats are to a consid-
erable extent real, but in terms of their construction and interpretation 
one can clearly detect aspects that are related to a ramping up of security. 

To sum it all up, the common historical legacy with Russia takes its toll 
on the current ethnic composition of Estonia, its political and economic 
ties, and its membership in international organisations, priorities, and 
so on. Over the past decades, Estonia has attempted to break ties with 
Russia. Furthermore, the country has both systematically developed its 
defence forces to better safeguard its security (see for instance Andžāns 
and Veebel, 2017, or Cooper, 2019) as well as having contributed to the 
Nato Alliance with the aim of benefiting from the Alliance’s deterrence 
model and to gain guarantees of stability and peace in the Euro-Atlantic 
region (Ploom, Sliwa, and Veebel, 2020). Based on the national strategic 
narrative, Russia clearly remains an adversary for Estonia, and other 
potential visions, such as ‘Estonia as a bridge between East and West’ 
or ‘Estonia as a positive influencer’ (i.e. someone who could encourage 
Russia to implement reforms and to become a democratic society) are 
clearly ‘out of the picture’ today. The lack of trust in Russia was most 
recently reflected in the public reaction to the announcement that the 
president of Estonia, Kersti Kaljulaid, visited Russia in April 2019 after 
many years without any high-level visits between two countries. Local 
politicians have mostly used either a ‘wait-and-see’ approach or have 
been critical as far as the aims of the visit were concerned and the way in 
which the visit was organised (see for example ERR, 2019b; ERR; 2019d). 
No significant results were expected in Estonia from this visit. However, 
in practice, this was the first high-level effort to rewrite Estonia’s cur-
rent strategic narrative for Russia as an enemy and to replace it with a 
new one, if not one in which Estonia is a bridge between East and West 
then at least one that involves neighbours which have the possibility of 
experiencing civilised cohabitation in the region. 

It certainly needs a lot of time and effort for Estonians first to construct 
and then to accept this new narrative. However, it should not be totally 
impossible. A study by Doroško et al (2004) suggests that Estonia’s nar-
rative for Russia and the foreign policy Estonia is carrying out towards 
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Russia is not something that is inevitably negative per se, but just a prac-
tice that is being established. Indeed, the way in which Estonians see 
Russians is not carved in stone; however, a great deal depends upon 
Russia’s behaviour, because Estonians expect Russia to accept interna-
tional laws and democratic values. In this light, it would be unrealistic 
to expect attitudes to change overnight in Estonia, or that in the nearest 
future, Estonia could start to enhance economic contacts with Russia. 
However, in the long-term this certainly cannot be ruled out.
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4. WHAT DOES RUSSIA THINK OF ESTONIA?  
A STRATEGIC NARRATIVE OF ESTONIA’S BIG 
NEIGHBOUR

The roots of Russia’s strategic narrative in regard to Estonia can be seen 
to lie in the way Russia has positioned itself after the end of the Cold 
War in the 1990s. It has been argued that after the collapse of the Soviet 
Union, Russia lost two of its status symbols: its communist ideology 
(in contrast to the prevailing liberal democracy), and its system of so-
called allies in the so-called former Soviet bloc. However, the country 
maintained three other status symbols: its status as the world’s biggest 
country in terms of territory; its permanent membership on the United 
Nations Security Council; and its nuclear arsenal (see Made, 2004). Based 
on these three status symbols – size, international representation, and 
capabilities – Russia began to develop a new identity in the 1990s and is 
today exploiting those symbols in restoring its position as a great power 
in the world arena. 

Overall, in the 1990s, Russia accepted the idea of a multipolar world with 
many ‘power centres’ (the so-called Primakov doctrine), but not the idea 
of a unipolar world with the US as a single power centre. Whereas the 
multipolar approach was considered prestigious for Russia because the 
country considered itself as one of these ‘powers’ together with the US, the 
EU, China, and Japan, which together effectively ruled the world, the idea 
of a unipolar world with the US as the supreme power was a humiliating 
concept for it. Intriguingly, the multipolar approach allowed Russia to 
emotionally realise its status symbols, but at the same time, the country 
clearly lacked the resources to fully realise the full potential of its mul-
tipolar image in the global arena. So in following years, Russia realised 
that the prospect of a true multipolar world was unrealistic because the 
country does not have the required resources to oppose the US. In order 
to avoid the resultant loss of prestige in the global arena, Russia devel-
oped an ideology of ‘selective multipolarity’, meaning that from time to 
time Russia would return to the multipolar ideology, particularly in its 
relations with the EU, with the aim of strengthening Russia’s position in 
Europe in comparison to Western countries. This allows the country to 
demonstrate that Russia is as important as are the Western countries, at 
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least as far as the security environment in Europe is concerned (Made, 
2004). Russia has also used the same pattern recently such as, for example, 
in stressing its role in ‘stabilising’ the Ukrainian conflict in relations 
with France and Germany, in guaranteeing the Minsk agreements, and 
in interfering in various conflict situations in other places, such as Syria 
and Venezuela. 

In this respect, it seems to be important for Russia to demonstrate to 
everybody that Russia is playing an important role in the global arena. 
At the same time, the country very carefully selects its opponents, allies, 
and conflict locations. Therefore, it should not be automatically assumed 
that Russia is looking for conflict with everybody or that it wants them 
everywhere. The events in Kyrgyzstan in 2010 are a good example of 
that. More precisely, in 2010, the Kremlin could easily have intervened 
in Kyrgyzstan during the ethnic conflict when the previous government 
was replaced by pro-Western reformists, but Russia decided not to do so, 
although the government of Kyrgyzstan has asked for Russia’s help in 
solving the violent conflict between Uzbeks and Kyrgyz. This decision 
is somewhat peculiar, as it would have been in the hegemonic interest of 
Russia to increase the legitimacy of its power in the region. Basically, the 
same situation happened in the 1990s, when Russia decided to send its 
military into southern Kyrgyzstan. However, twenty years later Russia 
took an opposing view and, instead of solving the conflict in Kyrgyzstan, 
it focused on the struggle with the US over the transit centre of Manas 
which is located near Bishkek, the capital of Kyrgyzstan (see Veebel, 2017).

Next to that, it has been argued that, historically, Russia’s strategic nar-
rative is closely related to the country’s territorial history combined with 
a strong dimension of multiculturalism. In more detail, Russia’s strategic 
narrative pays a lot of attention to unity; although, this seems to be more 
about territorial unity and not so much about ethnic unity (Pääbo, 2011). 
The protection of its territory against external pressure and invasion 
seems to be an important component both of Russia’s strategic narra-
tive and its domestic image. In this light, it is not surprising that today, 
Russia depicts the Nato Alliance as a body that threatens Russia (see 
Financial Times, 2016, for example). Stoicescu (2015) argues that the 
Kremlin’s propaganda constantly accuses Western countries of provok-
ing Russia politically and economically, interfering in Russia’s internal 
affairs with the aim of bringing the country to its knees and toppling 
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Putin’s administrative regime. He concludes that the main purpose of 
this narrative is to exploit the fear in Western countries of war, and to 
increase their readiness to make compromises as far as Russia’s ambitions 
and actions are concerned (see Stoicescu, 2015). 

Ethnically, Russia considers all of the ethnic groups that currently live 
within Russia’s territory as part of Russian civilisation and culture (Pääbo, 
2011). Furthermore, ethnic Russians or Russian-speaking communities 
in areas, such as Ukraine, Moldova, Uzbekistan, Kazakhstan, and even 
the Baltic countries are considered ‘near abroad’ regions that are within 
Russia’s sphere of influence due to the Russian-speaking minorities that 
currently live there. This clearly opposes Estonia’s strategic narrative 
which states that Estonia has the right to be a sovereign country and 
that Russia has on many occasions violated this right. From Russia’s 
perspective, it has any right to protect Russian-speaking minorities in 
other countries. Furthermore, Russia has relied on this argument both 
in Ukraine and in Georgia, declaring its responsibility for the protection 
of the rights of certain vulnerable social segments of its neighbouring 
countries, and pointing out the unacceptable conditions of the Russian-
speaking population in those countries (see Veebel, 2017; Schatz, 2007).

Several experts have discussed the main features of Russia’s attitude 
towards the Baltic countries and have highlighted those problems that 
most trouble Russia (see Morozov, 2004; Kramer, 2003; and others). As 
has already been mentioned, the situation for and status of Russian 
minorities in the Baltic countries seems to be one of these troubling 
problems. High-level Russian politicians often raise this issue in the 
media and publicly criticise Estonia, Latvia, and Lithuania. For example, 
the Russian foreign minister, Sergey Lavrov has recently criticised the idea 
of joint schools for Russian-speaking and Estonian-speaking children, 
calling it unacceptable because, in his opinion, this idea is not in the best 
interests of the Russian-speaking minority in Estonia (Russkiy Mir, 2019). 

Another problem that seems to trouble Russia is the ‘truth teller’ narrative 
of Estonia (as a country that needs to reveal to the world all the errone-
ous interpretations of the Second World War that Russia is constantly 
spreading), or the ‘watchdog’ narrative (Estonia as a country that needs to 
remind Western democracies of Russia’s unaccepted behaviour). Overall, 
Russia prefers to call it ‘Russophobic’ or ‘anti-Russian hysteria’, referring 
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not only to the Baltic countries but also to the Nato Alliance and the US 
in general (see The embassy of..., 2018; Ellyatt, 2016, as examples). On 
the one hand, studies have revealed that the Russian political elite is 
trying to construct the identity of the ‘Russian world’ or ‘Russkiy Mir’ 
that is based on a positive attitude towards a joint communist past. Any 
attempts to oppose this narrative are considered to be attacks against 
the collective identity of Russia and, consequently, as a threat to Russia’s 
security (see Tamberg, 2016, for example). Therefore, the narrative of the 
‘Russian world’ in which countries are happy about their common com-
munist past is completely incompatible with the narrative of Estonia as 
a ‘truth teller’. On the other hand, Russia is constantly arguing that the 
prevailing opinion, particularly in Estonia and Latvia, that Russia is a 
threat to them is groundless, and is meant only for the purpose of solv-
ing domestic problems within the Baltic countries, such as in mobilising 
voters by creating the image of a foreign enemy (ERR, 2017). The situation 
is particularly absurd in the sense that at the same time, Russia uses the 
same argument to mobilise its own people by presenting the Western 
countries as a common enemy of Russia.

Intriguingly, Aleksandr Sõtin argues that Russia today is already used 
to the idea that Estonia is an independent country, and that both the 
Russian political elite and local diplomats think of the Baltic countries 
only in new terms. To describe these terms in more detail, although 
Nato promised not to accept these countries as members of the strate-
gic defence alliance, it has still done so, and is currently expanding its 
military capabilities in the Baltic Sea region. Sõtin suggests that the fact 
that Russia is constantly blaming the Baltic countries for violating the 
rights of Russian minorities in Estonia, Latvia, and Lithuania should 
be considered as being part of a ‘normal process’ because Russia simply 
must justify its vision of Russophobic enemies surrounding the country. 
Estonia seems to be a ‘secondary’ country for Russia and the only aspect 
that makes Estonia interesting for Russia is its Nato membership. Sõtin 
also argues that Russia has made some miscalculations in the past as 
far as the Baltic countries are concerned. For example, several years 
ago, Russia was expecting the Baltic countries to come and beg for the 
restoration of transit flows, but this did not happen. Next to that, Russia 
was expecting that the Baltics would support the Nord Stream project, 
but this also failed to happen (see Piirsalu, 2018). In this light, Russia 
seems to picture Estonia as a ‘weak’ and ‘unimportant’ country. This 
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negative image of the Baltic countries is also stressed by the Russian 
media (Cavegn, 2017). Furthermore, some Russian media channels and 
policy analysts have interpreted the recent visit to Moscow by the presi-
dent of Estonia, Kersti Kaljulaid, as a sign of weakness, and have argued 
that even those countries which initially advocated strongly for sanctions 
against Russia have finally realised that it is more useful to be friends and 
to trade with Russia (see Fefilov, 2019). This does not leave much room 
for cooperation on even terms between Russia and Estonia. For Russians, 
Russia will remain ‘great and strong’ and Estonia will be ‘small and weak’.
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5. PROSPECTS FOR MUTUAL ECONOMIC 
RELATIONS BETWEEN NEIGHBOURS IN THE 
AFTERMATH OF THE UKRAINIAN CONFLICT 

As has become evident, there are fundamental differences in the national 
strategic narratives for Estonia and Russia, particularly in the way both 
countries interpret the common historical past, recognise the validity 
of international law, and understand their roles in the international 
arena. In this light, the blooming of trade relations between Estonia and 
Russia in the nearest future is rather unlikely because there is simply no 
common ground upon which to develop mutual economic contacts. It 
should also not be forgotten that the economic sanctions between Russia 
and the Western countries set limits on further economic cooperation 
between Estonia and Russia. Today, there seems to be no intention on 
the either side to lift the sanctions. On the contrary, Russia uses the 
narrative that sanctions are the consequence of Western hegemonic 
ambitions against a resurgent Russia and that countering Western sanc-
tions is a test of Russia’s ability to remain a ‘great power’ (see Joao, 2017). 
From the perspective of Western countries, EU countries simply can-
not distance themselves from the European norms and values until the 
territorial integrity of Ukraine is restored and the conditions of the 
Minsk I and II agreements are fulfilled, because this would seriously 
harm the collective reputation of the EU as a normative power in the 
international arena (see Veebel and Markus, 2018). Of course, over the 
passing of time and with the appearance of some positive moves on 
behalf of Russia, the lifting of most salient sanctions could still happen. 
In the meantime, however, several European politicians have suggested 
imposing new sanctions on Russia to punish the country for the incident 
in November 2018, where Russia opened fire on Ukrainian vessels near 
Crimea (Osborn and Zverev, 2018). 

Nevertheless, theoretically, the recovery of trade between Estonia and 
Russia is possible under certain circumstances. The first of these would 
involve cooperation between the EU and Russia reaching a stage that 
could deliver significant benefits both for Russia and Estonia. The second 
would be if those risks that are related to Russia’s erratic behaviour on 
the international stage were to decrease significantly. 
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The first option potentially relates to the outlook for the strategic part-
nership between the EU and Russia. Mutual relations have long relied on 
the Partnership and Cooperation Agreement, which has been in force 
since 1997. Negotiations on the new agreement in the form of a strategic 
partnership were launched in 2008. In light of Russia’s actions in the 
Crimea and in eastern Ukraine all talks on the new cooperation agree-
ment have been suspended. In her recent visit to Moscow, the president 
of the Republic of Estonia, Kersti Kaljulaid, called for an upgrade of the 
EU-Russia cooperation programme (ERR, 2019c). The need for a ‘new 
partnership’ with Russia has also been stressed by some EU member 
states (such as France) within the framework of the European strate-
gic autonomy initiative. In this sense, the new cooperation agreement 
between the EU and Russia may present an opportunity for Estonia to 
create favourable conditions in trade relations with Russia, assuming 
that at a certain point in time the respective negotiations will continue. 
Alternatively, there is most likely more motivation for both sides to coop-
erate after some EU-financed large-scale infrastructure projects have 
finally been carried out (such as the Rail Baltic railway project within 
the framework of the Trans-European Transport Network). Although 
some developments contradict this view, such as the fact that the Baltic 
economies are more and more services-orientated or that transit from 
Russia has shown historically low levels over the past two or three decades, 
the Rail Baltic project together with the planned tunnel between Tallinn 
and Helsinki are expected to allow Baltic foreign trade and transit to 
grow (see Veebel et al, 2019). This could potentially also boost economic 
contacts between the Baltic countries and Russia. 

The second option is associated with a potential change of political regime 
in Russia. It could, in principle, be argued that the hidden agenda of the 
Western sanctions against Russia has been to initiate a regime shift in 
Russia without destroying the country economically. However, although 
more and more public protests and demonstrations have been taking 
place in Russia in recent years against Vladimir Putin’s administration, 
a radical regime shift in Russia is still rather unlikely thanks to a largely 
missing strong and united opposition, and the lack of political alternatives. 

To sum up, the normalisation of trade relations between Estonia and 
Russia is rather unlikely against the strategic narratives of both countries, 
because there is a lack of ‘common ground’ and motivation for both sides. 
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Russia is clearly able to survive and recover under veritably challenging 
economic conditions without developing extensive trade relations with 
Estonia. On the contrary, any attempt to distance itself from the current 
strategic narrative of Russia being surrounded by ‘Russophobic’ enemies 
would basically mean that the country gives away its main ‘selling point’ 
at the domestic level. Next to that, Russia’s recent activities in destabi-
lising its neighbouring countries clearly indicates that the country has 
developed a well thought-out and long-term strategy when it comes to 
making post-Soviet countries dependent upon Russia in various aspects, 
such as economic, ethnic, and military dependence, and is finally realising 
this advantage in achieving its political ambitions. Both the geographic 
location and the common historical background seem to work in Russia’s 
favour over other regional power centres. The main targets of Russia’s 
geopolitical ambitions are Georgia, Ukraine, Armenia, Belarus, Moldova, 
and Kazakhstan as sort of ‘low-hanging fruits’ due to their distance from 
Western associations. Yet this could also apply to the Baltic countries 
as, from Russia’s perspective, the application of the neo-imperial model 
clearly depends upon particular conditions being in Russia’s favour. In 
addition, Russia has used the economic lever, especially trade conditions, 
to punish Estonia and other Baltic states in the past for perceived incorrect 
political choices (Veebel et al, 2020). Therefore, Russia’s past moves, its 
aggressive behaviour, and its neo-imperial ambitions in the international 
arena have definitely decreased the motivation of Estonian politicians and 
entrepreneurs to deepen economic ties with Russia in the nearest future, 
making them instead more cautious about Russia in general. 

The prospects for the recovery of trade flows between the neighbours also 
presents Estonia (and other EU member states) with a moral problem. 
In other words, there is the question of whether it would be ethical to 
sacrifice the security of one’s country to cooperate with a state that is 
constantly threatening you and does not share the same values as you. 
In this light, and from the Estonian perspective, it is somewhat astonish-
ing to see that despite violent conflicts, mutual sanctions, and constant 
accusations, trade relations between Russia and Ukraine are intensifying 
again after the annexation of Crimea (see Figure 2), and that in 2018, 
Russia remains the main trading partner for Ukraine (TASS, 2019).1 Be 

1  Only recently, in the first quarter of 2019, has Poland became the number one export market 
for Ukrainian goods (Business Ukraine, 2019).



61

Competing Strategic Narratives and Their Reflections in Practice...

that as it may for Ukraine, it is difficult for Estonia to accept that one 
can simultaneously declare unwavering support for territorial integrity 
and the independence of sovereign countries in the international arena, 
and to request cooperation in other issues with a state that has illegally 
annexed Crimea (for further discussion, see Veebel and Markus, 2018). 

FIGURE 2: Ukraine’s imports and exports with Russia in 2010–2018 (in billions USD).

Source: Trading Economics, 2019.
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6. WIDENING THE SCOPE OF THE DISCUSSION: 
STRUCTURAL TRANSITION FROM LIBERAL TO 
POST-LIBERAL INTERNATIONAL ORDER 

The three Baltic countries, along with the entire Baltic Sea region, are 
experiencing a series of deep transformations which, in the current aca-
demic literature, are associated with the drastic deterioration of Europe’s 
relations with Russia in the aftermath of the annexation of the Crimea 
and the war in Donbas. Yet in a broader sense these changes are part 
and parcel of a structural transition from liberal to post-liberal inter-
national order, a non-linear process that differently affects regions that 
have been supported by the direct sponsorship of the EU. The ongoing 
transfiguration of the liberal order lacks clear logic and encompasses a 
number of politically consequential developments that directly affect the 
Baltic countries. Russia is clearly interested in exploiting this weakness, 
showing that the West is weak and helpless, and that ‘the current crisis of 
liberalism will definitively bury the unipolar Western system of hegemony’, 
to quote the Russian media. Furthermore, Russia’s media argues that 
populism and regional protectionism could serve as the basis for a new, 
multipolar world order (see Savin, 2018).

Next to the fundamental changes in the international order, the bulk of 
current dynamics seems to be grounded in the de facto fragmentation 
of the Baltic Sea region into three largely disconnected spheres. First of 
these is the EU-promoted normative space of good and liberal governance. 
Second is the Russo-German bilateral ‘energy regionalism’, which is 
exemplified by the Nord Stream project. Third is the resurgent domain 
of the regional security complex with its dominant logic of military 
deterrence. Besides this, it is becoming increasingly clear that Poland 
is interested in promoting the Intermarium project and participating 
in the Three Seas Initiative, but not so much in political investment in 
terms of region-building for the Baltic Sea area. Developments in adjacent 
Northern Europe range from the re-actualisation of Nato membership 
discourses in Finland and Sweden, coupled with the drastic deteriora-
tion of Russo-Norwegian relations, to the recent initiative of the Barents 
Council which is aimed at creating a visa-free Barents area regime in spite 
of the extant Schengen regulations. These new circumstances, trends, 
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and processes create a new, much more multifarious and less predictable 
(geo)political environment for the Baltic countries. The complexity of 
those political transmutations that have briefly been described above is 
a challenge for each of them. The gap between the Baltic countries and 
Russia has widened during the last five years. After 2014, the security 
aspects should definitely not be analysed solely in terms of strategic and 
geopolitical interaction between the West and Russia. The Baltic coun-
tries have been among the most concerned in the EU regarding Russia’s 
potential actions. The fears and worries that have been experienced and 
expressed by Baltic societies and politicians have been heard by their 
Western partners, including European Union institutions. This is clearly 
reflected in plans and undertakings to deal with disinformation, and 
with military and hybrid threats against the EU, including the build-up 
of PESCO, the European Defence Fund, and provisioned expenditure 
from the MIFF in 2021–2027. These developments demonstrate a clear 
case of Europeanisation from the bottom-up (or ‘uploading’), in which 
Estonian, Latvian, and Lithuanian concerns (in the form of principles 
and values) in terms of defending the Baltic countries have had an effect 
when it comes to changing perspective and attitude towards security 
issues at the supranational EU level. However, the question still remains 
whether this is enough to deter Russia in creating instability in the Baltic 
Sea region and in putting pressure on the Baltic countries.
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CONCLUSIONS

The article has aimed at a discussion of the prospect for economic rela-
tions between Estonia and Russia against the background of reciprocal 
strategic narratives on both sides. Estonia’s strategic narrative of Russia 
today is strongly influenced by the country’s historical experience, the 
differentiation between Estonians and Russians, and the security threats 
that stem from Russia. Based on the national strategic narrative, Russia 
clearly remains an adversary for Estonia. Other potential visions, such 
as ‘Estonia as a bridge between East and West’ or ‘Estonia as a positive 
influencer’, are today out of the picture. In turn, Russia’s national strategic 
narrative also seems to speak against improving relations with Estonia. 
Russia’s current domestic image is based on the vision that ‘Russophobic’ 
and ‘hysterical’ enemies are surrounding it. The country also prefers to 
use the ideology of ‘selective multipolarity’, particularly in its relations 
with the EU, which allows the country to feel itself as being as important 
as Western countries as far as the security environment in Europe is 
concerned. Next to that, Russia constantly argues that Estonia does not 
respect the rights of its Russian minorities, and so on. 

Therefore, it can clearly be seen that there are fundamental differences 
in national strategic narratives between Estonia and Russia, particularly 
in the way in which both countries interpret their common historical 
past, recognise the validity of international law, and understand their 
roles in the international arena. In this light, the blooming of trade rela-
tions between Estonia and Russia in the nearest future is rather unlikely, 
because there is simply no common ground upon which to develop mutual 
economic contacts. Furthermore, both the economic sanctions between 
Russia and the Western countries which are set limit to further economic 
cooperation between Estonia and Russia, as well as Russia’s aggressive 
behaviour and neo-imperial ambitions in the international arena, serve to 
decrease the motivation of Estonian politicians and entrepreneurs when 
it comes to deepening trade relations with Russia in the nearest future. 
Theoretically, the recovery of trade relations between Estonia and Russia 
is possible under certain circumstances. Still, in practice the strengthen-
ing of economic cooperation between these neighbours is unlikely due 
to various security aspects. 



65

Competing Strategic Narratives and Their Reflections in Practice...

However, as far as the conflicting strategic narratives of both countries 
are concerned, Estonia has made the first effort to rewrite Estonia’s cur-
rent strategic narrative for Russia as an enemy. As it contemplates with 
the wish to replace it with the new one, of Estonia as a bridge between 
East and West, there are some loose ends that could potentially be tied 
up, assuming that Estonia is interested in developing economic contacts 
with Russia. Firstly, in the future Estonia should keep a careful eye on 
all EU initiatives that are targeted towards Russia, particularly towards 
the upgrading of the EU-Russia cooperation programme and calls for 
a ‘new partnership’ with Russia that have been suggested by some EU 
member states within the framework of the European strategic autonomy 
initiative. Secondly, it would be reasonable for Estonia to do everything 
within its power to reconcile any differences between Estonians and 
Russian-speaking minorities in Estonia. This would leave Russia without 
its main argument in justifying its aggressive ambitions in neighbouring 
countries which, as far as Russia is concerned, are fully justified due to 
the ‘unacceptable conditions’ for Russian-speaking minorities in those 
countries and which entail Russia’s ‘responsibility’ for protecting Russian-
speaking populations in those countries. Last but not least, although any 
radical regime shift in Russia is rather unlikely due to the absence of a 
strong and united opposition and a lack of political alternatives in Russia, 
Western countries, including Estonia, should also be prepared for such 
potential developments. Consistent unrest in Russia over the past few 
years is a clear sign that not all people in Russia welcome the direction 
in which Vladimir Putin’s Russia is currently heading.  
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ABSTRACT

Estonian governmental authorities have imported terms like strategic 
communication, information operations, psychological operations, and 
psychological defence from NATO’s military concepts into civil struc-
tures. This paper shows how questionable the use of the above terms in 
public administration vocabulary can be: e.g. ‘information operations’ 
and ‘psychological operations’ are, in essence, military tools used against 
adversaries. The paper aims to give a snapshot of the conceptual over-
views of the terms ‘strategic communications’, ‘information operations’ 
‘psychological operations’, and ‘psychological defence’. It will show the 
importance of using precise terms by state administrative bodies. To 
achieve this, the author provides historical background for the borrowed 
terminology. Official Estonian, NATO and EU documents are also ana-
lysed to show the use and connotations of these terms. These steps pro-
vide the framework for the final discussion. The discussion shows how 
seemingly innocent terms can give very vast options for the government 
to use in peacetime with their citizens and friendly nations.
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INTRODUCTION

Strategic communication, information operations, psychological opera-
tions, and psychological defence. What is the difference between these 
concepts and if, then where do they overlap? In the Estonian context, most 
of these concepts have been used by three governmental authorities: The 
Government Office of Estonia, the Headquarters of the Estonian Defence 
Forces, and the Estonian Ministry of Defence. All three authorities have 
departments or sections of strategic communication (SC). It would not 
make a difference if the understanding of SC were derived from the 
industry. However, the concepts above (except for psychological defence) 
are imported from NATO’s military concepts into civil structures and 
understood in similar terms. That is the reason why Estonian govern-
mental authorities associate SC with the terms ‘information operations’ 
(IO) and ‘psychological operations’ (PSYOPS). Why is this problematic? 
The terms IO and PSYOPS could be considered as great communication 
toolboxes when confronted with adversaries. So, in theory, Estonian gov-
ernmental authorities have provided themselves with the option of using 
military communication strategies in a peace-time context. 

The first Estonian governmental authority to rename their communica-
tion bureau into a SC department was the Headquarters of the Estonian 
Defence Forces (2013), followed by the Estonian Ministry of Defence 
(2014), and finally, in 2016, the Government Office of Estonia. It is also 
important to mention that the Government Office’s communication 
unit was previously known to conduct ‘psychological defence’ (PsycDef), 
which was later regarded to be just one side of SC. So, it seems that the 
Government Office followed the steps of the HQ of the Defence Forces 
and Ministry of the Defence. The following question may thus be posed: 
on which grounds did the Estonian governmental authorities adopt the 
concept of ‘strategic communications’? The aim of this article is to give a 
snapshot of the conceptual overviews of the terms ‘strategic communica-
tions’, ‘information operations’ ‘psychological operations’, and ‘psycho-
logical defence’. A short overview is presented of how these concepts are 
employed in the United States of America and the European Union. The 
overview provides context for understanding the use of the conceptions 
in question by Estonian governmental authorities and the problems this 
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can lead to. The article is thus based on three research questions: What 
are the main differences between SC, IO, and PSYOPS? What is the con-
nection between SC and IO for Estonian governmental authorities? Where 
is the overlap in concepts of SC and psychological defence?



75

Using Military Concepts in Civil Administrative Structures...

75

Using Military Concepts in Civil Administrative Structures...

1. METHOD

An inductive thematic analysis method was used in this article. As there 
was no previous study to base this one on, the codes with their interpreta-
tions were derived from the original texts (Vaismorardi, et al., 2013; Hsieh 
& Shannon, 2005). The data was compiled from academic articles and 
‘grey’ literature, which included primarily governmental documents and 
military manuals. The only search terms used were ‘strategic communica-
tion’ and ‘strategic communications’. As the intention of this study was 
to find the overlap with the notion of PsycDef, this helped minimise the 
number of results by discarding the term SC as it is used in the industry. 
As one of the research questions was also related to the connection of SC 
with IO and PSYOPS the search results falling under the sample criteria 
were related to the military and defence circles. Therefore, the sample 
was purposive, with the aim of interpretive explanation. It was chosen 
because the results of the conceptual definitions did not change after 
saturation of theoretical concepts were achieved (Thomas & Harden, 
2008, p. 3; Doyle, 2003, p. 326).

At first, academic articles were searched using EBSCO Discovery and 
Sage Journals Online databases, but this search method exhausted itself 
fast. From the perspective of conceptual definition, the articles there, 
related to security and defence issues, were not useful for this study, as 
they lacked definitions of concepts. ‘Grey’ literature (governmental docu-
ments; army manuals; thematic books) was taken up next where more 
conceptual definitions were found. For this study, only the meanings of 
SC were collected and analysed.

The search was conducted between June 2017 and January 2018 and pre-
liminary results written up between periods of data analysis. Overall, the 
concept SC was studied in 39 different sources. Data analysis and data 
collection were done simultaneously until the saturation of theoretical con-
cepts was met. Quickly, it became clear that the term, although seemingly 
used in similar contexts, almost always contained some varieties, leaving 
no clear and unanimous definition. The QSR Nvivo10 software was used 
for data analysis. After the data had been transferred to the program it 
was all coded line-by-line to determine the interpretations of the concepts. 
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2. CONCEPTUAL UNDERSTANDING 
OF ‘STRATEGIC COMMUNICATIONS’, 
‘PSYCHOLOGICAL OPERATIONS’,  
AND ‘INFORMATION OPERATIONS’ IN THE 
UNITED STATES OF AMERICA AND  
THE EUROPEAN UNION

The most conclusive article on SC divides the term across disciplines as 
follows (Hallahan, et al., 2007):

• Management communication that facilitates ‘the orderly operations 
of the organisation’;

• Marketing communication, aiming to ‘promote sales of products and 
services’;

• Technical communication, training employees and customers in using 
end-products;

• Public relations, to maintain ‘mutually beneficial relationships with 
key constituencies’;

• Informational/social marketing campaigns, aiming to better the 
community;

• Political communications, with the aim ‘of building political consen-
sus or consent on important issues involving the exercise of political 
power and the allocation of resources in society.’ At the international 
level, this includes communications in support of public diplomacy 
and military stabilisation.

 
In the context of this article, the SC used in the Estonian governmental 
system can be considered to be political communication. In the politi-
cal, more precisely in the military context, one of the most conclusive 
definitions of SC is one proposed by the RAND analyst Christopher 
Paul (2011, p. 3): 
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‘/---/ coordinated actions, messages, images, and other forms of signal-
ling or engagement intended to inform, influence, or persuade selected 
audiences in support of national objectives.’

However, things are not that simple. Defining SC is considered to be a 
problem because it is hard to delimit what it is and what it is not. There 
is a misbelief between actors, and ‘/---/ incorrect assumptions of shared 
understanding, and activities being labelled as part of strategic commu-
nication that many might think should be excluded’ (Paul, 2011, p. 2). 
For example, should SC include only messaging, or is it more relevant to 
counter adversary propaganda (Paul, 2011, p. 12)? One of the sources of 
misunderstandings could be considered to be the US military’s usage of 
IO and PSYOPS as parts of SC (Stavridis, 2007, p. 5).

Nevertheless, what does IO and PSYOPS in the US’s military terminol-
ogy exactly mean?

Information operations — ‘The integrated employment, during military 
operations, of information-related capabilities in concert with other lines 
of operation to influence, disrupt, corrupt, or usurp the decision-making 
of adversaries and potential adversaries while protecting our own.’ (DoD, 
2017, p. 111; Joint Chiefs of Staff, 2014, p. GL-3).

Psychological operations – ‘Psychological operations (PSYOPS) are 
planned operations to convey selected information and indicators to 
foreign audiences to influence the emotions, motives, objective reason-
ing, and ultimately the behaviour of foreign governments, organizations, 
groups, and individuals. PSYOPS are a vital part of the broad range of 
US diplomatic, informational, military, and economic activities. PSYOPS 
characteristically are delivered as information for effect, used during 
peacetime and conflict, to inform and influence.’ (Joint Chiefs of Staff, 
2003, p. ix)

Behavioural change has been seen as the root of a PSYOPS mission 
(Department of the Army Headquarters, 2005, p. 2). PSYOPS also cover 
‘counterpropaganda operations’: ‘Those psychological operations activi-
ties that identify adversary propaganda, contribute to situational aware-
ness, and serve to expose adversary attempts to influence friendly popula-
tions and military forces’ (Joint Chiefs of Staff, 2003, p. GL-5).
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In the context of this article, some elements of PSYOPs need to be empha-
sised. The roles of PSYOPs are, as described by the Department of the 
Army Headquarters (2005, p. 3):

• Influence foreign populations by expressing information subjectively 
to influence attitudes and behaviour. Also, to obtain compliance, 
noninterference, or other desired behavioural changes.

• Provide public information to foreign populations to support humani-
tarian activities, restore or reinforce legitimacy, ease suffering, and 
maintain or restore civil order. 

• Serve as the supported commander’s voice to foreign populations to 
convey intent and establish credibility. 

• Counter enemy propaganda, misinformation, disinformation, and 
opposing information to portray friendly intent and actions correctly 
and positively for foreign target audience’s, thus denying others the 
ability to polarize public opinion and political will against the United 
States and its allies.  

 
The idea of using military PSYOPs at the level of national communication 
is not new. Already in 1983, it was declared that the US needs PSYOPs 
to be part of a national security strategy as a peacetime weapon, to be 
employed worldwide for furthering American objectives (Paddock, 1983 
pp. 1–2). The distinction between PSYOPS as a tool for managing neutral 
or helpful information versus PSYOPS as a weapon became obscure in 
military thought already in the 1990s (Badsey, 2015, p. 195).

The interpretation of the military concept of PSYOPS as a part of regu-
lar national political strategy regained its popularity in public papers 
after 9/11 and the war in Afghanistan. This time, however, there discus-
sions revolved around SC. A report by the Federal Advisory Committee, 
the Defence Science Board (2004, p. 11) recommends that the United 
States DoD should manage ‘policies, diplomacy, military operations, and 
strategic communication’ as a whole. A report from the Congressional 
Research Service about the DoD describes SC as being supported by 
IO and primarily through PSYOPS. When DoD uses SC, it means 
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interacting ‘with and influencing foreign publics, military adversaries, 
partner and non-partner governments, other US government agencies, 
and the American people’ (Nakamura & Weed, 2009, p. 28). The report 
by the Defense Science Board (2004, p. 11) described SC as helping shape 
context and building relationships that ‘enhance the achievement of 
political, economic, and military objectives’. It is also useful in mobil-
ising ‘publics in support of major policy initiatives – and to support 
objectives before, during, and after a conflict’. The last sentence is very 
similar to the statement in Colonel Paddock’s (1983, p. 1) description 
of the use of PSYOPS: ‘/---/ the planned use of communication to influ-
ence attitudes or behavior should, if properly used, precede, accompany, 
and follow all applications of force’. Today’s US military understand-
ing of SC seems to be derived from three decade-old views of PSYOPS. 
Peacetime military action furthering civil goals in the US is thus not a 
novel strategy.

Similar distribution to the military’s understanding has also been pro-
posed by Professor Philip M. Taylor (2008, p. 14) who states that SC has 
four pillars: ‘information operations, psychological operations, public 
diplomacy, and public affairs’. Some people do not even make the dif-
ference between SC and IO, as long as the objectives are reached and 
the information environment shaped as intended (Murphy, 2008, p. 3). 

SC also has its place in the European Union. The increased propaganda 
and disinformation campaigns regarding the Ukrainian conflict, as well 
as the Daesh recruitment efforts have urged the European Union to take 
a stance on SC (Pawlak, 2016, p. 2). For this, the EU has set up an admin-
istrative body, the EastStratCom Task Force, and created an EU Action 
Plan (European Council, 2015, p. 1) with the following objectives:

• Effective communication and promotion of EU policies and values 
towards the Eastern neighbourhood.

• Strengthening of the overall media environment, including support 
for independent media. 

• Increased public awareness of disinformation activities by external 
actors, and improved EU capacity to anticipate and respond to such 
activities.
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The European Union does not declare that it is using IO or PSYOPS in its 
SC endeavours. However, the third objective, countering disinformation 
via various awareness-raising methods, suggests activities overlapping 
with the military term ‘counterpropaganda operations’, which is again 
similar to concept of PsycDef that has been used in Estonia.

NATO has its own SC unit which in its military context has its place 
and will not be elaborated more in this paper. However, it is essential 
to point out that in 2014, a NATO accredited Centre of Excellence on 
strategic communication (NATO StratCom COE) was founded. Its main 
focus areas include countering hostile propaganda, and raising aware-
ness of mis- and disinformation (NATO StratCom COE, 2017). In 2015, 
the Centre published their first academic journal, Defence Strategic 
Communication (NATO StratCom COE, 2015). The term ‘defence stra-
tegic communication’ is the closest to the idea of SC being similar to 
‘counterpropaganda operations’ and PsycDef. The word ‘defence’ seems 
to be used to inform the readers that there are indeed adversaries. It nar-
rows down the objectives of SC, leaving only minimal possibilities for 
interpreting the concept. The interpretation that NATO has adopted via 
the abovementioned COE also solves the question of feedback posed by 
Cunningham (2010, p. 112). Namely, Cunningham states that when the 
goal of SC ‘is to change perceptions, opinions, and ultimately behaviour‘, 
it is important to get some feedback for the evaluation of success. If SC is 
defined as broadly as it is in the US and EU, success is indeed difficult to 
measure. However, if the term is narrowed down, as it is with the prefix 
‘defence’, it helps establish clear goals and means for the evaluation of 
the process. 
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3. PSYCHOLOGICAL DEFENCE IN ESTONIA

The concept of PsycDef was used or the first time in a public document in 
2001 (Riigi Teataja, 2001). It was listed alongside ‘civil defence’, ‘economic 
defence’, ‘civil readiness’, and ‘military defence’ – all of which formed the 
concept of ‘total defence’. According to this document, PsycDef was the 
responsibility of the Estonian Ministry of Education, which intended to 
‘shape the mentality of an independent democratic citizenry, furthering 
and maintaining the defence will of the citizenry during the time of crisis 
or war’. The task of the Ministry of Education was to promote the advan-
tages of democratic governance. The term is the same as and its content 
very similar to one used in Sweden in the 1950s – psykologiskt försvar (in 
English ‘psychological Defence’). This form of defence was the task of civil 
authority which was responsible for helping the Swedish population to 
resist any misinformation or rumours. The fear was that the perceptions 
of civilians or decision-makers of specific questions could be altered by 
an unfriendly country (Konnander, 2015). The aim thus was to protect 
the everyday information environment. The need for something similar 
for Estonia emerged after the collapse of the Soviet Union. 

The effects of the Cold War and the Soviet occupation of Estonia were 
still visible in the 1990s. Although Estonia had regained its indepen-
dence in 1991, the values and advantages of a democratic country were 
not self-evident. Parts of society, mostly of non-Estonian origin, were 
not in favour of an independent Estonia. Russian military troops were 
not relocated from Estonia until 1994, and the new neighbouring coun-
try tried to influence the perceptions of the international community 
by painting the newly-formed democratic country as a down-and-out 
country, with no credibly perspective. The threat of anti-Estonian pro-
paganda was thus ever-preset. The developments of the 1990s lead to the 
formation of a defence strategy built around the concept of ‘total defence’, 
which included ‘psychological defence’. Nonetheless, Estonia continued 
to develop and evolve as a peaceful democratic country, which resulted 
in joining the European Union and NATO in 2004. 

At the same period, in 2000, Vladimir Putin became the president of 
the Russian Federation. During his presidency, he started to pull Russia 
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out of the chaos of the 1990s, to regain its imperial glory. This process 
culminated in 2005, with the celebration of the 60 year anniversary of 
the victory of the Soviet Union in WWII. These celebrations also resulted 
in the glorification of the Soviet Union, which directly led to the Bronze 
Night in Estonia in 2007: a massive riot which for some time-period 
polarized the society between Russians and Estonians (for more, see: 
Davydova, 2008; Hackmann & Lehti, 2010; Lehti, et al., 2008; Pääbo, 
2008; Selg, 2013; Wertsch, 2008). One of the reasons for these events were 
the two information rooms people were living in which had a polarising 
effect on the Estonian society. Russian propaganda continued to besiege 
Estonia until the Russo-Georgian war, after which Russia’s attention 
shifted toward a new enemy. 

It has been stated (Ministry of Defence, 2013) that because Estonia is 
an open society, it also has an open information environment, which 
makes it an easy target for hostile influence activities. Preserving and 
developing national defence is thus the responsibility of all agencies and 
governmental authorities with national defence functions (Ministry 
of Defence, 2014). The aim was to preserve and defend the society in 
peacetime, hopefully avoiding any provoked conflicts that could lead 
to an actual war. The propaganda campaigns and cyber-attacks against 
Estonia in 2007 showed that the information environment also needs to 
be included in the state-defence programme. This culminated with the 
adotion of a new security policy, ‘National Security Concept of Estonia’ 
(Riigikogu, 2010). The policy states that ‘A broad security concept entails 
the involvement of all sectors of the society, as well as an integrated 
approach, where the foreign policy, defence policy and internal security 
policy, as well as cohesion and resilience of the society, are employed to 
achieve the security policy goals for the country as a whole’ (Riigikogu, 
2010, p. 3). The policy is directed at preventing and, should the need 
arise, repelling military threats. In this document, PsycDef is defined as 
follows (Riigikogu, 2010, p. 20):

‘Psychological defence is the development, preservation, and protection 
of common values associated with social cohesion and the sense of secu-
rity. The aim of psychological defence is to safeguard the security of the 
state and society, to enhance the sense of security, to avert crises, and 
to increase trust amongst society and towards the actions taken by the 
state. Psychological defence facilitates the strengthening of the nation’s 
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self-confidence and the will to defend Estonia. Psychological defence and 
the recognition of constitutional values strengthen the resilience to avert 
anti-Estonian subversive activity. Psychological defence is developed in 
co-operation with all members of the civil society.’

The next document to reaffirm the idea of a comprehensive national 
defence and PsycDef was the National Defence Strategy (Estonian 
Ministry of Defence, 2011). According to this document (2011, p. 3): 
‘/…/ the most serious potential threats to Estonia derive from hybrid 
and combined challenges and a combination of internal and external 
developments. Therefore, the national defence can no longer be limited 
to military defence alone. Only a comprehensive approach to defence can 
guarantee a country’s security.‘ Which in itself concluded again that ‘/…/
all major Estonian state authorities shall participate in national defence, 
thus combining military forces with non-military capabilities.’ (Estonian 
Ministry of Defence, 2011, p. 3) This document went into more detail in 
defining PsychDef. Its aim ‘/…/ is to prevent panic, the spread of hostile 
influences and misinformation, thereby ensuring continued popular 
support to the state and its national defence efforts.’ (Estonian Ministry 
of Defence, 2011, p. 3) 

So there is a visible parallel with the terms PsycDef and one of the tasks 
of PSYOPS, which was to counter enemy propaganda, misinformation, 
disinformation, and opposing information to portray friendly intent and 
actions correctly and positively for foreign TAs, thus denying others the 
ability to polarise public opinion and political will against the United 
States and its allies. 
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4. STRATEGIC COMMUNICATION TIMELINE IN 
ESTONIA

There are three governmental authorities in Estonia using the term SC: 
the Estonian Government Office, Estonian Ministry of Defence, and the 
Headquarters of the Estonian Defence Forces. The Headquarters of the 
Estonian Defence Forces adopted the concept in 2013. The department 
formerly known as the Notification Department was renamed into the 
Department of SC. The reason given was that notification was just one 
part of the department’s tasks. Aside from announcements, communica-
tion also entails IO, PSYOPS, and civic-military co-operation (CIMIC) 
– and they all come together under the term ‘strategic communication’ 
(Mölder, 2013, p. 3). 

Soon after, in 2014, the term ‘SC’ was also put to use in the Estonian MoD. 
The ministry’s statutes (Riigi Teataja, 2014) were changed, renaming the 
‘public relations’ department to ‘strategic communications’. The depart-
ment participates in the management and coordination of national and 
NATO SC. It manages and coordinates the planning and implementation 
of communication activities between ministries and the government, 
including informing the public about national defence and defence policy 
issues. It also controls and coordinates communication between local 
governments and the allocation of grants to social organisations from 
the budget of the respective sphere of government.

In 2015, the Estonian Government Office created the position of a 
Psychological Defence Advisor. This position was created under the 
Government Communication Unit. The primary obligations for this 
position were the organisation of PsychDef development, coordinating 
government communication on security and state defence issues, and also 
analysing the security aspects of the information environment (Jõesaar, 
2014). A year later, the advisor at the time claimed in his article (Raag, 
2016) that the term PsychDef as a governmental ability to defend the 
communication environment has not been successful. He stated that 
many activities known to PsychDef were known in the West as SC. As 
the position holder, it was his initiative to rename the advisory position 
in the Government Office to a ‘Strategic Communication Advisor’. 
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Finally, the last relevant document, the National Defence Development 
Plan 2017–2026 (Riigikantselei, 2017), defines various courses of actions 
for national defence. Among other things, SC is defined as one of the 
priorities which also include PsycDef. The document presents these two 
activities as separate notions, which is yet again a new development. It is 
more similar to the scheme where IO incorporates PSYOPS. According 
to this document, the goal of SC is to provide support to Estonian secu-
rity policy, maintain public awareness of security situations, and avoid 
panic among the population. It also aims to neutralise hostile actions and 
uncover false information, preventing its spread. SC involves planning 
and centralising all state activities into one communicative whole and 
mediating it to society.

In summary, the concept used in Estonian governmental authorities has 
evolved from plain public relations and communications into SC. The 
Government Office created the position of a PsycDef advisor and soon 
transformed this into an SC position. Both the MoD and the Headquarters 
of the Defence Forces adopted their concepts of SC from the the US. As 
a result, they probably also view themselves as using IO and PSYOPS as 
parts of their communication activities. The Government Office replaced 
with SC because it overlaps in some parts with PSYOPS, which is defined 
under IO, providing a justification adopting the US military definition of 
SC. However, it is interesting to consider why the Estonian Government 
Office is involving itself in SC, which comes with the same toolbox that 
militaries use against adversaries. The question has been posed before 
whether governmental authorities, especially the Government Office, as 
public institutions should use SC as a means for public diplomacy. Dyke 
& Verčič (2009, p. 823) point out that the ‘/---/ credibility and efficacy of 
public relations and public diplomacy might be put under question when 
mixing SC and military IO.’
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5. DISCUSSION 

So what does it mean when a government declares itself to be using 
SC which can be confused with the military concept of SC? Thinking 
about this for a moment, it might appear that when a government claims 
itself to be using SC which entails IO and PSYOPS, this could be a cause 
for concern. The DoD defines IO as ‘[t]he integrated employment, dur-
ing military operations, of information-related capabilities in concert 
with other lines of operation to influence, disrupt, corrupt, or usurp 
the decision-making of adversaries and potential adversaries while pro-
tecting our own.’ (DoD, 2017, p. 111) Whereas armed conflicts entail a 
clear adversary, the target audience of peacetime SC can include foreign 
audiences, partner and non-partner governments – almost anyone. IO 
in a military context has numerous instruments at its disposal, among 
which we may list, e.g. MILDEC (military deception) and EW (electronic 
warfare). These examples are chosen knowingly as drastic and dramatic. 
However, the aim here is to make you wonder: why should a civil gov-
ernmental authority appoint itself these capabilities when interacting 
with friendly parties, such as its citizens and partner governments? The 
Estonian MoD and HQ of Estonian Defence Forces describe their SC as 
being part of informing the local public of various activities, as well as 
defending public interests. This, however, entails means only known to 
them and specifics also only known to them. So they are open concern-
ing what they are doing, but not how they are doing it. 

Another point also bears consideration. The role of PSYOPS is to provide 
public information to foreign populations for whatever reasons neces-
sary. This inevitably leads to the question of the clash of authorities. If 
the Ministry of Defence or the Headquarters of the Defence Forces have 
given themselves the right to interact with foreign populations, then 
where does it leave the diplomatic services? It is just another example 
of confusions that might arise when concepts, such as SC or PSYOPS, 
are taken to represent some official tasks of a state administrative body. 

The author of this text does not hold the position that, e.g. Estonian gov-
ernmental authorities have the intentions of using their communication 
abilities similarly on the local population as they would do in wartime 
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with adversaries. Alternatively, use techniques that they hypothetically 
could. The idea is to point out that the terms discussed in this paper are 
meant to describe actions used as state instruments. One decision that 
could fall under this critique is the replacement of PsycDef with SC by 
the Government Office. The former has distinctively defencive aims and 
functions. Because SC is defined in other fields so broadly and diversely, it 
has become challenging to understand what is exactly meant by it - what 
actions does this activity entail? This leads to the possibility that with the 
usage of the concept of SC, some publicly not so agreeable communication 
methods and aims might be used. In essence, as a government tool, SC 
can mean whatever: all actions and intentions that a selected government 
undertakes could be labelled as SC. Therefore the term is confusing and 
foggy, which should not be appropriate when describing governmental 
activities. To put it simply, in the Estonian case, it is the combination 
of usual PR and PsycDef. However, the term PR leaves enough options 
to present the government activities in a variety of ways – also leaving 
room for propagandist aims, if need be. PsycDef again is a security issue 
that too could fall under the governing area of an acting government but 
perhaps not under everyday communication activity.
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CONCLUSION

The question of Estonian MoD and HQ of the Defence Forces using 
PSYOPS and IO as everyday communication activities can be considered 
relevant for the military environment. The US and NATO have been a role 
model for these decisions. Therefore, there is nothing remarkable about 
the adaptation of these terms in the Estonian military spheres. Another 
question is to consider whether the Estonian Government Office is the 
right institution to copy the military’s modus operandi. It leaves room 
for questioning whether the Government Office might overstep its power 
and jurisdiction. 

Furthermore, one might also take into account the possibility that this is 
a kind of a mechanism for adaptation to the new security environment 
– to so-called hybrid threats. For this reason, the state institutions are 
creating some sort of a new system of hybrid defence, which accounts for 
the fact that information warfare is an ever-present threat to the society. 

This article focused the definition of SC and similar concepts, such as 
PSYOPS, IO, and PsycDef. The concepts were compared and their mean-
ings analysed. The outcome of this study is a good foundation for future 
research on similar topics.

Contact:

Diana Marnot
Estonian Academy of Security Sciences
E-mail: diana.marnot@sisekaitse.ee
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ABSTRACT

Although, there is a vast amount of literature on ethnic conflict produced 
in recent decades, there is no good systematic overview of the main argu-
ments and hypothesis on the core themes around the triggers of ethnic 
conflict.This article asks about the main arguments and gaps in terms of 
ethnic conflict literature in three theme areas, all of which were identified 
in a keyword analysis involving the relationships between: 1) ethnicity; 
2) the (perceived) grievances and opportunities between various groups; 
and 3) the role of a group’s size in terms of groups being able to mobilise. 
This semi-systematic review is based on a total of 96 relevant scientific 
articles that have been published in English language journals since 1990. 
This review provides a roadmap for researchers in this field so that they 
can navigate through the extensive literature to be able to provide future 
research directions. The results of the review show that competing argu-
ments prevail in the available literature. There is no commonly agreed 
explanation between scholars on what causes ethnic conflict. Rather, 
there are several competing and complementary hypotheses, each of 
which is debated by others. Different results are based on different forms 
of methodology and datasets. In order to further empirical knowledge 
and common understanding, I suggest that future research focuses on: 1) 
the role on the perceived grievances of groups that can serve to mobilise 
them, and therefore adopt meso-level and/or micro-level data variables 
to test known theories and hypothesis in relation to ethnic conflict; 2) to 
better the understanding of the role of ethnicity in the collective action; 
and 3) strengthen arguments about the relationship between polarisa-
tion and conflict.



95

Understanding the Essence of Ethnic Conflict...

1. INTRODUCTION 

In recent decades, instead of the traditional interstate military conflict, we 
have seen the emergence of increasing amounts of sub-state identity-based 
violence (such as in Syria, Iraq, Yemen, Rwanda, the Balkan states that for-
merly made up Yugoslavia, and Nagorno-Karabakh). This has also spiked 
the interest of scholars and policy analysts when it comes to better under-
standing the potential for an outbreak of ethnic strife and the evolution of 
power relations in the region. Robert Malley from the International Crisis 
Group points out that local conflicts serve as mirrors for global trends: the 
process governing how conflicts start, unfold, and are resolved reflect shifts 
in the relations between the great powers, the intensity of their competition, 
and the breadth of the ambitions of regional players. In addition, to be able 
to ensure cohesive communities and to develop preventive mechanisms, it 
is important to understand the origins and drivers of conflict between dif-
ferent ethnic groups.

An ethnic conflict is a confrontation between at least two contending ethnic 
groups (Varshney, 2002; Lehtsaar, 2015). While the source of the conflict may 
be political, social, economic, or religious, those individuals who are involved 
in such a conflict must expressly fight for the position of their ethnic group 
within the overall society. This criterion differentiates ethnic conflict from 
other forms of struggle. There is no commonly agreed explanation between 
scholars about what causes ethnic conflict. Rather, there are several compet-
ing and complementary hypotheses, each of which can be debated. Based on 
the vast amount of existing literature that covers ethnic conflict, we can point 
out the likelihood that confrontation between different groups is related to 
the following issues: discrimination, inequality, perceived injustice, a sense 
of danger, mistrust, exclusion from power, various and conflicting values, 
a lack of cultural awareness, and a lack of cultural empathy (see Katz, 1965; 
Kreidler, 1984; Moore, 2003; Eidelson & Eidelson, 2003; Cederman et al, 
2011). However, there are a great many factors that are debated by scholars 
as an explanation for conflict, including the following: structural factors, 
such as weak or poorly-governed states (Fearon, 2011, Sambanis, 2004); weak 
territorial control (Lindemann, 2014); government repression (Lindemann, 
2014; Hegre et al, 2001); population pressure, and a sudden shift in popula-
tion size (Sambanis, 2001; Collier & Hoeffler, 2004; Fearon & Laitin, 2003); 
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including an unequal population size (Homer-Dixon, 2001), and the exis-
tence of a high proportion within that population of young males (Collier 
et al, 2006; Goldstone, 2001); globalisation (Ishiyama, 2004); a scarcity of 
resources or unequal access to valuable resources like oil and gas (Ross, 
2004; Collier & Hoeffler, 2004; Lujala, et al, 2007); environmental scarcity 
(such as access to water) and climate change (Sirin, 2011; Brzoska & Fröhlich, 
2016); an experience of prior conflict (Collier & Hoeffler, 2004; Vanhanen, 
2012), or new technological means (such as that provided by the internet 
or social media) which fosters mobilisation (Cronin, 2006). However, what 
is mostly agreed upon is the conclusion that ethnic conflict is the result of 
mixed motivations (Bara, 2014; Carment, 2017) and opportunities (Collier, 
Hoeffler & Sambanis, 2005; Fuller et al, 2002). 

Research into the field of ethnic conflict is accelerating at a tremendous 
speed, being fragmented and interdisciplinary. Despite the wide body of 
available research, however, there has been a lack of any systematic over-
view of the main arguments regarding the triggers behind ethnic conflict. 
So that it can provide an input (or some degree of value) for the scientific 
community in the field of ethnic conflict, this paper asks the following 
research questions: 1) what are the competing hypothesis for the reasons 
behind a conflict; and 2) what gaps in the research need to be addressed in 
the future to harmonise current understanding. Therefore, the goals of this 
paper are as follows: 1) to identify the central thematic aspects in literature 
that revolves around the subject of ethnic conflict; 2) to provide an overview 
of significant debates, highlighting those areas in which consensus has 
been achieved, and to uncover which aspects have not yet received enough 
attention in the available literature covering ethnic conflict or in existing 
empirical studies; and 3) to provide recommendations and directions for 
future research.

This paper has been assembled in a review format. It follows the general 
structure of a semi-systematic literature review (Snyder, 2019). Following the 
introduction, Section 2 presents the method being used here for literature 
mining, and identifies the main themes in that literature. Section 3 presents 
the results for the thematic literature analysis. In this section, I review the 
past and present research focuses, and existing hypotheses and theories. 
In Section 4, research gaps are explored and some guidance is provided for 
possible avenues to be taken in terms of future research. Finally, Section 5 
concludes the study with a summary of the research and findings.
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2. THE LITERATURE MINING PROCESS

To be able to establish a comprehensive collection of approaches to eth-
nic conflict, a search of English language publications was conducted, 
initially using the keywords ‘ethnic conflict’ and ‘ethnic violence’. From 
these searches, new keywords emerged, such as ‘horizontal inequali-
ties’ and ‘ethnic grievances’, which were additionally explored. Searchers 
were carried out through academic literature databases, such as Taylor 
& Francis, SAGE, JSTOR, and Google Scholar. I combined the full-text 
searches with those which listed only publications in which the terms 
were explicitly named as a major (sub-) topic in the title or in the abstract, 
and/or the publications in question focused on the determinants that 
trigger ethnic conflict based on theory or empirical country studies. In 
addition, relevant publications were identified as they were cited in the 
publications I scrutinised. 

Although the review draws on schools of thought that have evolved over 
several decades, it emphasises the most-recent empirical findings. I lim-
ited my search to recent literature on ethnic conflict, published since 
1990, because this is when ethnic conflict became a prominent issue for 
both academia and policymakers. Before the 1990s the question ‘what 
causes ethnic violence?’ was rarely asked (Toft, 2017), with few exceptions, 
such as Donald Horowitz (1985). Since the early 1990s, the collection of 
quantitative data that is based on case studies has made it possible to gain 
a better understanding of the triggers behind ethnic conflict. 

The literature search resulted in around 620 results, mainly of peer-
reviewed articles, books, and essays. Following a critical review of these 
results, about 96 relevant articles were chosen for the thematic literature 
review, all of which met the initial search criteria and provided sufficient 
input for the research questions. 

Keyword analysis

The relevant literature, including most central or pivotal empirical 
research and theory on ethnic conflict, was synthesised in an induc-
tive way by determining a set of relevant dimensions of ethnic conflict. 
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The dimensions were drawn from the keyword analysis, which has been 
indicated (above) by the authors in the articles. All of the keywords from 
a total of 96 articles were inserted into Nvivo 11 and analysed by word 
frequency (only stem words were used). This provided an understand-
ing of the essential issues being discussed in the articles. Although there 
were also some minor topics, I focused on the main themes. The top ten 
most frequently-used keywords were compiled into Figure 1. The big-
ger the block in Fig 1, the more a word was found to be present in the 
keywords. For example, the keyword ‘ethnic’,* was counted a total of 95 
times, while ‘grievances’ was counted fourteen times. Keywords, such 
as ‘conflict’, ‘violence’, ‘war’, ‘civil’, and ‘political’, were part of phrases, 
such as ‘ethnic conflict’, ‘civil war’, and ‘political violence’. ‘Ethnic’ was 
also used for ‘ethnicity’. Based on the results, I identified three thematic 
fields: 1) ethnicity and identity; 2) grievances and inequality; and 3) the 
presence of several ethnic groups. 

KEYWORDS

ethnic conflict wars political groups

identity inequality

civil violence

grievances

FIGURE 1: The top ten most-used keywords as taken from the literature review (the 
chart has been drawn up using the Nvivo 11 program).

Based on the results of the keywords analysis, I will focus on three the-
matic areas. Firstly, ethnic group identities are a resource for mobilisation 
(Østby, 2008). Scholars argue that ethnicity provides a certain strategic 
opportunity for group mobilisation that can be used when fighting for 
economic and political goals (Fearon & Laitin, 2003; Kaufmann, 2005). 
Secondly, the competition of ‘grievance’ versus ‘greed’ schools of thought, 
which, firstly, suggests that ethnic conflict is more likely when ethnic 
groups suffer from (perceived) relative deprivation (Gurr, 2000) and, 
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secondly, a group of scholars argues for opportunity factors to be pres-
ent so that a conflict may occur (Collier & Hoeffler, 2004; Fearon & 
Laitin, 2003). The third widely-observed aspect in the literature that 
covers ethnic conflict is the relative demographic size of one group in 
comparison with other groups within the state (Cederman et al, 2011; 
Posner, 2004), or the concentration of a group within a specific area of 
territory (Toft, 2003; Klašnja & Novta, 2016). This leads to the question 
of whether group polarisation or fractionalisation is a better indicator 
for measuring conflict. Different hypotheses regarding these issues are 
examined in detail in the following sub-sections.
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3. THE RESULTS OF THE THEMATIC ANALYSIS

3.1. UNDERSTANDING ‘ETHNICITY’ IN  
ETHNIC CONFLICT

Ethnic conflict has been explained by means of various identity-related 
theories. The identity of social identity (Tjafel & Turner, 1979) and the 
related uncertainty-identity theory (Hogg, 2007) have both been used to 
explain why perpetrating violence on behalf of one’s group is expected 
to increase identification with that group. Identity tends to be related 
to more deep-rooted values, such as one’s sense of self-esteem and basic 
human needs; and threats to identity therefore produce a strong response. 
According to the uncertainty-identity theory, individuals identify with 
groups to reduce uncertainty about their self and their place in the world 
(Hogg, 2007). In addition, for those individuals who have fewer segments 
to their overall identity, identification strengthens in terms of the few 
identity segments they do have (Hogg & Adelman, 2013) and in contrast 
to others. 

To be able to understand ethnic conflict, we must first understand the 
concept of ethnicity and what role it plays in mobilising groups. A good 
many studies do not differentiate between ethnicity and ethnic group 
(Vanhanen, 1999; Albert, 2014; Carment, 2017). People who share ethnic 
traits do not automatically constitute an ethnic group, however. People 
must consciously acknowledge that they belong to a group (Tajfel & 
Turner, 1986), such as in terms of identifying themselves with in-group 
members and distinguishing themselves from non-group (‘out-group’) 
members. A sense of collective belonging may include markers that 
are based on common descent, language, religion, race, or history, or 
a combination of these (Fearon, 2006; Horowitz, 1985; Wimmer, 2013; 
Gundelach & Manatschal, 2017). There are numerous descent-based 
attributes, but only a few of them become socially and politically rel-
evant. In the past few decades there has been a sharp increase in violent 
sectarian or religious tensions, ranging from Islamic extremists wag-
ing global jihad, to the persecution of Rohingya Muslims in Myanmar, 
and outbreaks of violence between Christians and Muslims in Egypt 
(Kishi, 2018). Religious boundaries are often argued to incite violence 
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(Reynal-Querol, 2002; Fox, 2000) and, as religious identities are par-
ticularly salient for individuals, this makes conflict resolution difficult 
(Toft, 2007; Wellman & Tokuno, 2004). 

In addition, language can become a key in-group/out-group marker 
(Smirnova & Iliev, 2017) and a tool for discrimination (Gluszek & Dovidio, 
2010). However, conflicts that are based on language divisions have 
showed mixed results when it comes to their being covered by empiri-
cal studies. For example, Collier & Hoeffler (2004) and Fearon & Laitin 
(2003) did not find any link between language and intergroup violence, 
concluding that linguistic divides may ease peaceful political solutions. 
Laitin (2007, p 59) makes the point that language is not exclusive, unlike 
religion and race; individuals can learn an additional language without 
changing their beliefs or identities. If so, armed conflict should be rela-
tively rare when ethnic groups are mobilised based on linguistic boundar-
ies (Laitin, 2000; Rørbæk, 2017). Furthermore, the dataset which covers 
Ethno-Linguistic Fractionalisation (ELF) (Reyna-Querol, 2002), which 
coded linguistic groups, was harshly criticised for its use when explaining 
political conflict because language cannot be an autonomous factor in 
explaining conflict. Other scholars, such as Montalvo & Reynal-Querol 
(2005), found a positive and statistically significant effect between inter-
group violence and ethnolinguistic polarisation.  

The idea that we can identify and categorise people and place them in 
certain groups is still open to debate. The disagreement about the role of 
ethnicity in the onset of conflict stems from a more fundamental debate 
over whether ethnic identity is even a meaningful category in terms 
of understanding group behaviour, or whether these identities are (re)
created and instrumentalised by leaders to create conflict so that they 
can grasp political or economic power (Watts et al, 2017). For example, 
research by Jakobsen et al (2016) supports the argument that conflicts 
which are taking place along ethnic lines are not caused primarily by 
primordial hatred between different ethnic groups, but that they indi-
cate the possibility that ethnicity may be used as an instrument to create 
violent conflict. That argument is supported by Jenne et al (2007), who 
concluded that ethnicity can provide leaders with the strategic leverage 
needed for recruiting group members to fight for a cause or, as other 
authors found, can be used as an instrument to retain power and control 
(Gagnon, 2000; Snyder, 2000). 
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On the other hand, Cederman & Wucherpfennig (2017) highlight their 
finding that ethnic conflicts are typically about ‘nationality problems’ of 
self-rule and are driven by political and economic inequalities between 
groups. Bhavnani and Miodownik (2008, p 45) also find that ethnicity 
is a key determinant of conflict if individuals are attached to their eth-
nic identities and, therefore, ethnic salience should take centre stage in 
explanations that attempt to forge a link between ethnicity and conflict. 
Some authors argue that ethnicity will increase the likelihood of conflict 
(as a secondary effect) if group-belonging becomes the basis for deter-
mining political and socio-economic access and control (Gurr, 1970; 
Wimmer et al, 2009), or if it is territory-based and has secessionist and/
or separatist demands (Toft, 2002). Some authors see the likelihood of 
ethnic conflict reoccurring if conflict has existed previously between the 
involved groups. Mattes & Savun (2009, p 754) point out that conflicts 
with an ethnic component are nearly twice as likely to reoccur. Ethnicity 
is believed to intensify conflict according to some studies (Costalli & 
Moro, 2011; Montalvo & Reynal-Querol 2005; Weidmann, 2011), but 
in others this correlation has not held true. For example, Klašnja and 
Novta (2016) demonstrated that in highly ethnically-polarised societ-
ies, increased ethnic segregation served to decrease the incidence and 
intensity of conflict. Korostelina (2008) in her research looked into the 
formation process of national identity and showed that in Crimea, the 
civic concept of national identity significantly reduced the readiness for 
conflict amongst ethnic minorities; and the position of a minority within 
the nation regulated the readiness to fight with other groups.  

Albert (2014) makes the case that ethnic group identity has substantial 
effects on collective action, particularly violent conflict, and a mecha-
nism must exist to predict behaviour so that ethnic group identity can 
be properly measured. For that purpose he created a measurement for 
ethnic group identity - the Ethnic Group Identity Index (EGII). Although 
ethnicity is a convenient and salient marker when it comes to identifying 
a particular conflict as an ethnic conflict, its deeper role in mobilising 
different groups is still up for discussion. 
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3.2. THE ROLE OF GROUP GRIEVANCES IN 
ETHNIC CONFLICT 

The second dilemma that is central to the literature covering ethnic con-
flict – and something that has divided scholars of intrastate conflict for 
decades – is the ‘grievance’ versus ‘greed’ factors as a cause of conflict. 
Scholars question whether violent conflict is more likely when an ethnic 
group suffers from perceived or real grievances, or could conflicts be the 
product of an environment in which conflict can thrive? The ‘grievance’ 
school of thought relies largely on the relative deprivation theory that was 
formulated by Gurr (1970) in the 1970s. Gurr’s theory is based on the con-
cept that individuals may feel deprived of some desirable object or item that 
is relevant to their own past, or to other individuals or groups, or to some 
other form of social category (Walker, & Pettigrew, 1984). He highlighted 
political and socio-economic inequalities as motivational forces behind 
ethnic conflict. When there is a gap between the expectations of certain 
values and the capability of being able to obtain and maintain them, this 
creates grievances and feelings of injustice, which in turn may lead to an 
increase in the level of frustration and then to violent conflict. Literature 
regards the psychological factors of relative deprivation and frustration as 
a major force behind violent actions. The experiment by Shaykhutdinov & 
Bragg (2011) highlighted the relationship between frustration and conflict: 
when participants feel their autonomy and ability to express their group 
identity is seriously threatened, they are more likely to choose protest 
over negotiation.

The debate regarding ‘greed’ or opportunity factors in an intergroup 
conflict was ignited by Collier & Hoeffler (2004), who suggested that 
conflict is driven either by greed or grievances. They questioned the 
grievance-based approach because those situations in which people want 
to rebel are ever-present, and just inequalities cannot explain the reasons 
behind such conflict. In other hand, they found that opportunity factors 
in which people can rebel are quite rare when it comes to their constitut-
ing an explanation for conflict (Bara, 2014). Collier & Hoeffler (2004) 
showed that economic incentives (the opportunity to loot) are the main 
reasons for violent conflict. This argument was supported by research by 
Fearon & Laitin (2003) in which they concluded that the risk of conflict 
lies rather in the conditions that favour rebellion, such as poverty, a weak 
state, and political instability. Earlier work by Collier & Hoeffler is still 
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widely cited today, and a large number of country studies are therefore 
based on their greed theory, while excluding the grievance factors. 

Despite the popularity of the work of Collier & Hoeffler, subsequent 
empirical studies and statistical modelling have shown that conflict 
involves a more complex interplay of incentives and opportunity fac-
tors (Goodhand, 2003; Ballentine & Sherman, 2003, pp 6; Korf, 2005, 
pp 201-202; Østby, 2008; Sambanis, 2005, pp 329; Brown, 2009; Østby 
et al, 2011; Kruglanski et al, 2009; Monahan, 2012; Saucier et al, 2009; 
Lindemann, 2014; Hillesund et al, 2018). For example, Lindemann (2014) 
developed a nine-factor model of ethnic conflict (involving four griev-
ances and five opportunity factors) study conflict trajectories in similar 
ethnic groups (the Kurds in Turkey and Syria). Stewart (2002) came up 
with the horizontal inequality concept, which provides an explanation 
both for the motive and opportunity required for people to engage in 
violence. Even Collier & Hoeffler, based upon their research on sixteen 
case studies, later abandoned the either/or argument and agreed that 
more complex models which consider greed and grievance together as 
motives for violent conflict should instead be used (Collier, Hoeffler, 
& Sambanis, 2005).

3.3. DEMOGRAPHIC ASYMMETRY:  
DOES GROUP SIZE MATTER?

An important prerequisite for the emergence of intergroup conflict that 
comes up in literature covering ethnic conflict is the ability of groups to 
rally their members around a common goal, including generating a readi-
ness to act on behalf of the group (Olson, 1965; Østby, 2008; Østby et al, 
2009, Kustov, 2017; Stewart, 2008). Group size and territorial concentra-
tion indicate a group’s capacity to mobilise (Weidmann, 2009; Toft, 2002). 
Small groups may not be able to gather together enough resources (such 
as money, weapons, or skills, for instance), and groups that scattered far 
and wide may face problems in coordination (Bara, 2014). This, however, 
does not mean that small groups cannot interrupt societal peace. Instead, 
they may simply turn to non-traditional tactics, such as terrorism or 
rebellion to, cope with the problems raised by asymmetry (Sambanis & 
Shayo, 2013; Cook & Olsen Lounsbery, 2017; Ghatak, et al, 2019). 
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Most scholars have found that the risk of intrastate violence decreases or is 
negatively correlated in highly homogeneous and highly diverse societies 
(Horowitz, 1985; Collier & Hoeffler, 2004; Reynal-Querol, 2002; Ellingsen, 
2000; Fearon & Laitin, 2003; Østby et al, 2009; Costalli & Moro, 2011). For 
example, Costalli & Moro (2011) found empirical support for the claim that 
in those areas in which one group was dominant – i.e. where they formed 
at least 75 per cent of the total population of a municipality, or where they 
formed the second-largest ethnic group but did not exceed 20 per cent of 
the total population – the level of violence was lower. Dominant groups 
are usually less motivated to pick up arms, as they already hold power 
and privilege in such a society and, in contrast, marginalised groups lack 
the resources. Therefore, for dominant groups to be able to take part in 
violent conflict, they should be motivated by factors, such as fear that 
their privilege is about to be taken away, or by a more aggressive desire 
to dominate other groups (Stewart, 2002). Wegenast & Basedau (2014), 
however, showed that this is not always the case, and found that in certain 
circumstances, high levels of ethnic diversity could be a potential risk 
factor in terms of conflict. In their study, oil provided an incentive for 
marginalised groups to overcome the collective action problem.

The risk of ethnic conflict has mostly been associated with high levels of 
polarisation. Polarisation is at its highest when a society is composed of 
two equally-sized ethnic groups. The probability is of violence being more 
prone to erupt in an environment in which exists two groups of approxi-
mately the same size with opposing goals, rather than in an environment 
in which a number of small groups is present, or one single dominant 
group. This was first illustrated by Horowitz (1985) and Esteban & Ray 
(1994), but was subsequently supported by the work of other scholars (see, 
for example, Hegre, 2008; Schneider & Wiesehomeier, 2008; Bhavnani 
& Miodownik, 2008; Cederman & Girardin, 2007; Montalvo & Reynal-
Querol, 2005; Collier & Hoeffler, 2004; Ellingsen, 2000). Ellingsen (2000) 
proved in her research that in countries in which the population share 
of the dominant group is less than eighty per cent, intrastate conflict is 
more frequently experienced than it is in more homogeneous countries. 
The model by Collier and Hoeffler (2004) showed that societies in which 
the largest ethnic group forms 45 per cent and ninety per cent of the 
population total have around double the risk of conflict. Presumably 
this is because such societies have both the power and the incentive to 
exploit their minorities.
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A similar threshold has been used by Jakobsen et al (2016), who suggested 
that each group must constitute at least 35 per cent of the total popula-
tion for its members to feel safe. If this level is lower, individuals will 
feel that their group’s position, culture, ethnicity, or status is threatened. 
They argued that in every society there is a turning point of tolerance, 
i.e. up to a certain point intergroup contact will increase tolerance, and 
after the level is reached, any further diversity will lead to less tolerance. 

The negative effect of new residents or a sudden immigration influx in 
the attitudes of natives has also been shown in other studies (see Karreth 
et al, 2015; Meuleman et al, 2009; Putnam, 2007). Spain (1993) explained 
that when the number of new residents reaches critical mass, and when 
resources are reallocated and subsequently privatised, conflicts over val-
ues and the definitions of community eventually ensue between ‘been-
heres’ and ‘come-heres’. Outsiders create conflict when they reach a criti-
cal mass that allows them to turn the community to their own advantage. 
To avoid this, Singapore has set a quota for non-Malaysian households at 
five per cent in a specific neighbourhood and at eight per cent in a block 
(Non-citizens..., 2019).

High polarisation has been quite an accurate predictor for conflict, along 
with the duration of conflict (Montalvo & Reynal-Querol, 2005), and the 
severity of the ensuing violence. Costalli & Moro (2011) concluded in 
their essay that four municipalities which belonged to the list of the ten 
most polarised areas in Bosnia-Herzogovina during 1992–1995 were also 
included in the list of the ten most violent municipalities, while none of 
the ten most diverse municipalities appeared in such a list. Subsequently, 
research by Kustov (2017) challenged preceding arguments that polarisa-
tion increases conflict. Contrarily, his computational analysis suggested 
the opposite. He showed that there is no ‘most hazardous’ ethnic structure 
per se and both polarisation and cross-cuttingness appear to decrease 
the likelihood of conflict, but also to increase the potential intensity of 
conflict. 

Therefore, conflict is not simply a function of group size alone. Recent 
studies have demonstrated that it is not only high levels of polarisation 
that makes conflict more likely, but that segregation and polarisation 
jointly determine the spread of any conflict (see Lim et al, 2007; Klašnja 
& Novta, 2016). Klašnja & Novta (2016) proved in their research that 
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for highly ethnically polarised societies, increasing ethnic segregation 
decreased the incidence and intensity of conflict. In contrast, in societies 
with low ethnic polarisation, increasing segregation increases conflict. 
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4. RESEARCH GAPS AND  
FURTHER RESEARCH NEEDS

Some of those research gaps and dilemmas that I was able to identify in 
the thematic literature are now summarised below: 

4.1. ETHNICITY

Although substantial areas of general knowledge have been accumulated 
to explain the role of ethnic identity in mobilising groups towards com-
mitting violent action, there is still little to be known about the processes 
that link identity, leadership, and mobilisation (Gurr, 2017). As mentioned 
above, is identity a mean or is it a reason for collective action? What is the 
relationship between ethnicity as a concept and the likelihood, frequency, 
or intensity of identity-based conflict? 

Furthermore, although, there are studies in existence that focus on differ-
ent ethnic markers (such as language, religion, or origins), and on conflict, 
some scholars argue that different ethnic markers are not unique and a 
more general concept of ethnicity should be adopted, one which treats 
various ascriptive markers as being functionally equivalent (Rørbæk, 
2017). As different ethnic markers are valid in different societies, the 
process of finding a common salient ethnic marker that is comparable in 
cross-national studies becomes a more difficult exercise. From this point 
of view, I would question first whether the role of different markers is so 
essential, or is the understanding of how strongly people identify with 
their group and how their behaviour can lead to mobilisation instead the 
central argument when it comes to understanding ethnic conflict? This 
line of research has already been started by Albert (2014) with his EGII, 
which seeks to measure the strength of ethnic group identity. Continuing 
empirical research on the role of ethnicity in terms of conflict would 
address these dilemmas.  
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4.2. PERCEIVED GRIEVANCES

One aspect that has not been at the forefront in the existing grievance 
literature and in previous empirical studies is group perception. The link 
between objective grievances and perceived grievances has been con-
sidered only in few studies. However, for example, objective inequalities 
cannot automatically be translated into perceived inequality. Therefore, 
the concept of grievances is subject to misperceptions and manipulation 
(Must, 2016). It becomes clear that researchers must keep in mind the 
thought that for conflict to break out, it is not enough that group mem-
bers perceive inequality between groups; they must also come to find 
the situation unjust (Cederman, et al, 2013; Must, 2016). Miodownik & 
Nir (2016), in their cross-national comparative multilevel analyses of the 
Afrobarometer dataset, are able to confirm that subjective perceptions 
both amplify the effect of exclusion when it comes to the acceptance of 
violence and also alter the readiness towards dissent for those groups 
that are included. Although, research on the role of perceived inequality 
measures is somewhat sparse, with only limited geographical coverage 
(mainly covering African countries), it should not be overlooked. 

4.2.1. Micro-level data versus macro-level data

The previous section highlights another weakness in the ‘grievance’ ver-
sus ‘greed’ literature: most of the empirical research is based on national 
(average) data, which explains the macro-level results using arguments 
that essentially operate at the micro level. Conflicts usually start and 
thrive at the local level, which is why only country-level measures, such 
as the Gin coefficient which measures income distribution amongst indi-
viduals (Cederman et al, 2011; Collier & Hoeffler, 2004; Hegre, 2008; 
Halika et al, 2020), the use of the unemployment rate to measure poverty 
levels (Halika et al, 2020), the use of national statistics and GIS data to 
measure population size and distribution (Cederman, et al, 2011; Klašnaja 
& Novta, 2016), all of which have been used by several scholars, fail to 
capture the motivations behind any conflict in terms of individual groups. 
I would therefore tend to be cautious when it comes to building up theo-
ries and research using variables that are based on country averages, as 
they do not capture the perceptions of group grievances which serve as 
a formidable tool for recruitment (Cederman et al, 2011). More attention 
must be given to linking data in regards to objective variables to data on 
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the perceived grievances of individuals or groups. In my mind, perceptual 
mechanisms are important where they can be used to understand group 
behaviour. People often act in terms of a socially-mediated understanding 
of their conditions, rather than in terms of the conditions themselves. 
Perceptions breed discontent and discontent leads to aggression.  

It would therefore be irresponsible to dismiss the role of grievances in 
ethnic conflict studies; and more theoretical and empirical research at the 
meso-level and micro-level, using more sophisticated measures, should 
be favoured to revive the importance of grievance hypothesis in ethnic 
conflict literature. In understanding this problem, several scholars (such 
as Buhaug et al, 2009; Cunningham & Weidmann, 2010; Costalli & Moro, 
2011; Rustad et al, 2011; Hillesund et al, 2018) have recently abandoned 
traditional cross-country analyses to focus instead on disaggregated data 
and internal diversity. They have also focused on variables that can be 
measured at the sub-national level (Halika et al, 2020; Hegre et al, 2019). 
Therefore, I agree with those authors who recommend taking the next 
step both in terms of the dynamics behind violent and non-violent eth-
nic conflict, and prioritising research at the local level (Hillesund et al, 
2018; Stroschein, 2017; Jenne, 2017), or even going down to the individual 
level to properly investigate the micro-level mechanisms that are at play 
(Hillesund et al, 2018). 

4.3. GROUP POLARISATION

The measure of society’s polarisation is seemingly more theoretical than 
making use of its diversity and dominance, in terms of relative group size 
when compared to the rest of the groups in the territory, meaning that it 
is more relevant than simply noting the presence of several groups within 
a given area of territory. However, even if high levels of polarisation have 
been quite a good indicator for predicting ethnic conflict, the empirical 
evidence is mixed. Besides Kustov, some other studies do not explicate 
the correlations and, in some cases, the findings appear not to be empiri-
cally robust (Forsberg, 2008). Some authors (Caselli & Coleman, 2013; 
Bhavnani & Miodownik, 2008) point out that the summary statistics that 
have been used in previous studies (such as Fearon & Laitin 2003; Collier 
& Hoeffler 2004; Montalvo & Raynal-Querol, 2005) take the existing 
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ethnic structure of the population as being exogenous or assumes that 
ethnic salience is constant across individuals. This assumption, however, 
may lead to incorrect conclusions. Following this argument, Caselli & 
Coleman (2013) built their model on the prediction that relative group 
sizes change in response to conflict (such as when a defeated group joins 
the dominant one). Bhavnani & Miodownik (2008) also showed in their 
models that the results are different when ethnicity is a ‘fixed salience’, 
meaning that when salience was fixed, the onset of conflict was twice as 
likely at low levels of polarisation when compared to instances in which 
salience is permitted to vary, with the difference decreasing at high levels 
of polarisation. 

The literature review showed the evolution of research on the correla-
tion of simple group sizes and the risk of ethnic violence. While, in the 
middle of the 1980s, Horowitz showed that moderately diverse societies 
are more prone to conflict, recent empirical studies have failed to offer 
complete support for that hypothesis. Recent studies (see, for example, 
Kustov, 2017; Caselli & Coleman, 2013; Bhavnani & Miodownik, 2008) 
have pointed towards the weaknesses of polarisation as a variable when 
it comes to predicting conflict. Further empirical research, testing, and 
verification of the different variables, including population size, should 
therefore be addressed to discover an answer to the eternal question: 
in which kind of population setting is ethnic conflict most likely to be 
triggered?   
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CONCLUSIONS

The aim of this paper was to review the available literature on ethnic conflict 
to be able to distil the essential elements of the phenomena and to provide a 
roadmap when it comes to being able to navigate through the vast body of 
available literature and arguments regarding the essence of ethnic conflict. 
This review summarised the main themes and hypotheses, and explored 
gaps in the current research, while focussing on three essential elements that 
are widely discussed in the available conflict literature. These elements were 
drawn up using the keyword analysis: understanding what role is played in 
ethnic conflict by ethnicity, (perceived) grievances, and opportunities; and 
what role is played by a group’s population size. 

The growing body of empirical research over the past few decades has shown 
that few, if any, scholars have attached any importance to mono-causal 
explanations of ethnic conflict. There is a strong body of support for the 
assumption that mixed motivations facilitate conflict. What this mix may 
consist of, however, is still an open question. Hopefully, further empirical 
research will help to strengthen the arguments, and statistically prove the 
relevance of various conflict variables (such as poverty, a weak state, feelings 
of discrimination, or inequality, or trust, limited resources, or population 
size), and through this explain which aspects may play a role in causing eth-
nic conflict. Current arguments and hypotheses are controversial. This has 
largely to do with different methodologies and datasets that are being used by 
scholars, while the limited number of regional studies (which focus mainly 
on African countries) do not provide a comprehensive body of knowledge 
which would make it possible to build up new theories or understanding 
regarding the triggers of ethnic conflict. I therefore have to conclude that 
the theories and techniques used in the available studies require further 
development and common areas. I can expect to find that many of the gaps 
that I have highlighted in this literature review could be further researched, 
especially those that are related to quantitative research on ethnic conflict 
at the sub-national level, along with the role of group perception in terms of 
mobilisation, and what role ethnicity plays in any given conflict. Growing 
empirical studies are definitely leading us towards greater research clar-
ity, which is something that is very much needed to be able to expand the 
currently-polarised theoretical background. 
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ABSTRACT

As the world enters a new decade, the outbreak of Covid-19 suddenly 
occurred and spread rapidly from certain regions to the entire world. 
It hence becomes a public health emergency threatening the health and 
safety of mankind. Over the past months, many studies and analyses 
have been published concerning the political, economic, and social effects 
of Covid-19. This article provides a review of the concept of resilience 
and explores the puzzle of resilience within international organisations, 
such as EU, NATO, and UN, in the context of the pandemic, along with 
a case study on the Romanian practical experience in trying to build and 
increase societal resilience during the first wave of Covid-19. 

In the unpredictable real-world environment, international organisa-
tions try to redefine their strategies and goals. The aim of this article is 
to answer at two important research questions, such as ‘How can inter-
national organisations develop a multi-layered and integrated toolbox in 
building resilient societies?’ and ‘To what extent can member states use this 
toolbox to increase their strengths and overcome weaknesses in crisis man-
agement?’. The article also bears relevance to the area of internal security, 
and the topic raises the issue of adaptability in concepts and actions, 
making the transition from an international organisations perspective 
to nation states in the context of resilience and Covid-19 response. 

In terms of methodology, qualitative research methods will be used for  
the further development of this article, including first-hand sources, 
such as books, academic papers and working documents, but also offi-
cial websites and interviews. At the same time, Analysis of Alternatives 
(AoA) techniques will be part of the case study to highlight decisions 
and initiatives that have been taken in dealing with Covid-19 challenges.
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INTRODUCTION

Motto: ‘By failing to prepare, you are preparing to fail’  
(Benjamin Franklin)

The whole world is in a critical moment, in a diversity of crises, from 
sanitary to economic, from conspiracy to fake news. In the fight against 
the pandemic, international organisations have made full use of their 
institutional advantage of concentrating resources to accomplish large 
undertakings. Solidarity and cooperation are important among the inter-
national community to overcome the new Coronavirus (SARS-CoV-2); 
however, there are various obstacles related to language, culture and 
medical situation in different countries that require particular attention 
and assistance. 

The global Covid-19 pandemic has affected almost all areas of life. 
Governments worldwide struggle with the social and economic conse-
quences of the crisis. During the early phases of the pandemic, it became 
evident that certain sectors have been particularly challenged by Covid-19. 
Starting from issues, such as providing personal protective equipment 
to the healthcare sector or increasing capacities in intensive care units, 
more and more challenges emerged during the current pandemic context.

While the origins of the virus are not known and many experts are inten-
sifying their efforts to identify adequate measures for fighting against 
Covid-19, most of the countries are confronted not only with a public 
health issue but also a societal and security crisis. Critical infrastructure 
operators have activated their crisis management plans in various sec-
tors, such as energy, telecommunications, transport and logistics, while 
the work of healthcare and civil protection authorities has increased 
considerably within this period of time.

Covid-19 has served to remind us about the importance of resilience, 
acting as an eye-opener to the whole spectrum of crisis management 
structures and high impact low probability (HILP) events. From this 
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point of view, civil preparedness has become even more important, with a 
focus on healthcare system and continuity supply as part of the continu-
ity process (i.e. keep operational in terms of business continuity, make 
operational plans for medium and long term, build stockpiles through 
procurement, donations and trust funds). 

Governments and national authorities must take responsibility for disas-
ter risk reduction in all areas to anticipate vulnerabilities and implement 
business continuity plans. Disaster risk management is primarily aimed 
at protecting people and properties, but also their health, livelihoods, and 
vital resources of the economy, environment and cultural heritage. The 
fight against large-scale disasters can only be ensured through effective 
collaboration, joint policies and actions to resolve crises. Based on this 
approach, it is necessary to build partnership frameworks to become more 
resilient and agile as well as to react promptly to the impact of Covid-19, 
as it is already known that ‘viruses, bacteria, and various kinds of plants 
and animals have never respected national borders’ (Pirages and Runci, 
2000, p. 178). 

The concept of resilience involves a multitude of possible answers adapted 
to the reality and circumstances. It is an interdisciplinary and multi-
layered concept that can be applied at all levels: individual, regional, 
national or international. As resilience goes hand in hand with vul-
nerability and fragility, it is important to emphasise that planning and 
immediate response in crisis management are key tools. Building a more 
resilient society requires strengthening shock absorption mechanisms 
and increasing adaptability. However, ‘addressing the Covid-19 pandemic 
and its effects on society requires more than the actions of healthcare and 
medical professionals alone. It calls for engagement of citizens, govern-
ments at all levels, and a diverse array of organisations and individuals 
involved in policymaking processes and policy implementation’ (Weible 
et al., 2020, p. 3).

The role of international organisations must be to help each other, to col-
laborate for integrative management and governance, allowing learning 
and flexibility in building adaptability at all levels of society. The inter-
national mechanisms of assistance created by NATO, the EU, and the UN 
increase the level of resilience of their member states, as well as the ability 
of citizens to react and adapt to the measures needed to ensure continuity 
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and recovery from a disaster and/or a crisis. International organisations 
have developed strategies, programmes, and toolbox packages to prevent 
and increase the level of resilience. However, now they must adjust them 
to become parts of a more integrated approach. 

Each international organisation has a different approach to tackling 
Covid-19: on the one hand, NATO acts as an integrator, oriented towards 
an all-hazards approach, highlighting the link between security and resil-
ience; on the other hand, the EU is a multi-nodal provider, oriented 
towards a 360-degrees system approach, having at core the link between 
society and resilience; while the UN serves as a facilitator, oriented towards 
people’s resilience and emphasising the link between development and 
resilience. Thus, in order to make this multilateralist scheme functional, 
‘there must be consensus on what it is supposed to do, and can realisti-
cally achieve’ (Trenin et al., 2020, p. 7) through solidarity, international 
cooperation, transparent approach, considering multiple types of impact 
and investing more in data collection and epidemic forecast.

Hence, this article will try to bring an answer to the research questions 
framed as following: ‘How can international organisations develop a multi-
layered and integrated toolbox in building resilient societies?’ and ‘To what 
extent can member states use this toolbox to increase their strengths and 
overcome weaknesses in crisis management?’. In terms of structure, the 
article consists of two parts: the first part will analyse the involvement 
of international organisations (i.e. NATO, the EU, the UN) in building 
resilient societies and tackling Covid-19, while the second part presents 
a case study of the Romanian strategic response to the pandemic in the 
context of cooperation with international organisations, civil society, 
and the private sector. In terms of research methodology, I will be using 
qualitative data with a focus on primary sources, such as books, academic 
papers, working documents, official websites and interviews, but also the 
Analysis of Alternatives (AoA) technique for the case study.

This article has been written during the pandemic period, far from being 
over and before reaching its second peak. Some aspects related to the 
topic of this article thus remain underanalysed and deserve more atten-
tion in the aftermath of the Covid-19 pandemic. However, a preliminary 
overview on the measures, coordination processes, and toolbox pack-
ages (mechanisms, instruments, and platforms) offered by international 
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organisations to increase societal resilience during this sanitary crises, 
backed-up by observations and lessons learned collected at the national 
level, can definitely help to mitigate the negative effects and consequences 
of the pandemic.
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1. COOPERATION AND RESILIENCE OF 
INTERNATIONAL ORGANISATIONS IN THE 
CONTEXT OF COVID-19 

1.1 NATO’S APPROACH – THE LINK BETWEEN 
SECURITY AND RESILIENCE

Resilience is seen by the Alliance as ‘the society’s ability to resist and 
recover easily and quickly from such shocks and combines both civil 
preparedness and military capacity. Robust resilience through civil pre-
paredness in Allied countries is essential to NATO’s collective security 
and defence’ (NATO website). Moreover, resilience is a national respon-
sibility under Article 3 of the NATO Treaty: ‘in order more effectively to 
achieve the objectives of this Treaty, the Parties, separately and jointly, by 
means of continuous and effective self-help and mutual aid, will main-
tain and develop their individual and collective capacity to resist armed 
attack’ (The North Atlantic Treaty, 1949). 

In this context, resilience represents not only the Allies’ development 
capacity to ensure collective and individual security, but also their capac-
ity to deal with crisis situations: affected critical infrastructures (transport 
corridors, communication networks, energy supply), natural disasters, 
limited access to vital resources, etc. The roots of this concept of resilience 
can be found in NATO’s New Strategic Concept: Active Engagement, 
Modern Defence adopted by the NATO Summit in Lisbon back in 2010, 
discussed in some detail in paragraph 13: 

All countries are increasingly reliant on the vital communication, 
transport and transit routes on which international trade, energy 
security and prosperity depend. They require greater international 
efforts to ensure their resilience against attack or disruption. Some 
NATO countries will become more dependent on foreign energy sup-
pliers and in some cases, on foreign energy supply and distribution 
networks for their energy needs. As a larger share of world consump-
tion is transported across the globe, energy supplies are increasingly 
exposed to disruption (NATO, 2010, p. 6).
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The concept of resilience extended to civil preparedness was subsequently 
highlighted at the 2016 NATO Summit in Warsaw in relation to the adop-
tion of the Final Communiqué: 

• we have taken a range of steps to reinforce our collective defence, 
enhance our capabilities, and strengthen our resilience, and 

• civil preparedness is a central pillar of Allies’ resilience and a criti-
cal enabler for Alliance collective defence. While this remains a 
national responsibility, NATO can support Allies in assessing and, 
upon request, enhancing their civil preparedness. We will improve 
civil preparedness by achieving the NATO Baseline Requirements for 
National Resilience, which focus on continuity of government, conti-
nuity of essential services, security of critical civilian infrastructure, 
and support to military forces with civilian means (Warsaw Summit 
Communiqué, 2016).

The commitment to enhance resilience is based on ‘the recognition that 
the strategic environment has changed, and that the resilience of civil 
structures, resources and services is the first line of defence for today’s 
modern societies’ (Roepke and Thankey, 2019). At the NATO level, there 
are three essential functions that a state must perform in all circum-
stances from the civilian perspective: (i) continuity of governance, (ii) 
continuity of provision of basic services to the population, (iii) civilian 
support for military operations. However, baseline requirements for resil-
ience should be seen as a process of implementation at the political and 
societal level, working in close cooperation with international partners 
and taking into account a full spectrum of operations, setting the level 
of ambition, including a variety of means and areas of planning. 

The whole of government approach is crucial but might not be enough 
to effectively deal with crises. Implementing a whole of society approach 
will bring benefits on the civil-military cooperation, will enable crisis 
management efforts, and allow nations to have a cross-sectoral, holistic 
view of resilience planning and civil preparedness at all times. In essence, 
the transition from whole of government approach towards whole of soci-
ety approach reflects the complexity and interdependencies of modern 
society, and builds resilience at all levels (i.e. civil and military, public 
and private). 
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Covid-19 has led to a renewed discussion on the level of ambition and 
direction on resilience framework, including civil preparedness. NATO 
remained concerned about the evolution of the new Coronavirus world-
wide and during the NATO Defence Ministerial Meeting, it was decided 
‘to update NATO’s guidelines for national resilience to take greater 
account of cyber threats, the security of supply chains, and consequences 
of foreign ownership and control’ (NATO, 2020a).

The first step was taken by NATO’s Civil Emergency Planning Committee 
(CEPC), which aims at the protection of the civil population and supports 
NATO’s strategic planning for the use of civil resources in support of the 
Alliance’s objectives in a systematic and effective way. CEPC leads and 
coordinates the civil emergency planning activities to guarantee civil 
support for NATO’s military operations or support for national authori-
ties in civil emergencies. Four specialised groups operate in the context 
of the CEPC: the Civil Protection Group (CPG), the Transport Group 
(TG), the Joint Health, Agriculture and Food Group (JHAFG), and the 
Industrial Resources and Communications Services Group (IRCSG). 
These groups connect government representatives, industry experts and 
military representatives to coordinate and develop the emergency pre-
paredness arrangements in these areas (NATO website). This allowed 
NATO to be directly involved in mitigating the effects of Covid-19, both 
for its Allies and its partners, by building new modular field hospitals, 
sending military professionals to help the civilian hospitals, providing 
new treatments beds, contributing with airlifting capabilities or sending 
interdisciplinary teams of experts. 

Moreover, NATO’s efforts to enhance resilience and fight against Covid-
19 were also facilitated by a multi-year project launched within the frame-
work of NATO’s Science for Peace and Security Programme (SPS). The 
main partners of the project, Italian National Health Insitute, Tor Vergata 
University Hospital, and University Hospital of Basel University, have 
defined their main objective as ‘enhanc[ing] the speed and efficiency of 
Covid-19 diagnosis through a multidisciplinary approach, by bringing 
together experts in the field of immunology, virology, and molecular 
biology’ (NATO, 2020b). By working together, ‘scientific and technical 
experts can help specify the severity of Covid-19 in a population, project 
its trajectories over time, and estimate the likely effects of different policy 
responses, from mitigation to suppression’ (Weible, 2020, p. 8).
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NATO is adapting to new realities and needs to tackle the effects of the 
pandemic. Thus, as an integrator, NATO has concentrated on logistics 
and contingency planning, being able to meet a multitude of risks (all-
hazards approach) through different levels of cooperation:

a) Civil-military cooperation: the military side has been involved in 
providing assets and capabilities, medical and non-medical support, 
transport corridors, access to resources in real time, robust security of 
supply arrangements and logistics as a key component of the response 
efforts;

b) Cross-sectoral cooperation: dedicated and scalable planning (contin-
gency planning), especially in sectors, such as energy, transportation, 
communication networks, food and water. As all of them represent 
civilian assets in most cases, it is important to protect them and to 
enhance resilience, as they might be highly vulnerable to internal 
disruptions and/or external attacks: ‘a high level of interconnectedness 
[supply, trade and delivery of goods and services] is more efficient 
and allows for economies of scale. But greater interdependencies also 
increase the risk of cascading effects in the event of a disruption’ 
(Roepke and Thankey, 2019);

c) International cooperation: partnership, coordination and harmoni-
sation of similar measures are paramount in order to save lives. The 
EU is a critical partner in building resilience, being able to overcome 
HILP consequences through resilient societies. Working together, 
both NATO and EU can engage with citizens of their member states: 
‘resilient societies also have a greater propensity to bounce back after 
crises: they tend to recover more rapidly and are able to return to pre-
crisis functional levels with greater ease than less resilient societies. 
This makes continuity of government and essential services to the 
population more durable’ (Roepke and Thankey, 2019).

In conclusion, NATO’s resilience derives from the resilience of each ally. 
Therefore, steps should be taken by each member state to increase its 
societal resilience at the national level. Navigating the same waters dur-
ing the Covid-19 crisis means that everyone should look at the same map 
to understand the real challenges and work together in crisis manage-
ment. Thus, civil preparedness and the seven baseline requirements have 
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energized NATO’s approach to resilience in the context of the pandemic, 
being complementary with the approach of other international organisa-
tions and an added value for both its allies and partners.

1.2 THE EU’S MECHANISMS FOR THE 
CONSOLIDATION OF SOCIETY AND RESILIENCE

At the EU level, resilience is defined as ‘the ability of an individual, a 
household, a community, a country or a region to withstand, to adapt, 
and to quickly recover from stresses and shocks’ (European Commission, 
2012, p. 5). As the EU highlights the link between society and resilience, 
building societal resilience and enhancing additional civil protection 
instruments and tools represent a step forward in crisis management: 
‘societal resilience needs to be tackled with a 360-degrees system approach, 
which help to look at complexities and interconnections’ (Giovannini et 
al., 2020, p. 3). 

For the EU, building societal resilience remains the primary target to be 
achieved: ‘[B]e able to face shocks and persistent structural changes in such 
a way that societal well-being is preserved, leaving no-one behind (intra-
generational equity) and without compromising the heritage for future 
generations (inter-generational equity and sustainability)’ (Giovannini 
et al., 2020, p. 5). Hence, trust between citizens and governments plays a 
key role and people should know that they can rely on state authorities in 
times of crisis, and simultaneously authorities can rely on citizens. This 
will lead to a resilient society, aware of its role in challenging situations 
and willing to work hand in hand with state authorities.

In terms of instruments and tools, the EU is ‘mobilising all resources 
available to help Member States coordinate their national responses, 
and this includes providing objective information about the spread of 
the virus, the effective efforts to contain it and measures taken to repair 
the economic and social damage brought by the pandemic’ (European 
Union, 2020a). In order to further reinforce the collective ability of the 
EU and its members states to respond to disasters, address recurring and 
emerging capacity gaps, and enhance its administration procedures, new 
legislation to strengthen the European policy on disaster management 
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was introduced in March 2019. In accordance with the amendment, the 
core elements of the Union Civil Protection Mechanism (UCPM)1 are 
now as follows: the Emergency Response Coordination Centre (ERCC), 
the Common Emergency Communication and Information System 
(CECIS), the European Civil Protection Pool, the rescEU reserve and the 
Emergency Support Instrument (ESI) – (Official Journal of the European 
Union, 2019, L 77 I). 

One of the new measures is the rescEU reserve, designed to strengthen the 
existing capacities, to respond to overwhelming situations as a last resort 
and to ensure an effective response to severe trans-boundary disasters. It 
includes a fleet of fire-fighting planes and helicopters, medical evacuation 
planes, as well as a stockpile of medical equipment and field hospitals that 
can respond to health emergencies, and chemical, biological, radiologi-
cal, and nuclear incidents (European Commission, 2019). Taking into 
account the evolution of the pandemic situation in the EU territory, the 
European Commission was interested in creating a strategic medical 
stockpile through rescEU and UCPM, being hosted at the EU level, in 
its first phase, by Romania and Germany. The rescEU includes ‘medical 
equipment, such as ventilators, personal protective equipment, vaccines 
and therapeutics and laboratory supplies’ (European Commission, 2019) 
and has been extended to six states adding Denmark, Greece, Hungary 
and Sweden.

Another new measure was introduced with the EU decision to make a step 
forward in protecting its members states by offering a new instrument 
in tackling the effects of the pandemic as it is the case of the Emergency 
Support Instrument launched in 2020. It will include vaccine supplies 
once the production of vaccines starts at the EU level; treatments with 
authorised medicines at the EU level to treat Covid-19 (e.g. Remdesivir); 
transport of essential goods, medical teams and patients to provide medi-
cal assistance; essential health related products with a particular focus 
on the personal protective equipment and training of healthcare profes-
sionals in intensive care skills (European Union, 2020b). 

1  The UCPM was established in 2001. In the almost twenty years since its establishment, the 
Mechanism has been activated for over 300 emergencies, including the Ebola outbreak (2014), 
the earthquake in Nepal (2015), forest fires in Europe, tropical cyclones Irma and Maria in the 
Caribbean (2017), floods in the western Balkans (2014), and the migration and refugee crisis 
(2015).
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The Covid-19 pandemic has shown that each EU member state can be 
affected and that the member states have responded differently based on 
domestic situation. Uncoordinated responses could lead to inadvertent 
and undesirable consequences. The variety of responses, especially at the 
beginning of the crisis, led to inadvertent distortions in the functioning of 
the single market (e.g. the free flow of goods, in particular the transport 
of essential goods and services, such as medical equipment, medicines 
and food supply was disrupted). In addition, many EU citizens staying 
abroad were unable to return home and in several instances frontier 
workers experienced severe delays at internal borders. 

These unpredictable consequences of the Covid-19 pandemic have fur-
ther shown the need for more and better EU preparedness for future 
large-scale emergencies, including HILP. Taking into consideration the 
proven limitations of the current framework, the interconnected nature 
of societies confronting the same emergency, and the resulting difficulty 
in helping each other, it becomes clear that enhanced action is needed 
both at the Union level as well as between member states. 

From the examples presented, it is clear that the EU and its member 
states tried to ensure their own readiness and resilience to crises to their 
full extent. However, efficient resilience systems are based on absorptive 
capacity, adaptive capacity and transformation, but also need ‘behavioral 
shifts and institutional reforms (including changing priorities, challenge 
beliefs and stereotypes)’ (Giovannini et al., 2020, p. 6). Moreover, a long-
term resilience approach needs a coherent strategy based on strengthen-
ing the level of education and building a culture of preparedness, or cul-
ture of safety, especially designed for disasters and emergencies. Increased 
communication, information and dissemination, together with a ‘think of 
the unthinkable mindset’ can lead to behavioural change and community 
resilience (Office Journal of the European Union, 2013, C468/124).

This pandemic tested the resilience of societies, showing at the same time 
a glass half full (development of technological assets and infrastructure, 
exchange and interoperability of medical personnel, high speed trains 
used to move infected patients, field modular hospitals and laboratories 
built, etc.) and a glass half empty (lack of preventive measures, unpre-
pared societies and states to deal with the pandemic consequences, the 
stockpiling issue, the changing prices, cancelled signing agreements, 
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fake products, etc.). This way, a mix of targeted measures – as shown in 
the table below – could increase the level of resilience and highlight the 
progress made and the things left to be done. 

Policies Aim

Preventive measures Aim to reduce the incidence and size of shocks (e.g. 
red zones to limit contagion).

Preparation measures
Aim to prepare for handling them successfully (e.g. 
reinforcing the health capacity with extra resources 
to face the emergency, strengthening medical 
research efforts to find a vaccine).

Protection measures
Required to mitigate the impact and support the 
absorptive capacity (like state support to economy, 
SMEs or the most hit sector like tourism, or benefits 
for families which are forced to telework). 

Promotion measures Serve to increase the adaptive capacity or 
flexibility. 

Transformation measures Restart and redesign production chains, re-evaluate 
healthcare and working practices.

(Giovannini et al., 2020, p.8).

In conclusion, strengthening resilience at the EU level requires tailor-
made approaches and identification of mechanisms to continuously con-
tribute to sustainable results (as it was the case with rescEU and ESI). It 
is clear that ‘the current crisis has shown at least one important lesson 
for Europe: solidarity is not a given and it takes will to fight for what 
one stands for. The level of cooperation between EU Member States 
was indeed uncoordinated and far too limited at the beginning of the 
crisis though followed by a range of actions in medical assistance and 
recovery funds [however] Europe has a unique role to play in seeking to 
foster multilateral and regional cooperation’ (Trenin et al., 2020, p. 11). 
Thus, resilience requires risk-informed programming, but also a com-
prehensive analysis of strengths, vulnerabilities and pressures (European 
Commission, 2017, p. 24) taking into account the complex interdependen-
cies among all actors involved. 
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1.3 UNITED NATIONS THE COMMON GROUND 
FOR DEVELOPMENT AND RESILIENCE

The UN is a catalyser of sustainable development and resilience, defin-
ing the resilience process as ‘the ability of any urban system to maintain 
continuity through all shocks and stresses while positively adapting and 
transforming towards sustainability. Therefore, a resilient city is one that 
assesses, plans and acts to prepare for and respond to all hazards, either 
sudden or slow-onset, expected or unexpected. By doing so, cities are bet-
ter able to protect and enhance people’s lives, secure development gains, 
foster and investible environment and drive positive change’ (United 
Nations Habitat website). 

Description of the PEOPLES Resilience Framework and its associated  geographical 
scale (Renschler, 2013, p.3)

POPULATION AND DEMOGRAPHICS
Composition , Distribution ,  
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While NATO has seven baseline requirements for resilience and the 
EU has developed two instruments for multi-layer crisis management 
(i.e.  rescEU and ESI), the UN has proposed the PEOPLES Resilience 
Framework as a tool for building resilience, with the primary objective of 
creating frameworks for partnerships and improve pre- and post-disaster 
cooperation and communication for better crisis management. At the UN 
level, the approach is similar to both NATO and the EU, with a focus on 
population and demographics, environment and ecosystems, organised 
governmental services, physical infrastructure, lifestyle and community 
competence, economic development and social-cultural capital, having 
at core the citizens and their society.

From the UN’s perspective, building a resilient community is directly 
related to their level of preparedness and ability to face shocks and deal 
with multiple challenges, such as education, health, demographic imbal-
ances, climate change, migration, peace and security.

The United Nations, through the UN Office for Disaster Risk Reduction 
(UNDRR), has its own paradigm (‘living with risk’) and is geared towards 
reducing socio-economic and humanitarian disasters through concrete 
measures. The UN presents an ideology, a worldview through the use 
of a certain language, namely to build a better and more secure world. 
Based on the UN’s Sustainable Development Goals (SDG), resilience is 
not an empty ship but a sense of direction in international negotiations 
in order to reach a resilient society (Wiig and Fahlbruch, 2019). 

The UN SDG can be seen from an integrated and interconnected per-
spective as a path to achieving resilience at community level. Thus, the 
Covid-19 pandemic reveals ‘a rare opportunity to redesign global and 
national systems for managing deadly risks, using science-based evidence 
and information communication technology, to identify, track, search, 
and share timely, valid data among nations, triggering innovation and 
collective action to build a resilient international community. Bold rede-
sign of existing international organizations – the WHO, OCHA, and 
UNDRR – that monitor and compare the status of global risk would 
reinforce cognition in facilitating effective crisis response across the 
globe by partnering with nations to work with their local communities’ 
(Comfort et al., 2020, p.621).
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In the context of the current article, the goal no. 11 on sustainable cities 
and communities seems to be the most relevant for analysis as ‘cities are 
on the front line of coping with the pandemic and its lasting impacts [...] 
Covid-19 is threatening cities and communities, endangering not only 
public health, but also the economy and the fabric of society’ (United 
Nations website, 2020). Having already witnessed similar events at a lower 
scale, such as SARS-COV in Guangdong, China (2002), MERS-COV in 
Middle East (2012), Ebola outbreak in West Africa (2014–2016), Zika out-
break in Brazil (2015–2016), and now Covid-19 (SARS-COV-2) all over the 
world, it is important to understand the dynamics related to pandemic 
and its multiple dimensions of impact, as well as to define clear roles and 
responsibilities, both for international organisations and member states. 

Community-driven solutions, including top-down and bottom-up 
approaches, can lead to preventive and preparation measures that can 
help in crisis management situations. National legislation is a key factor in 
building societal resilience, as it provides legitimacy and support for the 
population’s trust in local and national authorities. Moreover, ‘awareness 
of the threat that infectious disease outbreaks could pose to their citizens’ 
health and to their countries’ economic and political stability encouraged 
western governments to develop responses in national security terms’ 
(Davies, 2008, p. 298). 

In conclusion, even if the UN was supposed to have the necessary 
framework to deal with the global pandemic through the World Health 
Organisation (WHO), it ended up with weak coordinated support and 
lack of clear communication on some preventive measures for its mem-
ber states. As a result, health challenges affect ‘the bilateral and regional 
political relationships between developed and developing countries, and 
influence strategies for United Nations reform. Although health has long 
been a foreign policy concern, such prominence is historically unprec-
edented’ (Fidler and Drager 2006, p. 687).

In this regard, it is of utmost importance that the UN starts to cooperate 
closely on resilience with the other international organisations, such as 
NATO and the EU. This is highly recommended to strengthen its work 
on civil protection and resilience post Covid-19, but also to gain in terms 
of regulatory function, dialogue and cooperation. 
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1.4 COMPARATIVE PERSPECTIVE ON NATO, EU 
AND UN APPROACHES IN BUILDING RESILIENT 
SOCIETIES

Resilience is still a new concept, there are numerous gaps between theory 
and practice, the desk and the field, negotiations and talks and real chal-
lenges and impact on the ground. Despite Covid-19, the vulnerabilities 
found in many communities around the globe require a new approach 
not only from international organisations but also from states themselves. 
However, this has to be done in full cooperation and partnership, not 
in competition or isolation. Globally, ‘Covid-19 has laid bare the limits 
of a governance architecture that merely monitors and suggests, rather 
than enforces […] pointing to the need for more global coordination and 
cooperation’ (Trenin et al., 2020, p. 8). 

After a short overview of the toolbox packages provided by the interna-
tional organisations, such as NATO, the EU, and the UN for building 
resilient societies and coping with the Covid-19 pandemic, there is still a 
lot of work to be done to prepare communities and make societies resil-
ient. In recent years, both NATO and the EU have increasingly assumed 
responsibility for and leadership of the protection of civilians, and are 
becoming key players as crisis managers. Even though NATO and the EU 
have declared that the member state where a crisis occurs bears the brunt of 
the responsibility for managing its immediate effects, there is a consensus 
in both organisations that disasters, whether natural or man-made, can 
overwhelm national resources in civil protection and necessitate outside 
assistance to manage the emergency (Boin and Lodge, 2016, p. 293).

Even if member states bear the primary responsibility for crisis man-
agement, the current crisis has raised questions regarding the organisa-
tion of a coordinated response including multi-layer resilience build-
ing and the development of an adequate toolbox for crisis management. 
The role played by national authorities and coordination at the level of 
international organisations are paramount to dealing with Covid-19. It 
is important to emphasise that solidarity and unity are not only goals in 
themselves but also a key to overcoming the challenges created by the 
pandemic. Moreover, it also becomes a duty of governments to prepare 
citizens to be resilient and self-sufficient for up to 72 hours.
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As nobody can act in isolation, the EU needs a strong partnership with 
other international organisations, such NATO and the UN. On the one 
hand, the dual membership of most European countries in both NATO 
and the EU emphasises the identity, values, and interests on which the 
coherence and cohesion of the two international organisations are based. 
On the other hand, in its position as a global actor, the EU has ‘a particular 
responsibility to help frame a global response through multilateralism 
and a rules-based international order, with its partners in the UN [...] re-
establishing trade flows and supply routes is of the utmost importance. 
At the same time, the EU must provide assistance to countries in need’ 
(The Presidents of the Council and the Commission, 2020, p. 4). 

The current crisis highlights ‘the world’s tremendous need for an inter-
national system that can actually exercise collective problem-solving 
authority’ (Trenin et al., 2020, p. 4). From this point of view, Covid-19 
represents an unfortunate example. The lack of global solidarity and 
leadership during the Covid-19 pandemic compared with the Ebola out-
break (2014–2016), which saw cooperation between all actors, is calling 
into question the role of multilateralism. So far, what we have witnessed 
is a fragmented and polarised global scene with aspects of nationalism 
and isolationism. The first reactions to the pandemic cast international 
cooperation in a negative light. Initially, states resorted to unilateral 
measures, without cooperating with major partners, and international 
organisations had limited or even delayed and outdated involvement for 
various reasons, as seen in public space. At the same time, the Covid-19 
brought on an unprecedented global crisis in the era of globalisation 
which should make international organisations and governments develop 
resilience tools applicable on a broader and interconnected scale.

Last but not least, medical diplomacy is emerging as a new feature on the 
global stage. The diplomacy of masks or China’s Belt and Road Initiative 
as tools for coordination and multilateral action under Chinese leadership 
in the field of health have shown lack of coordination and weaknesses 
of the Western states, together with massive disinformation campaigns 
oriented towards their societies: ‘mass donation of masks and supplies 
to ailing hospitals and local charities are pivotal in rehabilitating China’s 
historically maligned and recently ignominious image in particular areas 
[as well as] emphasis upon establishing long-term dependence relations 
and patronage networks’ (Wong, 2020). The reform of the multilateral 
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system must include the global health architecture and lessons learned 
from the pandemic, respectively the launch of a preparedness initiative 
as part of the Sustainable Development Goals.

Having looked at various approaches, assets, and ambitions of the inter-
national organisations in the first part of the article, the second part will 
analyse a concrete example of how some of these resilience tools have 
been applied in the Romanian experience in dealing with pandemic. 
The case study will highlight the Romanian strengths and weaknesses 
in tackling the Covid-19 pandemic, first in terms of cooperation with 
international organisations through their capabilities and mechanisms 
(including strategies for population’s behaviour change on the longer 
run), and second with civil society and private sector in taking adequate 
measures at the national level to build societal resilience. 
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2. CASE STUDY: ROMANIAN STRATEGIC 
RESPONSE TO COVID-19

This case study will not go into the details of all the aspects related to 
the Romanian strategic response to Covid-19, but it will discuss coop-
eration with international organisations (i.e. on airlifting capabilities, 
mechanisms for civil protection, initiatives for population behaviour 
change), and cooperation with the civil society and private sector (i.e. on 
technological initiatives that have been developed to help communities 
and reach societal resilience). 

The current pandemic crisis has renewed ‘attention to the importance 
of, and how little we know about, learning under stress and urgency in 
the middle of a crisis’ (Boin et al., 2005, p. 15). Considering the fact that 
parallel and micro-management represented a challenge at the level of 
decision-making process, Analysis of Alternatives (AoA) can be used 
for demonstrating alternatives techniques that can provide added value 
within coordination and command at the national level. AoA represents 
an important analytical practice ‘to reduces risk and expands opportuni-
ties for innovative solutions, creating space for more timely decisions [...] 
diagnosing problems, understanding complicated situations, challenging 
plans’ (NATO, 2017) based to the scheme below:

Following my direct involvement in cooperation and management activi-
ties within the Romanian Department for Emergency Situations related 
to Covid-19 pandemic, I will sometimes make reference to my practical 
experience to highlight the Romanian government’s cooperation with 
international organisations, civil society and private sector while still 
trying to maintain an unbiased perspective.
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Structuring Techniques Creative Techniques Diagnostic Techniques Challenge Techniques
Mind Mapping Brainstorming SWOT / PMI Devil’s Advocacy

Concept Mapping Brainwriting Outside-In Thinking Pre-Mortem Analysis
Rich Pictures Six Thinking Hats Five Whys What-If Analysis

Tl

R II)

Global 
Emergency

Covid-19 Interdisciplinary 
Crisis 

Management

Member States
International 
Organisations

 Stakeholders

Decision Making Process

Analysis of Alternatives

Adaptability, Solidarity, Continuity, Recovery, Transformation, 
Cross-Sectoral Cooperation, Stakeholders, Emerging Technologies

Behaviour
Change

Culture of 
Preparedness

Resilient 
Societies



145

The Strategic Interplay between Resilience and Covid-19 Pandemic...

145

The Strategic Interplay between Resilience and Covid-19 Pandemic...

2.1 ROMANIA’S COOPERATION WITH 
INTERNATIONAL ORGANISATIONS

The Covid-19 pandemic has severely tested the emergency management 
capacity of all affected states, having a direct impact on multiple sectors 
and daily activities. In this context, tools and mechanisms for national 
and international cooperation were developed and reinforced, both at 
political and military levels. In Romania, civil-military cooperation 
played a very important role in the context of the Covid-19 pandemic, 
showing high adaptability and response. Moreover, the Romanian govern-
ment, through its Department for Emergency Situations, took advantage 
of the international mechanisms of assistance to solve unexpected prob-
lems during this global emergency, closely cooperating with NATO, the 
EU, and the World Bank. 

The Romanian Department for Emergency Situations is the national 
point of contact for the European Response Coordination Centre (ERCC) 
and NATO’s Euro Atlantic Disaster Response Coordination Centre 
(EADRCC). Both ERCC and EADRCC were synchronised in interna-
tional humanitarian assistance, functioning as two complementary 
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mechanisms that allowed exchange of information between the EU 
and NATO as well as increased coordination among member states 
and their partners. From this point of view, Romania is a fortunate 
example of a coordinated approach between the mechanisms of the two 
international organisations. 

At the NATO level, Romania has requested NATO’s Strategic Air 
Transport Capability, which operates from the Papa Air Base in Hungary, 
to conduct an emergency air mission to transport approximately 45 tons 
of medical equipment from Seoul to Bucharest. At the EU level, the 
financial advantage of partial or full coverage for humanitarian flights 
gave Romania the possibility to use its military planes to repatriate and 
import medical equipment for the strategic stockpile. An important 
aspect of the repatriation process and the transport of medical equip-
ment was EU support through the reimbursement of transportation 
costs (i.e. 75% coverage of expenditure through funds allocated to the 
UCPM or full coverage under ESI).

At the EU level, Romania also contributed to supporting other coun-
tries as one of the two countries hosting the medical reserve under 
rescEU. The medical reserve entered into force in 24 April 2020 and 
medical protective equipment from the reserve was delivered – using 
the logistic resources provided by the Romanian Ministry of National 
Defence and the General Inspectorate for Emergency Situations – to 
various countries, such as Croatia, Czech Republic, Italy, Lithuania, 
Montenegro, North Macedonia, Serbia, Spain, and bilaterally to the 
Republic of Moldova and Ukraine. 

At the national level, one of the main weaknesses was the lack of a 
preparedness culture, which led to increased vulnerability in com-
munities and less resilient societies. To tackle this issue, the Romanian 
Department for Emergency Situations and the World Bank started 
to work together to develop a project on behaviour change to iden-
tify the social and cultural factors that determine the way Romanian 
society perceive natural disasters, their level of self-efficacy around 
preparedness measures, and barriers to adopting preparedness mea-
sures. Strategic communication and adequate messages can influence 
‘individual risk perceptions and risk reduction responses during a crisis 
like the Covid-19 pandemic. Understanding risks is key to persuading 
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people and their governments to do something in the face of uncertainty 
and crisis. They need to know what the risk is, how bad it is, and what 
they need to do to reduce their risk or help the collective effort’ (Weible, 
2020, p. 10).

The main pillars of this project are focused on components, such as: (i) 
risk perception (people’s assessment about the likelihood and severity of 
natural disasters); (ii) beliefs about responsibility (people’s perception of 
their responsibilities towards themselves, their family and their wider 
community in preparing for and preventing natural disasters, rather 
than the expectation that the state will always take a primary role in 
providing immediate assistance); (iii) trust (people’s perception of gov-
ernment institutions and the information they provide to the population 
regarding natural disaster preparedness); (iv) self-reliance (people’s belief 
in their own ability to cope with natural disasters, and their ability to 
adopt preparedness behaviours); (v) awareness of preparedness require-
ments (people’s knowledge of the resources and actions required to be 
prepared for natural disasters).

Over time, Romania has managed to build strong ties with interna-
tional organisations, both in terms of capabilities and mechanisms for 
assistance at the NATO and EU level, as well as in terms of innovative 
approaches, such as the behaviour change research project with the 
World Bank. This continuous involvement represents a strategic medium 
and long term vision, having as a main outcome the achievement of 
an integrated civil protection mechanism at national level. Moreover, 
Romania took advantage of its membership in international organisa-
tions and managed to organise training seminars and a wide range 
of exercises (including field, tabletop, and virtual/augmented reality 
exercises) to test its capacities, procedures, and operational reaction, 
involving observers from NATO, the EU, and the UN, using the toolbox 
packages that international organisations offer, and sharing best prac-
tices with experts and stakeholders from other member states.

In February 2019, the Department for Emergency Situations and the 
European Centre of Excellence for Countering Hybrid Threats jointly 
organised a dynamic workshop under the Romanian Presidency of the 
Council of the European Union that took stock of EU and NATO require-
ments and methods for civil protection.
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The workshop featured a tabletop exercise involving a respiratory virus, 
the microbiological and epidemiological factors being realistic and based 
on modern medical knowledge. In this scenario, a highly contagious 
respiratory virus struck in a situation where the target country and its 
neighbouring countries were already struggling with forest fires so the 
national medical capacities had already been pushed to and beyond 
the limits and respirators and intensive care units (ICUs) were needed 
for forest fire victims. The effects were further exacerbated by other 
hybrid operations, such as a cyber-attack against the health sector and 
disinformation. 

Key findings:

• Insufficient stocks of basic and specialised medical materials that 
would be needed in case of an airborne pandemic and resulting urgent 
need to pool resources as soon as possible, especially by stockpiling 
the relevant materials;

• The situation is aggravated by the very complex arrangements and 
lengthy procedures to step up or even modify the production of these 
materials in the event of an emergency that is already ongoing;

• The need to plan and be prepared for situations that are inherent to 
human societies (widespread contagious diseases), even with all the 
technological and medical progress achieved until now;

• The necessity to improve readiness for a community-level response. 

Recommendations:

• Development of common reference scenarios (e.g. for a pandemic) at 
the EU level while considering expertise from complementing actors/ 
sectors (e.g. ECDC);

• Expert exchange on methods and tools for risk analysis, data collec-
tion and homogenisation, joint planning sessions on risk management 
capabilities by cross-sectoral expert groups (academia, science, policy, 
private sector, etc.);
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Developing an information/knowledge management toolbox to comple-
ment UCPM based on the following needs identified during the tabletop 
exercise: sharing operational rules, sharing strategies for early warning of 
the population, sharing best practices for ensuring business continuity of 
civil protection/ emergency management authorities, sharing best prac-
tices on carrying out multi-sectoral lessons learned processes to increase 
resilience at national and international level.  Following the conclusion 
of the workshop, the key findings and recommendations reflected the 
present day reality where nobody is prepared to deal with a pandemic – 
neither international organisations nor member states by themselves. A 
global strategy has to be built for cooperation on resilience, as resilient 
societies start with resilient citizens. If international organisations do not 
work and function well, their member states can be confused and lose 
access to necessary toolboxes (mechanisms, instruments, and platforms). 
Thus, it is important to build contingency planning at the national level 
and to create a framework of common rules for member states at the 
international level. 

2.2 ROMANIA’S COOPERATION WITH THE CIVIL 
SOCIETY AND PRIVATE SECTOR

At the beginning of the Covid-19 pandemic, an unexpected paradox 
occurred that had not been anticipated at the global level. Instead of 
strengthening ties between international organisations and member 
states, international cooperation actually weakened them, leading to a 
lack of joint, unified, and homogenous measures at both the European 
and international levels. In this situation, Romania has tried to identify 
additional resources at the national level and has been actively involved 
in cooperation with civil society organisations and the private sector. 

This cooperation mainly targeted public awareness campaigns and 
humanitarian convoys, with the main focus on supporting disadvan-
taged/marginalised areas and the vulnerable and/or isolated popula-
tion. Following the AoA methodology and techniques, according to the 
figure presented above, it can be seen that technology is an engine for 
social change as well as an enabler that annihilates geographical barriers, 
optimises procedures, helps societies to grow and become more resilient.
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Emerging technologies have played a crucial role during the global 
emergency generated by Covid-19, especially through innovative solu-
tions that provide an added value in different areas from prevention to 
preparedness, from mitigation to response. Technology is a challenge 
but can decisively contribute to saving lives if used in the right way. 
In order to understand the impact of emerging technologies, mainly 
in the Covid-19 context, I will further present three examples from 
the Romanian cooperation with civil society organisations and the 
private sector: cooperation with SAP Romania, Code for Romania, 
and Bucharest Robots Start-up.

Cooperation with SAP Romania

The initial goal of the cooperation with SAP Romania was to explore 
technological solutions for helping the Romanian authorities to bet-
ter respond to the Covid-19 pandemic using artificial intelligence and 
robots. One of the proposals generated a pilot project related to a chat 
bot, the main function of which would be to reduce call loads, espe-
cially the load of repetitive questions addressed to the Health Authority 
Management at the local level. Moreover, there have been discussions 
regarding a web/mobile app for liaising with family doctors and con-
nect with confirmed cases to increase the efficiency in monitoring their 
symptoms and their overall state of health. 

Technology is an important factor in overcoming the crisis, not only 
at the economic level but also at the societal level: ‘The future has 
moved into our presence, and we must adapt even quicker than before 
and find new ways of reaching out to one another. SAP helped its 
customers adapt to rapidly changing conditions, and provided solu-
tions to directly address many of the issues faced by customers and the 
broader community caused by Covid-19: understanding and respond-
ing quickly to needs, meeting acute sourcing challenges, temporary 
staffing, managing business travel disruption and remote working’ 
(interview with Josephin Galla, Managing Director for SAP South 
East Europe & Ukraine). Transformation and adaptation – especially 
in crisis situations – are required at global level and SAP proactively 



151

The Strategic Interplay between Resilience and Covid-19 Pandemic...

151

The Strategic Interplay between Resilience and Covid-19 Pandemic...

helped governments, Romania being a new-entry on a longer list with 
Bulgaria, Germany, the Netherlands, and the United States2. 

Technology is at the forefront of evolving processes, it is an open door to 
transforming expectations into actions, on the condition of being used 
in the right way and for the right purpose.

Cooperation with Code for Romania

The NGO’s perspective on using technology and finding digital solutions 
adapted to new circumstances is characterised as follows: ‘technology 
in itself is not a goal and it is not enough to own the tech, but how you 
channel its benefits to help communities and societies increase response 
and resilience capacity. Tech in various forms has always been around 
and has always been a facilitator of progress. If we take a look at the past 
10 years, we will see that civic technology, together with gov tech and 
social tech, has become more and more essential to healthy societies all 
over the world. Initiatives, such as Code for America, Code for Africa, 
mySociety and many more, have dedicated immense efforts to solving 
social and civic issues through the use of software and also hardware’ 
(interview with Olivia Veraha, Co-founder and Chief Operations Officer 
at Code for Romania).

Cooperation with tech NGOs, such as Code for Romania in developing a 
Covid-19 ecosystem based on a comprehensive package of technological 
solutions, useful for both national authorities and the population, resulted 
in several apps and platforms: StiriOficiale.ro (Official News), Date La 
Zi (Current Data), Ce Trebuie Sa Fac (What Should I Do), Diaspora Hub 
and RoHelp.

2 A few examples of SAP’s contribution to fighting Covid-19 at the global scale by using technology: 
Bulgaria – a monitoring system developed specifically for the Covid-19 crisis which 
provides the citizens with continuous information on the Covid-19 situation, but also 
identifies risk groups through screening questions and manages voluntary offers; 
Germany – development of a platform at the request of the German MFA 
on which citizens stranded abroad could indicate their intention to return 
home, helping the German government to organise their secure repatriation; 
Netherlands – cooperation between private stakeholders in order to develop the Corona 
Warn App. United States – helping to set up an emergency hospital in New York, especially by 
allowing access to the SAP platform to enhance hospital beds procurement and delivery in a 
fast-paced manner (i.e. procurement of 500 beds and delivery in 30 minutes).
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Since its launch, the platform StiriOficiale.ro (official news) was consid-
ered as the central hub of the digital ecosystem in terms of communica-
tion, each news digital product being linked to this one. According to 
the data centralised by Code for Romania, one in four adults in Romania 
has used the platform for information. At the same time, the platform 
DateLaZi.ro (current data) provided daily statistics on the pandemic evo-
lution on the national territory. Moreover, the platform CeTrebuieSaFac.
ro (what should I do) provided useful content for the pandemic period, 
demystification, advice for parents, information about the pandemic, 
etc. Diaspora Hub represented a platform designed for both Romanian 
citizens abroad and various entities informal support groups, NGOs and 
cult entities that were in need. Last but not least, the RoHelp platform 
included small and medium organisations that carried out local actions 
that needed fundraising during the pandemic. All of the solutions are 
still up and running and the subscribers database keeps on growing 
every month.

Furthermore, the Department for Emergency Situations and Code for 
Romania, with the support of the World Bank, developed the Resource 
and Volunteer Management App (version 1.0 RVM) application that 
can be particularly adapted to the Covid-19 pandemic. The application 
allows inventory management of available resources, maintains a clear 
situation regarding the quantities, types of materials and places where 
they are stored, as well as the status of volunteers organised on distinct 
skills and specialisations. Almost all CSOs have a set of resources, thus 
human and material resources can be monitored and even used in case of 
disasters: headquarters, tents, sleeping bags, high-coverage communica-
tion channels, shelter facilities, first-aid kits, or even medical personnel 
or the adequate infrastructure to raise funds and organise donations in 
kind, humanitarian activities or awareness campaigns.

Cooperation with the Bucharest Robots Start-up

Civil society organisations and the private sector were involved in build-
ing modular field hospitals (medical support units) for non-critical or 
asymptomatic Covid-19 patients. This project resulted in a ‘hospital of 
the future’ using various technologies and artificial intelligence to ensure 
the minimum contact between the infected persons and the medical 
staff: automatisation of patients triage, connected medical services and 
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f leet of robots (in charge of air/ground disinfection based on UVC rays, 
serving at the patient’s bedside, discussing with the patient on the Covid-
19 effects based on its AI module, providing instructions regarding the 
dining place, bathrooms, Wi-Fi network and internet password). Robots 
can help a lot during crisis management situations: ‘disinfection robots, 
cleaning robots, delivery robots, telepresence robots – they can all help 
humans’ (interview with Ana-Maria Stancu, CEO Bucharest Robots, 
board member euRobotics). 

Moreover, technology can help in numerous other ways: monitoring 
existing processes, generating alerts and repeated scenarios to educate the 
general public in the context of emergency and/or exceptional situations: 
‘in all these cases, technologies, such as IoT, 5G and robots can become 
useful tools in deploying solutions for societies. Moreover, at the EU 
level, strategies for AI were drafted considering the status quo and cur-
rent situation. When the pandemics started, the European Commission 
gathered information about available AI and robotics solutions to fight 
pandemics and launched several funding opportunities to develop new 
solutions’ (interview with Ana-Maria Stancu, CEO Bucharest Robots, 
board member euRobotics). 

*

Interconnectivity among all stakeholders (international organisations, 
member states, civil society, private sector) was helpful in fighting SARS-
CoV-2 and its consequences. Even if not coordinated and complementary 
in the first phase, states and international organisations managed to find 
a common path to advance. In the longer run, it is important to identify 
lessons learned from Covid-19, work together at all levels and help soci-
eties become more resilient. Romania tried to work with local actors at 
the beginning, to identify back-up measures and activate contingency 
planning, and later on to use the toolbox packages (mechanisms, instru-
ments and platforms) offered by international organisations to increase 
its strengths and overcome weaknesses in crisis management. 
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CONCLUSION

This article presented the concept of resilience seen from the perspective 
of different lenses in the light of the Covid-19 pandemic, but also tried to 
answer the research questions presented at the beginning.

Regarding the first research question, ‘How can international organisa-
tions develop a multi-layered and integrated toolbox in building resilient 
societies?’, we have learned through this article that resilient societies are 
at the front line in increasing the level of resilient states and international 
organisations. The set of approaches, assets, and ambitions of interna-
tional organisations and their member states became visible relatively late. 
Problems, such as lack of coordination, decrease of international coopera-
tion, gaps in finding a common strategy, bureaucratic decision-making 
– all these require the review of resilience ecosystems in times of crisis. 

However, the strategic interplay between resilience and Covid-19 man-
aged to find solutions and to limit the general uncertainty, in a balanced 
approach between strengths and weaknesses. The link of resilience with 
security (NATO), society (EU), and development (UN) represents an 
interconnected approach at global level and brings specific layers for each 
international organisation. Once the communication process started, 
international organisations have activated their coordination mecha-
nisms and control instruments, and the situation started to consider-
ably improve on the ground (i.e. national and international policymak-
ing, crisis response and management, scientific and technical expertise, 
exchanges between experts at different levels).

For example, NATO EADRCC and EU ERCC have been working as a 
resilient toolkit in crisis management, being complementary and syn-
chronised, allowing exchange of information and coordinated responses. 
It is also important to stress the fact that both NATO and EU provided 
assistance not only to their member states but also to their partners, 
being able to cope with pandemic challenges. However, at the UN level, 
the framework of multilateralism was replaced with unilateral measures, 
limited or delayed involvement, all of these contributing to put interna-
tional cooperation in a negative light. 
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NATO, in its capacity as an integrator during the Covid-19 pandemic, 
was interested in developing multi-layered mechanisms of cooperation, 
being mainly focused on civil-military cooperation (i.e. logistic assets 
and transport capabilities, medical and non-medical support), cross-
sectoral cooperation (i.e. seven baseline requirements for resilience), 
and international cooperation (i.e. partnership, coordination and har-
monisation). Civil preparedness and the seven baseline requirements 
have energised NATO’s approach to resilience. 

The EU, in its capacity as a multi-nodal integrator during the Covid-
19 healthcare crisis, was involved in updating its policies, developing 
multi-layer measures around the 4P: prevention, preparation, protection, 
and promotion. Risks require adequate and adapted SWOT and PMI 
analyses, and we have seen the importance of the UCPM arms through 
its new instruments, such as rescEU and ESI. The EU’s support has been 
beneficial in vaccines supplies, treatment with authorised medicine, 
transport of medical teams and patients, training of healthcare pro-
fessionals in ICU, and building strategic stockpiles, all of which have 
improved the EU’s approach to resilience.

The UN, acting as a facilitator during the Covid-19 global emergency, 
was concerned with improving communication for better crisis man-
agement through the WHO, as well as providing recommended health 
measures. Moreover, through its PEOPLES Resilience Framework and 
the UN SDG, the UN is focused on citizens and communities as main 
drivers of societal resilience. Community-driven solutions and rein-
forced communities to cope with crisis situations have been acted as a 
catalyser for the UN approach to resilience. 

The second research question, ‘To what extent member states can use 
this toolbox to increase their strengths and overcome weaknesses in crisis 
management?, highlighted the transition from the international to the 
national level, based on a case study of the Romanian strategic response 
to the Covid-19 pandemic. 

The link between crisis management and civil protection should pro-
vide an open space for effective cooperation among decision-makers 
and stakeholders that allows integrated, interoperable and intercon-
nected solutions. Thus, we have observed throughout the case study that 
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Romanian cooperation with international organisations as well as with 
the civil society and private sector can lead to timely decisions. 

Over time, Romania has managed to build strong ties with international 
organisations, using all the available international mechanisms and 
instruments for crisis management, as well as building upon strategic 
partnerships with civil society and private sector, all of these contrib-
uting to innovative solutions and quick responses in the benefit of the 
population. The challenge is not yet over, however: ‘with this greater 
interconnectivity […] the policies and practices towards infectious disease 
outbreaks in the countries of the region, as well as the interplay between 
regional states and international organisations and institutions, are an 
important topic for study’ (Lo Yuk-ping and Thomas, 2010, p. 448). 

To conclude, Covid-19 highlighted gaps and inconsistencies at the level of 
both member states and international organisations. Even if we identified 
over this article multi-layered and integrated toolbox packages in building 
resilience and overcoming crisis management, it is clear that there is a 
difference between strategy and practice, exercises and real time emergen-
cies and disasters. Nobody was prepared for the current pandemic and 
most probably it will still take some time before scientific solutions are 
put in place. However, the main lesson learned is that most of the nations 
are far away from having resilient societies and this should be their main 
priority in the future: build a culture of preparedness and contribute to 
the behaviour change of their populations. This will help prepare for and 
prevent future epidemics or natural and man-made disasters.
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LIST OF ACRONYMS

1. AI Artificial Intelligence

2. AoA Analysis of Alternatives

3. CECIS Common Emergency Communication and Information 
System

4. CEO Chief Executive Officer

5. CSO Civil Society Organisation

6. EADRCC Euro Atlantic Disaster Response Coordination Centre

7. ERCC European Response Coordination Centre

8. ESI Emergency Support Instrument

9. EU European Union

10. HILP High Impact Low Probability

11. ICU Intensive Care Units

12. IoT Internet of Things

13. IRCSG The Industrial Resources and Communications Services 
Group

14. MERS Middle East Respiratory Syndrome

15. MFA Ministry of Foreign Affairs

16. NATO North Atlantic Treaty Organization

17. NATO CEPC NATO Civil Emergency Planning Committee

18. NATO CPG NATO Civil Protection Group

19. NATO JHAFG NATO Joint Health, Agriculture and Food Group

20. NATO SPS NATO Science for Peace and Security Programme

21. NATO TG NATO Transport Group

22. NGO Non-Governmental Organisation

23. PEOPLES Population and Demographics, Environmental/Ecosystem, 
Organised Governmental Services, Physical Infrastructure, 
Lifestyle and Community Competence, Economic 
Development. Social-Cultural Capital

24. PMI Plusses, Minuses, Interesting

25. RES Resolution

26. rescEU European Reserve of Resources

27. RVM Resource and Volunteer Management App

28. SARS Severe Acute Respiratory Syndrome

29. SDG Sustainable Development Goals

30. SWOT Strengths, Weaknesses, Opportunities, Threats

31. UCPM Union Civil Protection Mechanism

32. UN United Nations
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33. UN OCHA United Nations Office for the Coordination of 
Humanitarian Affairs

34. UNDRR United Nations Office for Disaster Risk Reduction

35. WHO World Health Organisation 
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ABSTRACT

 

This article presents the results of a field test of drone technology which 
is being used in the collection of traffic accident data as conducted by the 
Estonian Academy of Security Sciences in September 2019. The experi-
ment is part of a larger research project which is investigating the viability 
of the use of new forms of technology in traffic police work, especially 
drone cameras. Drones have shown that they have the potential to support 
and enhance traffic accident data collection, and can therefore greatly 
enhance the legal processing of accident scenes. Additionally, drones are 
able to capture data at a comparatively quicker rate than are manual meth-
ods. Further investigation is required, however, to determine whether 
data that is collected by drones is sufficiently accurate for the purposes 
of carrying out measurement checks at accident sites.

The aim of the field test being presented here was to compare the accu-
racy and speed of data collection using the terrestrial scanner, a Leica 
C10 ScanStation, and a quadcopter drone, the Matrice 210v2 with 15 mm 
RGB, 45 mm RGB, and thermal infracted 13 mm cameras. Measurement 
accuracy was calculated in terms of data, both with and without geo-
references, via the use of photogrammetry. Taking terrestrial scanner 
measurements as a benchmark, the experiment found the following: i) 
when drone data was geo-referenced, the difference between the bench-
mark and those measurements that were based on drone camera data 
ranged from 6.7–7.5 cm; without geo-referencing the error or difference 
was significantly higher, reaching at least 2 m; ii) when a local scale bar 
measurement was used, camera data accuracy remained high even with-
out the data being geo-referenced. 

Although geo-referencing can improve accuracy, the additional software 
and also hardware requirements add additional time and the requirement 
for a level of skill to the job of data processing. Results with local scale 
bar measurement, however, indicated the likelihood that geo-referencing 
may not be required to maintain accuracy rates. When considering these 
results, the article concludes that drone technology bears further study 
as an alternative to the currently-used manual methods.
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INTRODUCTION

This article presents the results of a field test involving drone technology,1 
specifically in terms of the collection of data where it is related to the 
scene of a traffic accident, as conducted by the Estonian Academy of 
Security Sciences in September 2019. This field test focussed on the data 
collection process in low-light conditions, using an accident scenario 
in which a pedestrian has been hit by a private motor vehicle, with the 
accident having taken place in an urban setting. The field test is part of a 
larger area of research which is investigating the viability of new forms of 
technology in traffic police work, especially in the form of drone cameras, 
and how they may serve to complement existing accident scene docu-
mentation practices, especially in terms of measurements being taken by 
the use of photogrammetry. Currently, accident scene measurements are 
taken using manual methods, and the adoption of new forms of technol-
ogy requires an assessment of that technology’s use value, including a 
comparison of accuracy levels and speed against the current methods.

Drone photography, including photogrammetry via drone imagery, has 
shown itself to have the potential to be able to support and enhance 
aspects of data collection at the scene of traffic accidents, including the 
possibility of being able to improve the speed at which data is collected at 
the scene, as well as allowing the possibility of being able to re-visit and re-
measure accident scenes after the initial measurements have been taken. 
In respect to this second point, the implementation of drone technology 
also has the potential to improve the accessibility of data for the legal 
processing of the scene of traffic accidents. Having said that, the usage 
value of drone photography and drone-data-based photogrammetry in 
traffic accident scene investigations, including the ability to assess data 
validity and measurement accuracy, has not fully been established and 

1 As a note regarding terminology, this article is referring to drone technology (or drones, in 
short), where the drone is ‘an unmanned aircraft or ship that is guided by remote control 
or onboard computers’ (Merriam-Webster, 2020). In existing research, drone technology is 
often also referred to as ‘unmanned aerial systems’ (UASs). UASs include an unmanned aerial 
vehicle (UAV), a ground-based controller, and a communications system between the two. 
This article considers these two ways of referring to the technology to be broadly equivalent, 
and so the use of these terms is largely interchangeable.
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is still subject to testing. Whilst drones have generally proven to offer 
a rapid solution in terms of data collection, research questions remain 
regarding whether the speed of data collection may come at the cost of 
data accuracy, as well as questions remaining regarding the best method 
to be used for collecting data via drone which could further be used for 
photogrammetry. The field test described in this paper goes some way 
towards addressing these questions.

In that light, Section 1 introduces the context within which is located 
the broader research project to which this paper contributes. Section 2 
describes the methodology used in the field test (2.1), and the results 
for that field test (2.2). The article concludes with a brief analysis of the 
relevance of those results within both the local and broader research 
context, including a discussion of further lines of research that have been 
indicated by the results of the field test.
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1. RESEARCH CONTEXT

A significant barrier in terms of the uptake of specific new forms of 
technology in law enforcement practices, even for forms of technology 
that have widely been discussed as potential complements to current 
law enforcement practices, is a lack of research that serves to confirm 
the reliability and usage value of the relevant forms of technology. One 
such area, with which the field test described here is concerned, is data 
collection and measurement at the scene of a traffic accident. 

The practice of manually carrying out data collection at the scene of a 
traffic accident, and especially the measurement of accident scenes, is 
common around the world. However, this approach is both time-con-
suming and labour-intensive, which in turn can have indirect negative 
consequences. Along these lines, research that has been conducted by 
the US Department of Transportation, and the National Highway Traffic 
Safety Administration (Blincoe et al, 2015), indicates that service provid-
ers can incur significant monetary costs through increased fuel usage 
and time lost due to an accident scene being closed off so that manual 
data collection can take place. Studies by Dukowitz (2020), Kamnik 
et al (2019), and the Purdue University (Sequin, 2019), indicate that 
traffic jams and delays that result from an accident scene investigation 
can lead to secondary accidents; with the Purdue study finding that 
secondary crashes increase by up to a factor of 24 during the time in 
which law enforcement officials are collecting data. Similarly, Dukowitz 
indicates that the possibility of a secondary crash occurring increases by 
3% for every minute that the scene of an accident is sealed off, whilst law 
enforcement officials and towing and recovery personnel are themselves 
most vulnerable during that same period (Dukowitz, 2020). 

In addition to these costs in terms of time and labour, as well as the 
physical threat to human life, the common methodology of using a tape 
measure or a measuring wheel, with manual note-taking, and the use of 
handheld cameras to document the scene, are all practices that are prone 
to human error (see Shinar et al, 1983; similarly, see also Griffard, 2019, 
p 53, which shows that attention has been draw to potential problems 
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both in terms of erroneous data collection and data insertion when it 
comes to a criminal investigation that makes use of the data).2 

Despite these apparent issues with manual data collection and measure-
ments at the scene of an accident, few technological alternatives have been 
considered as being possible complements to existing practices or as ways 
of enhancing this area of law enforcement (see, for example, Pagounis et 
al, 2006; Osman & Tahar, 2016). Reasons for this include the resilience 
of the current methodology in the face of various environmental condi-
tions, such as wind, rain, or low levels of lighting, plus which the ease of 
use of the relevant tools – the way in which they can be used and their 
levels of reliability – is somewhat robust, and has a comparatively low 
level of expertise required when it comes to processing the data that is 
collected. No additional personnel are required for such data processing 
(for an in-depth analysis of the conditions in which drones could be used, 
see Padua et al, 2020). Moreover, the current methods provide a degree 
of standardisation in the data collection process across international 
borders with relative ease (for a European initiative as an example, see 
SAU – Urban Accident Analysis System, 2007).

Two forms of technology that a growing body of research is testing and 
assessing as potential complements to the existing manual practices 
involve terrestrial laser scanners and drone technology. Of particular 
interest and emphasis within this research is the possibility of using such 
forms of technology to make possible the process of taking measurements 
at scenes of accidents to be conducted via photogrammetry. 

Terrestrial laser scanners send a laser beam towards numerous points 
on three-dimensional objects, measuring the distance between the col-
lected data points and the equipment itself. The data produced by this 
can, in turn, be used to generate a point cloud which, with the use of the 
appropriate software, is suitable for topographical mapping and spatial 
analysis (Oguchi et al, 2011). Additionally, this model can allow officials 
to effectively re-visit and re-measure the site at a later date. The scale of 
the speed and accuracy of point cloud creation – as reported by Oguchi et 
al (2011) – is between 104–106 points per second with an accuracy of 10-1 

2 The authors recognise that human error may occur in part as a result of external factors such 
as, for example, rapidly changing weather conditions, low-level lighting, and so on.
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to -100cm. In this light, there is evidence (Kersten et al, 2008) that laser 
scanners have an exceptionally high level of accuracy of measurement.3 
In relation to this, there has already been some uptake of this technol-
ogy in traffic policing practice in the USA (such as, for example, by the 
North Carolina Department of Transportation, 2017, p 3),4 and there have 
been further suggestions that scanners could be employed in crime scene 
investigation to reach and record points of a crime scene that a standard 
camera cannot (Tedinnick et al, 2019). Barriers to any wider adoption 
of this technology, especially in traffic policing, however, involve the 
relatively complicated nature of the technology and the comparatively 
high level of expertise that is required when it comes to processing the 
resultant data (although, as Rosell-Polo et al, 2019 point out, there is 
a growing number of user-friendly software applications that provide 
enhanced opportunities to use the data). In addition, laser scanners are 
expensive and are better suited for use in areas with less vegetation and 
a flat surface (Guisado-Pintado et al, 2019).5

Currently, the primary use of drones at traffic accident scenes, especially 
in the USA where they are most widely used, has been in terms of pro-
viding additional documentation of the accident scene in the form of 
photographs (especially aerial photographs) that can later be used in the 
investigation process (Bergal, 2018; Eyerman et al, 2018; John Hopkins 
University, 2018).6 In light of the limitations that have been mentioned 
when it comes to employing laser scanners in traffic policing, there is 
now a growing body of research into the potential shown by drone tech-
nology – in combination with photogrammetry software – to also be 

3 Every terrestrial scanner has a defined margin of error that is confirmed by the manufacturer. 
The scanner being used in this field test was confirmed to have a 4mm margin for error.

4 The Leica C10 ScanStation model terrestrial laser scanner has been tested for police use in 
Estonia, and is in some instances also used for 3D modelling. However, due to the absence of 
a certified methodology for carrying out measurement duties at the scene of a traffic accident, 
it cannot be used in taking measurements at accident scenes.

5 There is a growing body of research (especially that which has been considering the use 
of technology in terms of vegetation, snow, cliffs, etc, when it comes to monitoring and 
analysis), which has been investigating the simultaneous use of drone technology and TLSs 
as complementary forms of technology, with drones providing better access, and scanners 
greater accuracy (see, for example, Cooper et al, 2017; Bartoš et al, 2019; Yakar et al, 2014; 
Šašak et al, 2019).

6 In a survey conducted in the U.S in March 2019., it was reported that drones are also being 
used for surveying work, public education and outreach work, emergency response work, and 
daily traffic control and monitoring, as well as for scientific research and when inspecting 
high-mast light poles (Bergal, 2018).    
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able to provide assistance when it comes to data collection and taking 
measurements at scenes of accidents. One comparative strength of this 
form of technology is the possibility of being able to attach more than 
one type of camera to a single drone, thereby providing a greater variety 
of data to be collected.7 Additionally, drones are comparatively easy to 
operate, as well as cheaper to acquire and maintain than are terrestrial 
laser scanners (Kamnik et al, 2019; Perez et al, 2019). It is also suggested 
that the ability to operate the drone from the roadside when taking mea-
surements on site may contribute to the increased safety of the officer 
who is responsible for operating the drone (Queensland Police, 2019). 
Finally, the technology may deliver additional value to current practices 
by enabling the re-measurement of the scene of the accident without 
it needing to be revisited, as well as allowing for views of the scene of 
the accident that would not be possible otherwise (such as in terms of 
providing an overhead ‘bird’s-eye’ view). Employing drone technology 
in the collection of data from scenes of accidents is limited by weather 
conditions and the physical features of the specific site of the accident. 
However, the aspects of the technology that are mentioned above sug-
gest that it may, nonetheless, have significant advantages over terrestrial 
scanners as a complementary method to existing practices. 

That said, there are a number of concerns with the employment of drone 
imagery via photogrammetry that have so far curbed their use in terms 
of measurement purposes. Firstly, the camera being used needs to be 
suitably calibrated so that any data that is collected is not distorted in 
any way. This calibration, in turn, demands proper f light planning. 
Experiments that have been conducted by Su et al (2016) do, however, 
show that a rapid mapping system could be developed that would be suit-
able for these purposes. Secondly, different cameras and data collecting 
altitudes can provide photographs that are of differing levels of quality 
(which is calculated based on the number of pixels in each image), which 
can distort the size of objects, and their edges, and make the taking of 
measurements somewhat difficult. Field tests that have been conducted 
by Jurkofsky (2015) used circular targets for reference in an attempt to 
overcome this limitation, but that research suggests that the accuracy of 
photogrammetry can be compromised if such reference targets are not 

7  In the field test being reported in this paper, for example, three different cameras were used on 
one drone.



171

Improving Policing Through Technology...

171

Improving Policing Through Technology...

used. Furthermore, when using drone camera photos for photogram-
metry, the margin of error for the measurements needs to be established 
separately for each individual scene of accident. This contrasts with laser 
scanner imagery where the margin of error for measurements that are 
carried out via the scanner is pre-established by the manufacturer. One 
approach to overcoming this problem, and one which is already in use, 
is to georeference the images and any objects that are captured on the 
images. Using GNSS, this method situates the points at which the drone 
image is taken onto a world map. This geo-referencing can be carried 
out either with designated points marking the area at which the data is 
collected or with the built-in technology of the drone that is being used 
to take the pictures. The distance between the objects on the photograph, 
the length of objects, and so on, can be measured according to the des-
ignated points (in terms of the position of the point cloud) on the world 
map and the distance between those points.8 An alternative is to use a 
local object of a specific size as a benchmark measure. It is the viability 
of this process as well as that of the geo-referencing approach that the 
current research is intended to assess.

Taking all of these issues into consideration, a significant barrier to the 
adoption of this measurement technology is the lack of evidence that the 
combination of drone technology and photogrammetry software can 
provide measurements that are of sufficient accuracy for the purpose of 
traffic policing and scene of accident analysis (John Hopkins University, 
2018, p 57). Two current articles that address this gap are Padua et al 
(2020), and Kamnik et al (2019). Both of which take the similarity of data 
results that have been collected by means of conventional methods and 
those which have been collected using drone technology to be indicative 
of the feasibility of drone technology for use in traffic accident investiga-
tions. It is to this short list of research into accuracy that the field test 
described here contributes, with a specific focus on the local law enforce-
ment context in Estonia in which the field test was conducted.

Police involvement in traffic accidents (which involve motor vehicle-
related collisions) in Estonia is required when a person is harmed or 
when the parties involved in the collision and/or the owners of other 
objects that have been involved and damaged in such a collision are 

8  For the methodological concerns see, for example, Zhou et al, 2017; Oniga et al, 2020.
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FIGURE 1: Data collection from the traffic accident – initial report at the scene of the 
accident, produced via the field test.
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unable to agree upon the amount of damage that has been done and/or 
which party is responsible for the accident.9 In keeping with practices 
in other countries, accident site data in Estonia is collected manually. 
Manual data collection precludes the ability to re-create or re-measure 
the scene of the accident. Therefore, it is of crucial importance that any 
data which is collected at the scene be as comprehensive as possible. 
This involves producing an accurate representation of the scene which 
is suitable for subsequent investigative work in the office and an analysis 
of the accident. In this light, manual data collection in Estonian traffic 
policing includes the task of measuring the relevant features of the acci-
dent site and providing a schematic representation or memo drawing 
of the scene (as illustrated in Figure 1). Having conducted this process, 
the police officers involved will return to their office to draw up a more 
detailed image of the collision site (a process that is illustrated in Figure 
2), which provides the primary material for the investigation, in addition 
to photographs from the scene of the accident and statements from the 
parties that were involved in the accident. 

In line with earlier comments, the process of carrying out manual data 
collection and accident site measurement which is currently followed 
in Estonia is somewhat time-consuming, while potentially also leading 
to subsequent issues with traffic management – including secondary 
accidents – and is prone to human error, particularly so with large or 
complex accidents where producing the detailed plan that is required for 
the subsequent investigation can be extremely complicated.10 In addition, 
a pressing underlying issue that is specific to Estonia is the bearing of 
demographic changes in a broader sense on current policing practices, 
where a decreasing population is predicted to lead to a significant reduc-
tion in the working age population and, so too, to potential shortfalls in 
policing staff levels (Ministry of the Interior of Estonia, 2020; Ministry of 
the Interior of Estonia, 2019). At the same time, a decrease in the relative 

9 In March 2020, Statistics Estonia (Statistics Estonia, 2020a) reported that in 2019, there were 
a total of 1,406 traffic accidents reported, which means an average of 118 a month and four a 
day; according to the Estonian Road Administration, by 1 September 2020, there have already 
been 889 traffic accidents in this year involving human victims (The Republic of Estonia Road 
Administration, 2020). 

10 When it comes to secondary traffic accidents, the authors recognise the difference in the scale 
of road traffic in the USA (where the primary body of research originates that is referenced in 
this article) and in Estonia, but consider the aforementioned concerns regarding the safety of 
law enforcement officers, etc, to be a pressing concern in Estonia nonetheless.
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FIGURE 2: Traffic accident report – detailed report, drawn up in the office according 
to the initial report from the scene of the accident (the report shown involves a rail 
accident that took place in Raasiku in 2014).
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working age population of Estonia need not result in a similar change to 
the driving population. The population in Estonia, as in Europe more 
generally, is aging with corresponding rises in life expectancy levels. In 
line with this trend, it is to be expected that in the future the share of the 
population that is eligible to drive will continue to increase (Eurostat, 
2019). Related to this, economic growth and improving economic welfare 
has resulted in continued growth in the number of passenger cars being 
sold in Estonia, with the last five years alone seeing the number of pri-
vately driven motor vehicles on the road increasing by 100,000 (Statistics 
Estonia, 2020b). These demographic and economic shifts may then pro-
duce reductions in the number of available traffic police at the same time 
as there is an increased need for traffic policing, including being able to 
respond to and investigate scenes of accidents.11 Considering these shifts, 
it is vital to policing across the board in Estonia that policing practices 
be modernised when and where that is suitable and possible – including 
in the provision of traffic policing.12

Within the local context described, the Estonian Academy of Security 
Sciences launched a research project in 2019 which aimed to assess the 
potential of employing photogrammetry that can be facilitated by drone 
along with the process of collecting data via drone as an additional means 
of measuring details at traffic accident sites. To do so, this ongoing proj-
ect is conducting a series of field tests,13 which will compare the image 
quality of various cameras that are attached to drones which are being 
employed at a specific accident site to test the efficacy of using (drone) 
cameras in different lighting conditions,14 while also testing the efficacy of 
using (drone) cameras in different settings,15 and in simulated scenarios,16 
and to analyse the accuracy of measurements that are taken via photo-
grammetry with and without geo-referenced data. In the remainder of 

11 Thanks are given here to an anonymous reviewer for pushing the need to discuss both aspects 
of the significance of demographic and economic changes.

12 The authors take into consideration the possibility that the technological solutions being 
tested here may be of limited use in Estonia due to the local weather conditions, the density of 
the population, the large number of rural roads, and other local factors.

13 At the time of writing, seven field tests have been conducted. 
14 Field tests are conducted in daylight as well as under low-lighting conditions, both with 

additional lighting and without. 
15 Some field tests simulate built up urban areas, others rural settings and/or larger roads.
16 Some simulations model accidents in which a pedestrian is hit, while others simulate collisions 

between cars.



176

PROCEEDINGS • XIX • 2020• OLD AND NEW THREATS – CHALLENGES FOR INTERNAL SECURITY

176

this article, the findings from one field test are presented, which took 
place on 5 September 2019 on the premises of the Estonian Academy of 
Security Sciences in Tallinn. The aim of this specific field test was: i) to 
compare the accuracy and speed of data collection by a specific model 
of terrestrial scanner and a quadcopter drone which was equipped with 
RGB and thermal infracted cameras; and ii) to compare the accuracy 
of the drone data measurement process via photogrammetry with and 
without geo-referenced data. In the next section (2.1), the methodology 
used to conduct the field test is described, and in 2.2, the results of the 
test are presented.
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2. FIELD TEST

2.1 METHODOLOGY

The aim of the field test being presented here was to compare the accu-
racy and speed of data collection using the terrestrial scanner, Leica C10 
ScanStation, and the Matrice 210v2 quadcopter drone with 15 mm RGB, 45 
mm RGB, and thermal infracted 13 mm cameras. The field test was con-
ducted in low-light conditions during the early hours of 5 September 2019 
on the premises of the Estonian Academy of Security Sciences in Tallinn. 
The field test simulated a densely-built urban area in which the scene of 
the accident is surrounded by buildings, posts, wires, and other compo-
nents of a built-up infrastructure. The simulated accident involved one 
private motor vehicle and a pedestrian, with the latter being represented 
by a life-size dummy that was employed at the scene of the accident to 
simulate someone who had been hit by the vehicle, and was now lying in 
the road a couple of metres in front of the vehicle.

Data gathering was conducted using a Leica C10 ScanStation terrestrial 
scanner and a Matrice 210 v2 quadcopter drone with 15 mm RGB, 45 mm 
RGB, and thermal infrared 13 mm cameras. Data was geo-referenced using 
the RTK GNSS Trimble Catalyst DA1 service with a 10 cm accuracy. For 
drone data processing and ready-to-use data product development, use was 
made of the Agisoft Metashape photogrammetry software; CloudCompare 
software was used for terrestrial scanner data merging. On-scene lighting 
was provided by two of the police department’s portable lighting equipment 
units, a Solaris Duo 40,000 Lumens Rechargeable LED Lighting System.  

Accordingly, five different ready-to-use data products were produced. 
The first was a handwritten sketch of the scene of an accident (data 
product-0) in which important measurements were described (see Figure 
1). In addition to the sketch, following the data gathering protocol for an 
accident site, the scene of the accident was photographed using a handheld 
camera. As with the conventional process, the data collection process 
from the scene of a road traffic accident is complemented with a more 
detailed sketch on millimetre paper which will be drawn later (see Figure 
2). The measurements that were taken in this process were done using a 
handheld measuring wheel and were rounded to the nearest tenths of a 
decimal place, e.g. from 2.11 m to 2.1 m (see Figure 1). 
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In addition to the manually-produced data product, a Leica C10 
ScanStation laser scanner was used to gather data to create a high accuracy 
point cloud that was later used as the benchmark when it came to com-
paring the accuracy of drone camera data against the manual product.17 
Data product-1 was generated with the data that had been obtained by 
means of the laser scanner (the maximum scope for error for the Leica 

17  The use of laser scanner measurements as a benchmark is in keeping with the methodology 
used in similar research from other countries, such as Jurkofsky, 2015; Kamnik et al, 2019.

FIGURE 3: A Leica C10 laser scanner point cloud, with benchmark data that has been 
geo-referenced using RTK GNSS.

FIGURE 4: A 15 mm focal length RGB camera point cloud and orthomosaic, geo-refer-
enced using RTK GNSS.
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C10 scanner is 4 mm if the distance being measured is geo-referenced 
using the aforementioned RTK GNSS (see also Figure 3)).

The second data product (data product-2) and the third (data product-3) 
were point clouds and orthomosaics that were derived from drone data 
from the 15 mm and 45 mm focal length RGB cameras. Both of these 

FIGURE 5: A 45 mm focal length RGB camera orthomosaic and point cloud, 
 geo-referenced using RTK GNSS.

FIGURE 6: A 45 mm focal length RGB camera point cloud, geo-referenced using a scale 
bar.
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data products were also geo-referenced using RTK GNSS (figures 4 and 
5). The fourth data product (data product-4) was also derived from the 45 
mm focal length RGB camera on the drones, but this was geo-referenced 
using only the drone’s on-board GNSS which has a level of accuracy up 
to 1.5 m (Figure 5). The fifth data product (data product-5) is identical to 
the fourth apart from its being geo-referenced with a scale bar (Figure 6). 

Once generated, the five ready-to-use data products were then compared, 
being assessed with a focus upon accuracy and the speed of data collec-
tion. The accuracy of the data products that were produced via the use of 
the drone (data products 2, 3, 4, and 5) was assessed by way of two dif-
ferent methods, both of which have been used in prior research to assess 
the available options in terms of the use of drone imagery in measuring 
road traffic accident scenes via photogrammetry. One method was to 
assess the accuracy of geo-referenced data products (data products 2, 3, 
and 4) against the benchmark terrestrial scanner measurements (data 
product-1) in a global context. For the purpose of this assessment, the 
CloudCompare software was employed, with calculations made for how 
far the neighbouring points from each of the relevant data products (i.e. 
the point clouds) as derived from drone data were from the benchmark 
point cloud that was generated from the terrestrial scanners. The second 
method was used to assess the accuracy of data product-5, by employing 
a local scale bar on the image for subsequent measurement.

2.2 RESULTS

The results represented in Table 1 show the time taken to gather the 
measurements that were used to generate each data product. The results 
show that using just a drone alone with its own geo-referencing equipment 
takes significantly less time when it comes to generating  a data product 
than does manual measurement, a laser scanner, or using additional geo-
referencing technology. The same speed can also be achieved as when 
using a drone’s built-in geo-referencing technology when using a local 
scale bar to produce the data product. As shown by the field test results 
that are presented in Table 1, whilst the drone flight for data gathering 
takes the same amount of time (five minutes) whether or not the data is 
geo-referenced, the time taken in setting up the RTK GNSS equipment 
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for geo-referencing purposes increases the data collection time by as 
much as fifteen minutes. The use of a terrestrial scanner is significantly 
more time-consuming than the other methods that were used in the 
field test.18 The last column in Table 1 ranks the data product in terms 
of product creation speed.

The remaining results describe the percentage of drone data for each 
data product that is within, respectively, 5 cm, 10 cm, or 15 cm accuracy 
of the benchmark product. For data product-5, the assessment was car-
ried out in a two-dimensional setting with the benchmark data being 
employed in this case coming from those measurements that were carried 
out using a handheld measuring wheel and a measuring tape. The model 
was referenced using one measurement – the height of the dummy – and 
its accuracy was assessed via the use of four independent distances that 
were measured with a measuring wheel. The results describe how close 
(in terms of metres) were the distances that were measured via the drone’s 
data model to the benchmark measurements from the measuring wheel. 

Figure 7 describes the accuracy assessment of data product-2 against 
the terrestrial scanner data. The results show that approximately 80% 
of the drone data has a margin of error that is less than 10 cm, and 95% 

18  The authors recognise that newer terrestrial scanners are significantly quicker in terms of 
taking the measurements and providing the relevant data for the data product than is the 
scanner used in the field test (the latest technology can take around fifteen minutes to gather 
the relevant data).

TABLE 1: List of ready-to-use data products that were produced as part of the current 
field test and the time taken to produce each of them.

Data product Data product name Time Place

0 Measuring wheel measurements and 
photographing

20 minutes II

1 Terrestrial scanner 50 minutes III

2 Drone and 15 mm RGB camera, with 
RTK GNSS geo-referencing

20 minutes II

3 Drone and 45 mm RGB camera, with 
RTK GNSS geo-referencing

20 minutes II

4 Drone and 45 mm RGB camera, with 
drone GNSS geo-referencing

5 minutes I

5 Drone and 45 mm RGB camera, with 
scale bar geo-referencing

5 minutes I
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of it that is less than 15 cm. Figure 8 describes the accuracy assessment 
for data product-3 against the terrestrial scanner. As illustrated by the 
data presented in the figures, the results for data product-3 are similar 
to those for data product-2, with an average error for product-2 being 
6.7 cm and an average error for product-3 being 7.5 cm, a difference that 
is not statistically significant in the current context (it can be noted that 
data product-3 has a greater number of points and pixels and so gener-
ates a higher resolution representation of the scene than does product-2; 
however, this has no bearing upon the results of the field test).

Figures 9, 10, and 11 describe the accuracy of data product-4. These fig-
ures reveal a significant loss in accuracy when only the drone’s onboard 
GNSS device is used, in contrast to data products-2 and 3, both of which 
are geo-referenced using RTK GNSS. The average margin of error for 
data product-4 which uses only the onboard GNSS equipment is 4.81 m, 
whilst data products-2 and 3, which were geo-referenced using separate 
units, had margins of error that were only between 6.7 cm and 7.5 cm. 
This 4.81 m average margin of error can largely be explained by inaccurate 
elevation data, for which the average margin of error is approximately 4 
m. However, even when limited to two-dimensional data and so exclud-
ing the elevation data, the margin of error is approximately two metres 

FIGURE 7: An accuracy assessment of a 15 mm focal length RGB camera point cloud 
(data product-2, RTK GNSS geo-referenced), against terrestrial scanner benchmark data.

FIGURE 8: An accuracy assessment of a 45 mm focal length RGB camera point cloud 
(data product-3, RTK GNSS geo-referenced), against terrestrial scanner benchmark 
data.
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FIGURE 9: An accuracy assessment of a 45 mm focal length RGB camera point cloud 
(data product-4, geo-referenced using the drone’s onboard GNSS), against terrestrial 
scanner benchmark data.

FIGURE 10: An accuracy assessment of a 45 mm focal length RGB camera point cloud 
(data product-4, geo-referenced using the drone’s onboard GNSS), against terrestrial 
scanner benchmark data in the three-dimensional direction (x, y, and z).

FIGURE 11: An accuracy assessment of a 45 mm focal length RGB camera point cloud 
(data product-4, geo-referenced using the drone’s onboard GNSS), against terrestrial 
scanner benchmark data in the two-dimensional direction (x and y).
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(Figure 11). This means a figure that is around 25 times higher than those 
for data products-2 and 3.

Figure 12 describes data product-5. This is created from the inaccurate 
GNSS drone data that was employed in the production of data product-4 
but which has been geo-referenced using a local scale bar (a control scale 
bar) with only one measurement – the dummy – taken by means of mea-
surement tape (1.81 m). In the global geographical context, data product-5 
is inaccurate to the same average margin of error as data product-4 (4.81 
m). However, when accuracy is assessed without geographical context, 
and taking into consideration only those measurements that have been 
taken from the local scene of an accident (i.e. involving only the local 
context), it can seen that the model measurements that were taken of the 
dummy exhibit no margin of error at all. That is, the photogrammetry 
software reports the dummy to be as tall as it was actually measured with 
the tape measure: 1.81 m. 

Taking the dummy’s height as a local scale bar, data product-5 includes a 
further four measurements of distance which were taken at the test site. 
These additional measurements, which mimic the manual measuring 
process (data product-0), are not initially geo-referenced, thereby avoiding 
the accuracy problems that occur with the drone’s built-in GNSS system. 
Accordingly, as the results show, the average margin of error in terms of 
measurements taken using the local independent scale bar is 8.8 cm. This 
is only slightly less accurate than measurements that were taken using 
geo-referenced data in data product-2 and 3, where RTK GNSS was used 
for geo-referencing. There the respective errors that could be identified 
were at 6.7 cm for data product-2 and 7.5 cm for data product-3.  

FIGURE 12: A 45 mm focal length RGB camera point cloud (geo-referenced using a 
scale bar), showing the measurement of the control scale bar (on the left) and the 
check scale bar (on the right).
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Table 2 further presents the results of measurements that were taken using 
drone imaging (data product-5), using control and check scale bars and 
comparing these results with the manual measurements that were taken 
by the traffic police (data product-0). As the results that are presented in 
the table show, the distances that were measured for data product-5 using 
the local scale bar (a dummy with a height of 1.81 m) which are presented 
in the second column, and the measurements that were recorded for data 
product-0, which are presented in the third column, show a difference 
in measurements, ie. a margin of error when comparing product-5 to 
product-0 of up to 10cm. However, the average margin of error when 
comparing the manual measurements that were taken with the use of 
photogrammetry was at 8.8 cm.

TABLE 2: Summary of the measurement results, comparing the use of a local scale bar 
for measurements that were taken via a photograph (data product-5) and a manual 
data-collecting process (data product-0).

Scale bar Distance 
(measured)

Distance 
(model)

Error

Control point 5_point 7 1.81 m 1.81 m 1.11022e-15 m

Check point 1_point 2 2.51 m 2.6 m 9 cm

Check point 3_point 4 2.7 m 2.8 m 10 cm

Check point 5_point 6 2.2 m 2.1 m 10 cm

Check point 7_point 8 3.64 m 3.7 m 6 cm

Average 8.8 cm

A brief note should be given here on a limitation in terms of the field test 
that has been described and in the results that are presented in Table 2: 
the level of accuracy for the measurements in data product-5 was only 
assessed from the four points and only in two dimensions (replicating the 
manual measurements that were taken in data product-0). In contrast, the 
accuracy of data products-2 and 3 are assessed on a three-dimensional 
scale and without limits to the reference points (see the relevant point 
clouds in Figure 7 and Figure 8). To be able to properly assess the com-
parative accuracy of the use of a local scale bar, the relevant data product 
should include measurements taken in three dimensions (ie. x, y, and z).

Finally, Table 3 provides a summary of all of the data that was collected, 
presenting the time taken to collect the measurements and the level of 
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accuracy calculated for each data product. Accordingly, the table sorts 
the methods used into an order that is based on the time taken to col-
lect the data (see Column 4 in Table 3), and based on the accuracy of the 
measurements (see Column 6 in Table 3). The experimental results that 
are presented in the table show that when collecting data with drones, 
completing the process using separate geo-referencing equipment takes 
significantly more time than does using built-in geo-referencing alone. 
Yet, when comparing the two methods of geo-referencing data to the 
measurements from the terrestrial scanner, the separate geo-referencing 
technology provides significantly more accurate data. At the same time, 
using a local scale bar in applying photogrammetry for data that is col-
lected by drones can provide an alternative to geo-referenced data, as the 
results of the measurements that are taken in this field test show that the 
errors of margin differ from between 1.3 cm and 2.1 cm.

TABLE 3: Summary of the data collection times and accuracy levels for each data 
product.

Model 
number

Model name Time Place Accuracy error Place

0 Measuring wheel 
measurements and 
photographing

20 minutes II - -

1 Terrestrial scanner 50 minutes III 0 cm (globally 
geo-referenced)

-

2 Drone and 15  mm 
RGB camera, 
with RTK GNSS 
geo-referencing

20 minutes II 6.7 cm (globally 
geo-referenced)

I

3 Drone and 45  mm 
RGB camera, 
with RTK GNSS 
geo-referencing

20 minutes II 7.5 cm (globally 
geo-referenced)

II

4 Drone and 45  mm 
RGB camera, 
with drone GNSS 
geo-referencing

5 minutes I 481 cm (globally 
geo-referenced)

IV

5 Drone and 45  mm 
RGB camera, 
with scale bar 
geo-referencing

5 minutes I 8.8 cm (locally 
geo-referenced), 
481 cm (globally 
geo-referenced)

III
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CONCLUSIONS

As has been shown in the discussion in Section 1, whilst there is a 
growing body of research into new means of carrying out data collec-
tion and measurements at accident sites, that research is still ongoing 
and the methods being used are still under investigation. The larger 
research project to which this paper belongs is examining the potential 
for adopting photogrammetry via drone as a form of technology that is 
complementary to current practice. The results of the field test that are 
described here offer some support in that direction.

The results of the field test that have been described in the previous sec-
tion provide specific data points on the accuracy of specific technologi-
cal solutions that can be used in relation to data collection and taking 
measurements at scenes of accidents (corresponding to the five data 
products), as well as on the time taken to capture the relevant measure-
ments when employing those forms of technology. As discussed in earlier 
sections, the motivations behind the study of the efficacy of photogram-
metry via drone technology are to enhance accuracy, provide additional 
opportunities to process data, such as in terms of re-measuring the 
scene of an accident, provide additional viewpoints and, possibly, to 
reduce the time taken to complete the entire process. More specifically 
in the Estonian context, ongoing demographic changes, and therefore, 
changes to the available workforce, add a greater sense of urgency to the 
need to identify forms of technology that will fit in with these criteria. 
Considering the multi-dimensional nature of these requirements, how-
ever, the specific data points that result from the current field test cannot 
be taken alone when it comes to establishing the suitability or otherwise 
of the relevant forms of technology. Having said that, there are some 
inferences that seem reasonable to make based upon the data provided.

Firstly, so long as global geo-referencing is not required, the model that 
best balances accuracy and speed appears to be data product-5, which 
was considerably faster in terms of processing than all of the other viable 
methods (ie. data products-1, 2, and -3), with only marginal losses in 
terms of accuracy. Data product-4 took the same amount of time to 
process as data product-5, but was by far the least accurate, marking it 
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out as an unsuitable candidate for use in this field of operations, either 
in place of or complementary to existing practices. Addition to costs 
in terms of time, the Leica C10 ScanStation laser scanning system that 
was used to generate data product-1, as well as the RTK GNSS system 
that was used in data products-2 and 3, are significantly more expen-
sive, as well as requiring additional training to deploy, than are the 
equipment and resources required for the local scale bar method that 
was employed to generate data product-5. Again, whilst not providing 
conclusive evidence that would satisfy the criteria needed to justify the 
uptake of drone technology, it seems reasonable to infer that there are at 
least some considerable advantages to the use of the local scale bar use, 
i.e. the possibility of being able to use photogrammetry for accident site 
measurements at a considerably lower cost than when geo-referencing 
the data. 

That said, there are two significant limitations to this method that are 
worth recognising before further study is conducted. Firstly, over and 
above speed, time, and cost, geo-referenced measurements can add addi-
tional value when it comes to further analysis and investigation, e.g. via 
the production of metadata that can make possible the identification 
of wider accident patterns. The local scale bar method that was used 
to generate data product-5 would not allow such an option. Secondly, 
as briefly mentioned above, drone technology in general is subject to 
several use limitations, e.g. weather conditions, plus the physical fea-
tures of the accident site and the site type, both of which are extremely 
significant when it comes to the possibility of being able to f ly a drone 
in any specific case (Padua et al, 2020). (For further analysis of UAV 
use for photogrammetry within the context of Baltic weather, see also 
Suziedelyte Visochiene et al, 2016.) Moreover, as was the case in the 
field test described here, additional lighting is needed to produce high 
quality photos, and erecting such lighting at the accident site can add 
additional time (which was not measured here, but see John Hopkins 
University, 2018, p 57 for further discussion), which may significantly 
extend the time required for measurements to be taken and data col-
lection to be completed. 

Having noted these limitations on the available technology, however, the 
paper can put forward the opinion that the positive comparisons and 
inferences that have been noted above and which have been supported 
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by the field test that has also been described in this paper provide solid 
grounds for the further study of the suitability of the use of a local scale 
bar in relation to data collection and measurements at the scene of a 
traffic accident. 
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ABSTRACT

Life, property, and the effectiveness of efforts involved in saving the envi-
ronment depend upon the situational awareness of incident commanders. 
However, so far, the impact of situational awareness training for working 
rescue incident commanders has not been studied in Estonia. This study 
aims to evaluate situational awareness training that has currently been 
implemented as an overall part of the dynamic decision-making model 
for all rescue incident commanders in Estonia. The new training curricu-
lum, plus training materials and methods, were developed for situational 
awareness training using the virtual reality software, XVR On-Scene, and 
the Moodle e-learning environment. Assessors were trained and certi-
fied to apply the effective command behavioural marking framework 
to measure situational awareness. The Kirkpatrick training programme 
evaluation model was adopted to measure the SA training outcomes. 
Based on the Kirkpatrick model, Level 1 trainee reactions indicated 
that Estonian rescue incident commanders were able to accept a new 
approach to their decision-making training as a purposeful and engag-
ing way of completing their attestation. Their basic psychological needs 
were supported during the training process, and participants achieved 
higher-than-threshold results in all SA levels, as is shown in Level 2 of 
the Kirkpatrick model. Training programme evaluation model Level 3 
behaviour, and Level 4 results, need to be further studied. Suggestions 
have been provided in improve the virtual simulation-based training and 
assessment of situational awareness.
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INTRODUCTION

Rescue incident commanders (henceforth referred to as ICs) are first 
responders. They need to make independent and effective decisions in 
time-critical and life-threatening situations (Allas et al, 2018). The fact 
has been highlighted in several studies that decision-making experi-
ences which ICs gain from their work are limited, and the consequences 
of dynamic decision-making can be life-threatening (Cohen-Hatton, 
Butler and Honey, 2015; Lamb, Boosman, and Davies, 2015). Endsley 
stated that ‘Situational awareness is knowing what is going on around 
you’ (Endsley, 2000). The situational awareness of ICs (with situational 
awareness henceforth being referred to as ‘SA’) can determine the chances 
of survival both of rescuers and those they are rescuing, as well as the 
extent of property and environmental damage. An SA has three levels: 
perception, comprehension, and projection (Endsley, 2000). To be able 
to train and assess SA levels is a complex task. ICs with good levels of SA 
can produce safer decisions if they have previously practiced dynamic 
decision-making while using virtual simulations (Williams-Bell et al, 
2015). To train and assess SA, realistic rescue events can be represented 
using various virtual simulations (Polikarpus, Bøhm, and Ley, 2019).

The Estonian Rescue Board, together with the Estonian Academy of 
Security Sciences (henceforth referred to as the EASS), has developed and 
implemented working SA training and assessment for ICs to ensure better 
decision-making. All tactical level incident commanders in Estonia take 
part in the training programme. The aim of the study is to evaluate the 
situational awareness training as part of the dynamic decision-making 
training and assessment programme that is being implemented for res-
cue incident commanders. The training and assessment programme’s 
evaluation work is carried out based on Kirkpatrick’s well-known and 
long-used four level model which consists of levels covering trainee reac-
tions, learning, behaviour, and results (Kirkpatrick and Kirkpatrick, 2006, 
p. 21). The same model was recently used to evaluate a simulator-based 
ambulance driver training day (Prohn and Herbig, 2020), and therefore 
is well suited to the needs of the current study.



198

PROCEEDINGS • XIX • 2020• OLD AND NEW THREATS – CHALLENGES FOR INTERNAL SECURITY

198

Until 2016, the annual assessment of working ICs in Estonia was carried 
out by using a multiple-choice question format. Dynamic decision-mak-
ing skills and SA as part of this was not something that was provided for 
in training and neither was it measured. During 2016, the student-centred 
training programme was developed with the aim of training and assessing 
IC decision-making skills. As part of the new training programme, the 
SPAR decision-making model (which stands for Situational awareness, 
Plan, Action, Review) was introduced (Launder and Perry, 2014). The 
SPAR dynamic decision-making model helped to train and assess SA 
using virtual simulation.

Virtual simulation-based training is considered to be a flexible, student-
centred way of training internal security staff for joint response actions to 
accidents (Põder, Savimaa, and Link, 2015). Training and assessment of 
and for dynamic decision-making skills could be carried out using virtual 
simulations (Lamb, Boosman, and Davies, 2015). Endsley, the author of 
the SA construct, advises on the use of simulations to measure SA levels 
(Endsley, 1995a). At the same time, not enough empirical studies have 
been carried out that show how the use of virtual simulations improves 
learning (Girard, Ecalle and Magnan, 2013). There is lack of guidance 
regarding how to integrate a virtual simulation-based SA training sys-
tematically into IC training.

Effective use of virtual simulations to improve SA training requires it to 
be integrated systematically into an approach to training and assessment. 
Therefore, our research question is how can situational awareness training 
be provided to ensure different levels of situational awareness as part of 
dynamic decision-making training using virtual simulations? In order 
to address this question, we first give an overview of the development of 
the training programme. Then, we evaluate outcomes of the programme 
that used the e-learning course, the XVR On-Scene virtual simulation 
software, and the effective command behavioural marking framework 
to be able to train and assess SA as part of the dynamic decision-making 
process.
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1. SITUATIONAL AWARENESS

Models are required to be able to carry out decision-making training. 
‘Specific kinds of expertise requires specific mental models that are assumed 
to develop over time and with experience’ (Chermack, 2003, p. 416). Until 
now in Estonian Rescue Board incident command documentation, use 
has been made of the decision-making model that is known as ‘Observe, 
Decide, Command and Control’ (in Estonian, this is LOKK: Luure, 
Otsustamine, Käsklemine, Kontroll). There are several other decision-
making models that are available, such as, for example, OODA (‘Observe, 
Orientate, Decide, and Act’), or DOODA (‘Dynamic OODA’), or FORDEC 
(‘Facts, Options, Risks (or benefits), Decide, Execute, and Check’), or 
FADCM (‘Factfinding, Analysis, Decision-making, Communication, 
and Monitoring’) (Groenendaal, 2015, pp. 58–59). However, none of 
them includes SA. Therefore, as part of the new training programme 
for working ICs in Estonia, the selection was made of SPAR (‘Situational 
awareness, Plan, Action, Review’) (Launder and Perry, 2014) to be used 
for training and assessment in terms of SA.

The creators of the SPAR model identified five key dynamic decision-
making behavioural elements: 1) Situational awareness; 2) Decisions; 
3) Plan; 4) Action; 5) Review. They claim that all these behaviours are 
associated with effective command competence in urban fire settings 
(Launder and Perry, 2014). The effective command behavioural marking 
framework assesses all of these behaviours (Lamb et al, 2020).

Endsley defines SA as: ‘the perception of the elements in the environment 
within a volume of time and space, comprehension of their meaning, and 
the projection of their status in the near future’ (Endsley, 1995a). The 
measurement of SA depends upon the circumstances, time, place, and 
person (Endsley, 1995b). In this article, we focus only on first behaviour 
in the SPAR dynamic decision-making model in regard to SA. The SA 
levels are as follows: Level 1 covering information collection by ECs, or 
Endsley names perception; Level 2 covering comprehension in ECs; and 
Level 3 covering evaluation by ECs or prediction (Endsley, 2000).
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Situational awareness as part of dynamic decision-making training is 
important for all first responders, as they need to make decisions in highly 
challenging environments and high stakes situations under considerable 
time pressure (Cohen-Hatton, Butler, and Honey, 2015). In such situa-
tions, it is not only the responders themselves who are at risk, but also 
members of the public, plus property and the environment. SA is indis-
pensable in the decision-making process (Endsley, 1995b). Unfortunately, 
dynamic rescue incidents always bring with them high levels of risk for 
the participants, so they cannot be systematically used to train SA.
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2. RESCUE INCIDENT COMMANDER TRAINING 
IN ESTONIA

The SA construct was not used in Estonia rescue service until the year 
2016. Tactical level rescue ICs in Estonia are referred to as ‘rescue unit 
leaders’ and ‘rescue leaders’. There are vocational occupation standards 
for both of the jobs, having been developed in 2013 and updated in 2018 
(Kutsekoda, 2020). In 2018, there were 409 ICs working in shifts that 
provided cover twenty-fours hours a day and seven days a week (Tammik, 
2019). All tactical level rescue ICs in Estonia are male. 

Before 2016, the command knowledge of ICs in Estonia was assessed 
every year using computer-based multiple answer tests. For IC trainers 
in the EASS, it seemed that this form of attestation was not especially 
motivating or engaging for commanders. Based on research, we know that 
if the psychological needs of trainees are fulfilled (covering areas, such as 
autonomy, competence, and relatedness) then the trainee in question will 
feel motivated and engaged (Ryan and Deci, 2000), with higher motivation 
and engagement levels supporting the learning process (Knight, 2016). 
Therefore, the new training programme for practising and measuring 
dynamic decision-making, which includes SA, was developed based on 
three principles. Each rescue IC in Estonia should have an opportunity 
to take command at an incident within a virtual simulation. Virtual 
simulation can be used to create time pressure and high stakes situations 
for ICs, providing engaging learning experiences (Polikarpus, Bøhm and 
Ley, 2019). To implement, this the widely used XVR On-Scene virtual 
reality software was selected (henceforth referred to as XVR OS) (XVR 
Simulation, 2020).

Secondly, the decision-making skills of each rescue IC should be assessed 
based on a virtually simulated incident command. In order to be able 
to implement this, the effective command behavioural marking frame-
work was selected as an assessment tool (Effective Command, 2020). The 
framework was developed to align with the UK National Fire Service com-
petency role maps (Fire Central Programme Office, 2020). This is used 
in several countries in Europe, such as, for example, the UK, Portugal, 
France, and Italy (Lamb et al, 2020).
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Thirdly, the e-learning platform for all ICs in Estonia should be applied 
in order to bring together theory, documentation, and computer-based 
testing of knowledge. To be able to implement this, Hitsa Moodle was 
selected (Hariduse Infotehnoloogia SA, 2020).

Based on three earlier-named principles, the student-centred training 
programme known by the name ‘Training and Assessment Day’ (hence-
forth referred to as TAD) was developed in the year 2016. The aim of TAD 
is to evaluate whether the command competence of working ICs was at 
the level required by a ‘Rescue Unit Leader’ in terms of the occupational 
qualification standard (Polikarpus, 2016). This is targeted towards a tac-
tical level working IC across the entirety of Estonia. We hereby explain 
the design steps used in TAD.

1) Mapping the EC with the Level 5 vocational occupation standard 
required for a rescue unit leader. From the mapping perspective, it was 
concluded that the EC measures only those commanding competences 
that are based on the SPAR decision-making model.

2) EC licences were purchased for the web-based tool and for assessor 
training. The EC assessment tool divides SPAR into eight sections, with 
SA having three subsections: 1) information gathering; 2) comprehension; 
and 3) evaluation. Every section has nine criteria, which are assessed on 
a sliding scale of five points, from dark red to dark green. The yellow in 
the middle refers to the threshold. The EC tool scale is positioned on yel-
low (3), in the middle of the five-point scale (see Figure 1). The dark red 
(1) and light red (2) are seen as providing an under-achieving learning 
outcome, and the light green (4) and dark green (5) are seen as providing 
an over-achieving learning outcome (Effective Command, 2020).

Assessor training was carried out first in English and later in Estonian. 
To be able to start to work as assessor, it was obligatory to take part 
of XVR OS user training together with work experience from incident 
command situations. All of the assessors are certified and re-certified 
by the EC organisation on an annual bases (Effective Command, 2020). 
The certification process is required to ensure competence in external 
evaluations for assessors, and it also ensures the validity of the assessment 
instrument and the reliability of the assessments themselves.
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3) Assessment scenarios are composed on the XVR OS platform. It is a 
challenging and time-consuming task. Each year, twelve new scenarios 
need to be created. In EASS-implemented pair-authoring, a seven step 
procedure is required to build assessment scenarios. First, the scenario 
map is presented to start the procedure of building and each scenario are 
drawn up in the form of the XVR OS fail and scenario user manual. The 
procedure ensures that the XVR OS fail and storyline comply with the 
EC framework and that the virtual simulation is as authentic as possible.

4) The TAD training curriculum was written out (Polikarpus, 2016). 
The curriculum was coordinated with the Estonian Rescue Board and 
the EASS additional training centre. 

We now explain the TAD implementation. First TAD was completed 
on 4 April 2016. Last TAD included in the study was carried out on 21 
February 2020.

1) The TAD started with a ninety minute lecture in which an SA construct 
was discussed with a group of four trainees.

FIGURE 1: The scale used in the framework assessment tool for effective command 
behavioural markers. 
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2) The training scenario lasted for ninety minutes. Joystick exercises and 
full dynamic play of the training scenario was carried out in the form 
of one-to-one training.1 

3) The formal assessment was carried out over the course of between 
90–120 minutes. Two certified assessors handled the SA assessments in 
three phases: a) a dynamic assessment phase in which one assessor took 
on the roll of a technical instructor who was manipulating the XVR OS 
software. The other provided voices for avatars and checked that impor-
tant changes in the situation were played out based on the scenario user 
manual. In this phase, the ICs review of the situation is tested to make 
sure that the IC in question can update their SA throughout the incident 
response. The virtual simulation allows the IC to execute their incident 
response plan. The dynamic phase ends with the IC’s higher level com-
mander arriving on scene. The trainee provides an overview of the situ-
ation to an assessor so that their SA can be checked. Phase b) involves a 
feed-forward conversation between the trainee and their assessors. The 
aim of the reflective dialogue is to find out how the IC themselves evalu-
ate their SA in the response phase. Phase c) is when the EC certificate is 
filled out by both assessors. This is submitted to the EC database after 
the assessors have jointly marked each assessment criteria.

4) Formal assessment results are sent to the Estonian Rescue Board. There 
are three summative assessment outcomes that are coded by colour: 
green means excellent, yellow means threshold, and red means under 
the threshold. An IC who achieves a green summative assessment result 
is assessed again after a space of three years, while a yellow result will 
mean a reassessment after two years, and a red result means a repeat 
assessment at a point between just six months later and a year.

After piloting the TAD in spring 2016, trainee feedback and learning 
was analysed and the following changes were made to the programme:

1) The TAD curriculum was changed from six contact classes to a course 
lasting 52 hours, because it became clear that more theoretical input 
is needed for any implementation of SPAR and SA. There were a total 

1  The training scenario being used is fully described in article: ‘A training incident commander’s 
situational awareness – a discussion of how simulation software facilitates learning’ 
(Polikarpus, Bøhm, and Ley, 2019).
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of eight threshold-level-phrased learning outcomes for each EC sec-
tion (Polikarpus, 2016). Three learning outcomes were related to SA 
(Polikarpus, Bøhm and Ley, 2019).

2) An e-learning course was developed to support preparation for TAD, 
utilising Hitsa Moodle. The e-learning materials were designed for 46 
hours of work. The e-learning course is targeted at rescue unit leaders. 
However, it is suggested that rescue leaders also take part.

3) The re-assessment curriculum for ICs was developed for ICs who had 
already been assessed once. It covers four academic hours and has the 
same SA learning outcomes and e-learning course (Polikarpus, 2017).

Since 2019, the six hours curriculum has been stopped because all of the 
ICs in Estonia had already completed it. Only the re-assessment curricu-
lum is now being used in EASS for the attestation of Estonian tactical 
level ICs.

To be able to evaluate SA at different levels of training as part of the 
implemented dynamic decision-making for rescue incident commanders 
during TAD, we conducted the study based on the Kirkpatrick training 
programme evaluation model.
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3. METHODOLOGY AND DATA COLLECTION

To be able to evaluate the effectiveness of TAD, Kirkpatrick’s well-used 
training programme evaluation model was used, which has four levels: 
Level 1 covers trainee reactions; Level 2 covers learning; Level 3 covers 
behaviour; and Level 4 covers results (Kirkpatrick and Kirkpatrick, 2006, 
p. 21). A literature review regarding the implementation of the Kirkpatrick 
model claims it to be suitable for the evaluation of any training programme 
from two perspectives: organisation when implementing training; and 
those members of staff who will participate (Smidt et al, 2009). We report 
the views of TAD participants in the years 2016–2020 and our sample 
covers entirely tactical-level rescue ICs in Estonia.

The Level 1 trainee reactions can, typically, be measured by allowing 
them to complete a post-training evaluation to discover their impressions 
of the programme (Smidt et al, 2009). To measure trainee reactions, we 
asked the following questions, starting with: how purposeful and chal-
lenging is SA training during TAD when SPAR and virtual simulation 
is used? An additional question covered: how engaging and motivating 
is TAD for ICs?

To evaluate trainee reactions to TAD, use was made of survey results 
covering anonymous training feedback from 2016–2020. There are 
twelve predefined multiple-choice questions available, with the option 
of being able to add personal comments to each question (see Table 1). 
This was sent to the official e-mail addresses of ICs after they had par-
ticipated in TAD. Altogether 196 responses were received via LimeSurvey. 
Unfortunately, not all ICs responded. After the full sample of ICs in 
Estonia had at least one opportunity to participate in TAD, the study bases 
for the master theses were undertaken (Tammik, 2019). The study worked 
out the engagement and motivation levels for trainees during TAD. The 
research proves that learning is supported by ensuring high engagement 
levels with trainees, along with fulfilling their basic psychological needs 
(Ryan and Deci, 2017). Therefore, in this paper, the study is referred to 
as the engagement and motivation study (see Table 1). The sample basis 
for the study was a total of 393 ICs, all of whom had participated in TAD 
at a point between 2016–2018. The anonymous self-reported web-based 
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Estonian language survey via LimeSurvey was sent to ICs via their official 
work email addresses. The survey had various parts that needed to be 
completed and which evaluated motivation, engagement, the purpose-
fulness of TAD, and the difficulty level of the scenarios (see Table 1). No 
comments could be added to the statements. A total of 224 respondents 
correctly filled out their responses and all of these were collected. Not 
all data from the study is presented in this paper. The study as a whole 
can be found in the master theses (Tammik, 2019). 

The second level of the Kirkpatrick model is learning (Kirkpatrick and 
Kirkpatrick, 2006). On that level, measurements that are used to quantify 
learning include knowledge tests or skills demonstrations in the form 
of roll-plays (Smidt et al, 2009). We asked whether ICs in Estonia where 
able to learn about SA at different levels during TAD.

Evidence that ICs have indeed learned about SA were collected from two 
sources: EC formal assessment results and e-learning course test results 
(see Table 1). Formal assessment results were downloaded on 28 February 
2020 from the EC database. There were altogether 533 formal assessment 
certificates in the dataset from between January 2017 and February 
2020. The reason for such a high number of such record in the EC is 
that several commanders had been assessed twice. Formal assessments 
included (in Table 1) a total of 305 one-off formal SA assessment results 
and 114 that were assessed twice. Formal assessment results from 2016 
were not included in the study. It should be remembered that EC mea-
sures are included in coloured scoring for all five of the key-behaviours of 
dynamic decision-making. The summation assessment outcome colour 
takes into account all eight parts of the assessment. However, in the 
current study, only the first three parts of the EC are reported upon. 
Formal assessment SA levels in EC are measured with nine assessment 
criteria on the five-point scale (see Figure 1, above). If five points (using 
the dark green colour) are marked out in each criterion, this means 
that the assessment results in a straightforward score of one hundred 
points on that level. If one point (in the dark red colour) is marked out 
in each criterion, a total of twenty points are still awarded in the overall 
assessment result for that SA level. Yellow, in the middle of the scale, is 
a threshold (Figure 1). If all of the criteria are left unmoved, a total of 
sixty points are calculated for the overall score. The ‘excellent’ SA level 
starts from a score of seventy points.
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TABLE 1: Kirkpatrick model levels and the measurement instruments that were used.

Kirkpatrick 
evaluation 
levels

Measurement 
instrument

Data collection Example statements 
or questions

Level 1: 
reactions

The engage-
ment and 
motivation 
study based 
on self-de-
termination 
theory.
224 re-
spondents 
(Tammik, 
2019)

Anonymous survey via 
LimeSurvey in year 2019. 
Parts of the used survey:
1. Autonomy need: mea-
sured with 6 statements 
in scale 1–7. Adopted from 
(Williams and Deci, 1996); 
2. Competence need mea-
sured with 6 statements 
in scale 1–7. Adopted from 
(Jang, Reeve and Deci, 
2010).
3. Relatedness need mea-
sured with 4 statements 
including 2 reversed ones 
in scale 1–7. Adopted from 
(Chen et al., 2015)
4. Engagement during 
TAD was measured with 
12 statements, including 
3 reversed ones in scale 
1–7. Adopted from (Knight, 
2016, p. 147)

1. “I felt assessors gave 
me choices” “I felt 
during the assessment 
that assessors under-
stand me.”
2. Choose on the scale 
to fit: (1) “TAD was an 
incomplete learning 
experience” and (7) 
“TAD was a perfect 
learning experience.”
3. “I felt assessors 
were friendly” or 
reversed statement “I 
felt my communication 
with assessors was 
superficial.”
4. “I paid attention 
during TAD” and 
reversed statement “I 
felt often disappointed 
during TAD”

TAD feedback 
survey
196 
respondents

Anonymous survey via 
LimeSurvey in years 
2016–2020.
There were 12 predefined 
answers questions with 
the possibility to add com-
ments to each question.

“On what level 
you were engaged 
while responding to 
the incident in the 
virtual simulation?” 
“Did assessors’ com-
petence meet your 
expectations?”

Level 2: 
learning

533 EC as-
sessment 
results

EC framework based formal 
assessment results from 
January 2017 – February 
2020. Each SA level is 
scored from 20 to 100.

533 certificates were 
downloaded from 
the EC database. 
(28.02.2020.)

Moodle 
situational 
awareness 
self-check 
test
672 com-
pleted test 
attempts

6 multiple choice questions 
in the SA self-checking 
knowledge test on Hitsa 
Moodle platform. Correct 
answer gave one point per 
question. All questions had 
four choices.

See Table 4 below for 
questions asked in 
the test. A number of 
correct answers for 
question 1 to 4 and 6 
were three. Question 
nr 5 had one correct 
answer.
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SA self-checking test results were downloaded from the Hitsa Moodle 
platform on 30 April 2020 (Table 1). One trainee could do the test as 
many times as they liked without a time limit being imposed. There were 
a total of 672 completed test attempts.

The Level 3 behaviour in the Kirkpatrick model measures trainee ability 
in the use of newly learned knowledge or skills in the workplace, and 
Level 4 results evaluates the overall process, including any financial or 
moral impact of training (Smidt et al, 2009). As stated in the introduction, 
assessing SA is a complex task. Due to this, it is very difficult to make any 
claims on Levels 3 and 4. Nonetheless we did ask whether TAD served 
to develop the command competences of ICs, and whether there was a 
significant change between two different SA level assessments.

We used a total of 114 formal IC assessments from between 2017–2020 for 
those ICs who had participated twice in TAD so that we could measure 
any potential behavioural change. The SA level means that the results from 
two separate assessments were compared. In the TAD feedback survey, the 
question was asked regarding competences development (see Table 1). This 
allowed trainees to subjectively report TAD effects on the behavioural level. 
The Kirkpatrick Level 4 results which measure overall training impact, 
including financial or moral impact, are outside the scope of this study. 
Table 1 presents the measurement instruments and datasets that were used 
for the TAD evaluation, based to the Kirkpatrick training evaluation model.

When it came to handling the data, descriptive statistical analyses were 
carried out using Microsoft Excel. Variables were described in terms of 
percentages or by the usual means and standard deviations. Formal SA 
assessment results were analysed using a single-factor ANOVA test, while 
for any post hoc testing the paired T-test was used.

Level 3: 
behaviour

114 EC as-
sessment 
results

Two times TAD participants 
formal assessment results. 
See above in this table.

See above in this table.

TAD feedback 
survey 196 
respondents

See above in this table. “On what extent 
the response to the 
incident using virtual 
simulation developed 
your commanding 
competences?”

Level 4: TAD results were not analysed based on Kirkpatrick
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4. RESULTS

Based on the Kirkpatrick model, when it came to evaluating trainee reac-
tions to TAD, we asked how purposeful and challenging was SA training 
during TAD when SPAR and virtual simulation is being used.

IC reactions to TAD clearly indicate that 90% of trainees see the new form 
of attestation as being a purposeful and positive change (see Figure 2), 
while 97% saw the e-learning course as being useful. Unfortunately, no 
research has been carried out in regard to how purposeful ICs thought 
the computer-based multiple-choice tests would be for their command 
competence attestation. Altogether, a total of 202 individuals (or 90%) 
evaluated the use of virtual simulations as being purposeful or rather 
purposeful (see Figure 2). The purposefulness of using SPAR differed by 
only one individual, resulting in a total score of 203 individuals or 91%. 
Only four commanders did not consider the virtual simulation to be a 

FIGURE 2: The purposefulness of the assessment method (self-reported; N = 224).
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purposeful environment in which to carry out assessments, and three 
did not find the SPAR to be useful for assessments. In the TAD feedback 
survey, one IC commented on the purposefulness of the test: ‘There is the 
possibility of being able to experience in a very short time various incidents 
in the simulation which could develop much more than just theory alone 
instead of simply providing a stock range of exercises. At the same time, 
any potential weak spots can be uncovered which require further develop-
ment’, while others stated: ‘It was quite close to real life’.

From 2017 onwards, an extra question was included in feedback survey 
regarding the e-learning course in Moodle. Only those ICs who had first 
indicated that they had been on the course and had been questioned about 
the usefulness of that course were asked the new question (N = 85). The 
e-learning course was stated to have been very useful a total of twice 
39 times (46%) out of a total of 85 answers, and rather useful 43 times 
(51%). One person (1%) said it was rather useless, and two (2%) said it 
was completely useless.

If we looked at the reactions of other trainees to TAD using feedback 
survey responses (N = 196), it was encouraging to see that 92% (180) 
indicated that they did receive feedback from the assessors in regard 
to their SA. Even so, a total of 7% (fourteen) were not sure they had 
received any feedback about their SA, and two (1%) said they did not get 
any feedback at all from their assessors. Comments on the feedback that 
was provided included the following responses: ‘A discussion following 
the dynamic phase of the incident response helped to find bottlenecks, and 
I received suggestions which would be useful in my own future develop-
ment’. Furthermore, 76% (149) of trained ICs indicated that the compe-
tence levels of the assessors fully met their expectations during TAD, and 
21% (41) said it ‘rather’ did. Only the expectations of four individuals in 
regard to the competence levels of their assessors were classed as rather 
not having been met (2%), and two stated that the assessors did not at 
all meet their expectations.

In addition, Estonian ICs found a degree of challenge when it came to 
solving the virtual simulation-based scenarios. The self-reported TAD 
participants (N = 224) indicated on a scale of 1–7 that the response to the 
incident in the virtual simulation (M = 4.79; SD = 0.98) was slightly more 
challenging for ICs than were the scenarios for the incidents (M = 4.70; 
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SD = 0.97). In the TAD feedback survey (N = 196) half of the participants 
(53%; 104) said that the difficulty levels in the scenarios in the virtual 
simulation suited them, and 65 (33%) reported that it was rather difficult 
for them. It was commented upon that the virtual simulation made it 
somewhat challenging to gather information.

A second question we asked to be able to evaluate trainee reactions to 
TAD was how engaging and motivating the TAD was for the ICs.

Based on the engagement and motivation study, ICs found TAD to be 
engaging (M = 5.43 out of seven), and their psychological basic needs 
(autonomy needs of M = 5.77; competence M = 6.03; and relatedness 
M = 6.16, all out of seven) were well met (see Table 2). This means that 
their study-motivation levels were high during TAD. The engagement and 
motivation study that was used in the Survey 4 sections could be marked 
on a scale of 1–7. Firstly, an average was calculated for each participant’s 
answers in every part of the survey. The overall mean and standard devia-
tion for engagement and psychological needs is presented in Table 2.

TABLE 2: Engagement levels and psychological needs during TAD.

Part in study Self-reported means (N = 224) Standard Deviation

Engagement 5,43 0,78

Autonomy need 5,77 1,13

Competence need 6,03 0,91

Relatedness need 6,16 0,99

 
We could conclude from Table 2 that all three psychological needs (auton-
omy, competence, and relatedness) are well met during TAD. The TAD 
feedback survey conforms well with this conclusion (N = 196). In regard 
to the question: ‘On what level were you engaged while responding to 
the incident in the virtual simulation?’, a total of 148 participants (76%) 
responded with the following: ‘I was fully engaged while responding to 
the incident’. The answer was: ‘I was partially engaged while responding 
to the incident’, was given a total of 44 times (22%), and the answer: ‘I 
was not at all engaged while responding to the incident’ was ticked only 
by four persons (2%).
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From the reactions of trainees, it could be concluded that the new training 
curriculum has been accepted very well by working ICs in Estonia. Trainees 
feel that their basic psychological needs (autonomy, competence, and related-
ness) are being met during TAD. They showed positive reactions towards 
the new training programme, including e-learning and trainer competence 
and feedback received following their SA. The new training methods and 
tools being used for SA training were engaging for them.

Based on the Kirkpatrick model to evaluate trainee learning, we asked 
whether ICs in Estonia were able to learn about SA at different levels 
during TAD? To answer this, we analysed the formal assessment and the 
e-learning course self-check test results.

We wanted to evaluate whether all three SA levels are successfully being 
taught during TAD. Therefore, we have reported on the mean SA level 
assessment results in Table 3. Means and standard deviations were cal-
culated for all ICs in Estonia, taking their last assessment result into 
account (the second column in Table 3).

TABLE 3: Average scores for situational awareness levels in rescue incident 
commanders. 

Endsley SA levels All ICs last 
assessment 
mean and SD 
(N = 419)

ICs assed 
once mean 
and SD 
(N = 305)

ICs assessed twice mean and 
SD (N = 114)

First time Second time

SA level 1: 
perception

68,50 (8,04) 69,39 (8,27) 67,78 (9,32) 66,11 (6,88)

SA level 2: 
comprehension

67,60 (8,38) 68,56 (8,61) 65,24 (10,72) 65,02 (7,13)

SA level 3: 
prediction

65,74 (8,98) 66,61 (9,39) 62,40 (10,60) 63,40 (7,32)

 
Firstly, we asked whether the assessment scores were valid indicators to 
allow a claim to be made that ICs have been taught in all of the SA levels. 
Based on learning outcomes in the SA levels and on previous IC train-
ing, we hypothesised that ICs with SA-level comprehension are better at 
collecting together the required information (at SA Level 1) than they 
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were in predicting the situation (SA Level 3). In Table 3, we can see that 
the average score for SA Level 1 is 68.50, while the SA Level 2 average 
is 0.9  oints lower, and the SA Level 3 average is 1.86 points lower than 
the SA Level 2. SA levels 1 and 3 differ from each other by a total of 2.76 
points. As well as this, a growth of SD could be observed. Thanks to the 
average results being ascertained, the variety of gaps between the dif-
ferent SA levels could be seen in the expected order. To be able to find 
out whether the differences were significantly important, an ANOVA 
test was carried out in Excel. The results of a single-factor ANOVA test 
on the most recent assessment of all Estonian ICs (N = 419) indicated 
that there is a statistically significant difference between the averages for 
different SA levels (F = 11.54¸ p < 0.001). Post hoc paired t-test results 
fell between SA levels 1 and 2: t = 3.02; p < 0.003; SA levels 2 and 3: t = 
6.90 p < 0.001; and SA levels 1 and 3: t = 8.58; p < 0.001. ANOVA and 
post hoc tests confirmed that there is a statistically significant difference 
between the different SA levels. Analyses of formal assessment results 
showed that EC formal assessments are valid when it comes to measur-
ing all three SA levels.

Additionally, we asked how good an SA level did ICs in Estonia have 
according to their formal assessment results. Earlier, under data collec-
tion conditions, the coloured scoring in the EC framework was explained. 
Compared to the threshold in the summative assessment results, all three 
means for SA levels are on the threshold. None of the SA level means are 
at a level that could be considered excellent in the EC framework (seventy 
points). Because all three SA level means exceeded the threshold of sixty 
points, we can conclude that training for three SA levels is being provided 
during TAD at least at a level that provides a reasonable learning outcome. 
Previous training for ICs and the use of the decision-making LOKK model 
which was used in incident command guidelines could explain why there 
are significant differences between the scores being achieved for SA lev-
els 1 and 3. For example, until 2016, a dynamic risk assessment was not 
supplied as part of the training programme. Furthermore, a dynamic 
risk assessment at an incident plays an important role in predicting the 
development of the situation.

To be able to measure theoretical knowledge in relation to the SA con-
struct, the Moodle test results were used (Table 4). The test-taking 
times for trainees varied from just a minute to more than a year. Out 
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of 672 test results, 620 attempts were made which took less than fifteen 
minutes, while 484 took less than five minutes, and 248 less than three 
minutes. Self-checking test attempts showed that 205 trainees took the 
test just once and 164 took it more than once in the years 2016–2020. 
The average score for one-time test-takers out of the six-point multiple-
choice test was 5.53. Trainees who have taken the test several times 
have done so between two and thirteen times. The maximum score had 
been achieved 218 times. After taking the test, trainees could see their 
overall rating and their correct answers for each question. There was 
no threshold for the test. The minimum score for one-time test-takers 
(N = 205) was 2.62, and test-takers who took part in the test several 
times made 467 attempts with a minimum score of 2.29. From the 
test attempts that have been logged, we argue that those ICs who got 
lower scores tended to retake the test. This highlights the importance 
of feedback in the learning process.

In Table 4, all the average and standard deviations for each question can 
be seen, complete with overall test results. The question: ‘When you start 
to construct your SA’, had the lowest mean (M = 0.763). This is a disputable 
question in the test because, before the SPAR model was implemented, 
ICs were trained to carry out a 360 degree reconnaissance as part of the 
LOKK decision-making model (see Chapter 1). However, in the test scor-
ing that answer did not provide any points because the entire SA construct 
was associated purely with 360 degree reconnaissance. The SA construct 
is more than simply carrying out a 360 degree reconnaissance, and this 
was the reason that the start of the SA was not associated with carrying 
out a 360 degree reconnaissance alone.

From the self-check tests and formal assessments, we were able to con-
clude that TAD has helped not only in terms of learning the SA theoretical 
concept but has also aided in the implementation of all SA levels during 
virtual simulation-based assessments.

As stated previously, evaluating the TAD in relation to the Kirkpatrick 
levels 3 and 4 is rather difficult, and TAD results for participants could 
not be measured because the SA levels are challenging if not impossible 
when it comes to measuring them in the real life work of ICs. However, 
based on the Kirkpatrick model in terms of evaluating trainee behaviour, 
we asked whether TAD had served to develop IC command competences, 
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and was there a significant change between the assessments of SA levels 
for two-times takers?

TAD has served to develop IC command competences. This can be seen 
in the feedback survey (N = 196) with a figure of 95 (48%) of TAD partici-
pants indicating that they felt training helped to develop their command 
competences enough so that they were able to reach better decisions at 
work. Almost the same amount of commanders – 93 (47%) – ticked the 
box to say that TAD had ‘rather’ developed their command competences. 
Only six said that TAD rather did not develop their competences, and two 
said that it did not at all develop their competences. One trainee compared 
the virtual simulation-based training to be like a real incident. Another 
commented that, ‘Because there are few available practise opportunities, 
all kinds of command training is very much expected and is highly useful’. 
This goes along with IC expectations that have been expressed in the 
engagement and motivation study (N = 224), which showed that 59% of 
them would like TAD-style training days once a year, and 24% preferred 
twice a year. Contradictory to this was the 5% who in the same study 
expressed their view that this form of training experience is not required.

Earlier, Table 3 in its final two columns provided average figures for IC 
simulation-based assessment results. We analysed this using a paired 
T-test to show that IC SA levels average scores that are significantly 

TABLE 4: Knowledge test results for self-checking one’s situational awareness. 

Questions in the SA self-check-
ing knowledge test

All attempts 
Mean and SD 
(N = 672)

Mean one-time 
test-takers (SD) 
(n = 205)

Max Min

1. When you start to construct 
your SA?

0,763 (0,281) 0,743 (0,288) 1 0

2. When you start your shift what 
you do for your SA?

0,936 (0,164) 0,942 (0,150) 1 0

3. What are the levels of SA? 0,953 (0,153) 0,968 (0,119) 1 0

4.From whom IC can ask 
information?

0,915 (0,164) 0,908 (0,159) 1 0,33

5. What needs to be done if you 
have received the information 
you do not understand?

0,969 (0,174) 0,990 (0,099) 1 0

6. Why is it important to predict 
the situation development?

0,968 (0,118) 0,976 (0,098) 1 0
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different between the first and second time of participating in a TAD. 
There was no statistically significant difference between the averages for 
SA levels. On the one hand, it shows that ICs do not get to practice SA 
enough, and more training opportunities are required in order to improve 
SA. On the other hand, it shows that the assessment process is carried 
out consistently by certified assessors, so the results do not differ due to 
the measurement instrument. In addition, the absence of a significant 
difference could be positive. It shows that sufficient experience from 
real life incidents or training are gained, so SA levels have not dropped 
significantly between assessments.

Due to the fact that TAD is in line with the rescue unit leaders occu-
pational qualification standard, it continually measures the command 
competences of ICs in the Estonian Rescue Board. Some ICs have left 
their job after new attestation was implemented, and novices have started 
to work in their place. TAD allows the service being offered to the public 
to be screened through a process of monitoring the commanding knowl-
edge and skills of the ICs. Furthermore, from the Estonian Rescue Board 
perspective, TAD ensures that the occupational qualification command 
competences of rescue unit leaders are monitored in a systematic way. 
This allows virtual simulation-based scenario topics and e-learning self-
check test questions to be tailored to organisational needs.
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5. STUDY LIMITATIONS

The study has several limitations. TAD participants who responded to 
surveys may have answered as would have been expected or they may 
have answered with a presumption towards correctness rather than rely-
ing on their own feelings. In the survey, to measure trainee reactions, 
respondents could not provide reasoned argument to support the answers, 
which could have led to extreme high or low results with no qualitative 
reasoning behind them. The feedback questionnaire made it possible to 
comment on the answers being provided. However, only some respon-
dents made use of this opportunity. For this article, the full qualitative 
analyses behind all of these answers has not been included.

Consideration needs to be taken of the fact that IC answers in the engage-
ment and motivation study did not have the normal level of distribution 
due to the ceiling effect. It is impossible to distinguish whether a high 
engagement level and potential well-met psychological needs were the 
result of there being only a small group of participants, or whether this 
was due to the efforts of the instructors, or to new methods and tools 
being used, or due to the assessment at the end of the training session, 
something that is part of any obligatory work-based attestation.

Another limitation of the study is also the fact that the surveys and 
assessments were all carried out in the Estonian language. The results 
are presented in English, and some meanings may be lost in translation. 
Likewise, in some cases more than two years had passed between taking 
part in the TAD and filling in the engagement and motivation survey. 
This may influence answers, as participants had to remember events 
from a training course from some time previously.

Over 114 ICs in Estonia have twice taken part in TAD, but only those 
assessment results starting from 2017 have been analysed in the study. 
This means that the evaluation of TAD participant reactions and learn-
ing is not entirely accurate because pilot year assessment results from 
2016 were not used. The assessment certificates are always signed by two 
assessors although, even so, they are filled in using a single EC asses-
sor account. This could lead to a situation in which one assessor has 
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influenced the scores more than the other assessors. Certain assessor 
pairs may be able to measure SA levels differently from other pairs of 
assessors.
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CONCLUSIONS AND RECOMMENDATIONS

The research question for the study was how can situational awareness 
training be provided to ensure different levels of situational awareness 
as part of dynamic decision-making training using virtual simulations?

In the article, a step-by-step overview was designed and implemented 
regarding how best TAD can teach about SA levels. We have highlighted 
the fact that assessor training is key to building engaging virtual sim-
ulation-based scenarios and in delivering training that supports all of 
the psychological basic needs (autonomy, competence, and relatedness). 
The study proved that TAD is engaging and that it supports trainee 
psychological needs. XVR OS is used during TAD in a way that means 
it has allowed ICs to feel engaged and that it supports the learning of SA. 
Unfortunately, the TAD is not easily scalable, as there are two trainers 
for each trainee to be able to train and assess SA levels.

Analyses which were based on the Kirkpatrick training programme 
evaluation model showed that TAD meets Level 1 reactions in a highly 
positive way. Compared to the motivation and engagement study in 
clinical settings (Knight, 2016, p. 92) where the clinical engagement 
mean for students was 5.88 and the SD was at 0.85, TAD showed similar 
engagement means (M = 5.43 and SD 0.78). We concluded that all three 
psychological needs (autonomy, competence, and relatedness) are well 
met during TAD and this serves to support learning in all three SA levels 
(Kirkpatrick Level 2). From an SA perspective, the Level 3 behaviour and 
Level 4 results were hard to measure. Other researchers have come to a 
similar conclusion about simulation-based training (Prohn and Herbig, 
2020). Further research is needed in this area. As simulations can be 
used to measure SA levels (Endsley, 1995a), the EC formal assessment 
results could be used to evaluate the behavioural changes of participants. 
As the real-life incident rate is dropping, it is rather difficult to measure 
IC SA levels during accidents. In future research, which is conducted to 
discover real-life SA levels, footage could be analysed from the helmet-
cams that are worn on IC helmets during incident command situations 
(Boehm, 2017).



221

Developing the Situational Awareness of Incident Commanders...

221

Developing the Situational Awareness of Incident Commanders...

Some trainees found the virtual simulation to be hard to use during TAD. 
As SA also depends upon the space in which it is taking place (Endsley, 
1995a), more research is needed on the area in which virtual simulations 
are being used to measure different SA levels. Meanwhile, as ICs would 
expect, more practice opportunities in virtual simulation-based SA train-
ing should be provided to them.

Moodle tests are useful when it comes to assessing theoretical knowledge 
about SA. This is an easily-scalable and standardised way in which to 
train and to carry out e-assessments (Koneru, 2017). However, it could be 
argued that computer-based testing is very efficient at supporting trainee 
psychological needs (Hsu, Wang and Levesque-Bristol, 2019), and how 
engaging a form of learning this is (Yang, Lavonen, and Niemi, 2018). 
At this point of the development of Moodle and virtual simulations for 
SA training and assessment, computers are not able to answer IC ques-
tions or dynamically adapt the scenario based on IC decisions. Due to 
this shortfall, human interaction is still needed in the testing of all SA 
levels. New training tools will have to be constructed to provide engaged 
learning in online learning platforms that can take into account trainee 
cognitive, social, and emotive factors (Wang and Kang, 2006). To extend 
options and opportunities in terms of online learning, virtual reality 
technology can be used for multi-disciplinary emergency management 
training (Prasolova-Forland et al, 2017).

Because Moodle self-check tests are an efficient way of testing IC knowl-
edge in regard to SA, new questions should be developed for use in self-
check tests. The study showed that even simple feedback from the com-
puter prompts the learner to retake the test. Various e-learning scenarios 
could improve SA levels 1 and 2, as those average figures were still on 
the threshold. We suggest that the Moodle platform should be studied in 
relation to training for command competences that are based on scenarios 
where the standard operational procedures are applied. With such use, 
scenarios could be assessed by computer and automatic feedback can 
be provided for trainees. More research is needed in this area, though, 
such as how different SA levels may be evaluated via e-learning. When 
focusing on how assessment results could be used to frame new personal 
learning-goals and to provide ICs with more options when it comes to 
reflecting on the e-learning platform before their face-to-face assessment 
day takes place. One reason for developing e-learning-based training and 
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the assessment of SA is that it is an easily-scalable way of being able to 
train ICs in a standardised way.

We concluded that TAD has succeeded in outcome-based, student-cen-
tred, virtual simulation and scenario-based training and assessment for 
all three SA levels. TAD offers a motivating and engaging way in which to 
train, while the full command competence of ICs can still be challenged. 
TAD should be continued to assess IC SA levels in virtually-simulated 
complex incidents. Further research needs to be carried out to be able 
to find ways in which different SA levels can be taught and assessed in 
more scalable ways with the aid of virtual simulations.
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INTRODUCTION

The manner in which the Russian Federation (henceforth often referred 
to here as the ‘RF’) utilises the power of information in compliance with 
its foreign policy objectives has become a frequently-discussed issue in the 
last few years. This debate has been reignited by the significant role that 
the Russian mass media played throughout the Ukrainian conflict which 
broke out in 2013 (Badrak and Kozlov, 2016; Carpenter, 2017; Mölder 
and Sazonov, 2018; Pynnöniemi and Rácz, 2016).1 Since then, numerous 
works have emerged which have striven to assess the character of the 
Russian approach to the instrumentalisation of foreign mass media on 
the information-psychological level. In the backdrop of this debate, two 
dissonant strands have formed in this research area. The first group of 
authors has referred to the current Russian modus operandi in this field as 
a new phenomenon (Giles, 2016b; Rutenberg, 2017; Tolz and Teper, 2018; 
Bērziņš, 2019). On the other hand, some papers assert the fact that, in 
recent times, Russia first and foremost has revived old practices that were 
developed and tested during the Cold War period, thereby neglecting, to 
some extent, any claims of a new phenomenon (Ajir and Vailliant, 2018; 
Cull et al, 2017; Snegovaya, 2015; Kuzio, 2019). As a result, two more or 
less conflicting paradigms concerning the nature of the current Russian 
approach to the instrumentalisation of foreign mass media have been 
established in the academic discourse. Despite the increased interest 
in the issue, a study is still missing which would offer a consistent and 
systematic analysis, and which would strive to contribute to a solution 
for these contradictions stemming from the associated literature. This 
encourages further research to be undertaken which may lead to a better 
conceptual understanding of how the strategy behind the instrumen-
talisation of foreign mass media on the information-psychological level 
which was employed by Soviet Russia during the Cold War period differs 
from the strategic toolset being utilised nowadays by the RF.

In an attempt to address this lacuna, the article uses a diachronic per-
spective to carry out a variation-finding comparative analysis which will 

1  This paper uses a generally accepted definition of the term ‘mass media’ to refer to a set of 
various forms of media-based technology which allows mass communication, or  transferring 
information content to the wider general public.
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reveal the essential differences between the Soviet and current Russian 
strategies behind the instrumentalisation of foreign mass media on the 
information-psychological level. This perspective enables us to compare 
the approaches that have evolved over time in terms of Russian strate-
gic thinking and generate a set of differentiating attributes which could 
determine the character of individual strategic designs. The article sets 
up four categories that outline the framework for analysis: a) concep-
tions (creating the rationale for mass media employment); b) mechanisms 
(techniques of employment within individual conceptions); c) methods 
of implementation (the application of mechanisms in practice); and d) 
goals (representing the expected outcomes). These categories are derived 
from the general definition of ‘strategy’ that is understood as referring 
to a plan (involving conception and mechanisms) which delineates the 
manner (involving methods of implementation) in which one uses their 
best means (via instruments and/or resources) to achieve the desired 
end (goals) (Mintzberg et al, 2002; Freedman, 2015). This procedure 
offers a structured examination of the crucial components constituting 
a strategic design and makes it possible to generate differentiating attri-
butes in regard to the fundamental layers of a strategy formulation. In 
this manner, the article explains the variation in the characters of those 
approaches that have been examined against the instrumentalisation of 
foreign mass media as a direct consequence of a unique configuration in 
the structure of individual strategic designs. In that respect, the article 
suggests that different configurations for the crucial layers of a strategy 
formulation produce varying sets of differentiating attributes that, in 
turn, provide the strategic designs with specific characteristic features, 
and yield qualitatively distinctive modalities.

The article is comprised of four chapters matching the categories that 
have been listed above for analysis, with all of the chapters being struc-
tured in the same way. Each chapter begins with a description of the 
relevant component that forms part of the Soviet strategy in terms of the 
instrumentalisation of foreign mass media in the appropriate category. 
The description is used to generate specific differentiating attribute(s) 
which serve to determine the character of the strategy for the correspond-
ing layer. This step is immediately followed by the same technique that 
is employed to derive differentiating attribute(s) which serve to deter-
mine the character of those strategic modalities that have been utilised 
by the Russian Federation in recent times at the equivalent level. The 
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comprehensive sets of differentiating attributes which determine the 
variation in the characters of individual strategic designs are presented 
and interpreted in the discussion which concludes this article.
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1. CONCEPTIONS

The strategy that involves the instrumentalisation of mass media in for-
eign policy which was used by Soviet Russia throughout the Cold War era, 
the rudiments of which were laid down in the late 1940s, was based on 
the concept of psychological warfare (Nietzel, 2016). From a holistic per-
spective, psychological warfare includes political, diplomatic, economic, 
and military actions, along with mass media information streaming in 
the enterprise to enforce one’s will over that of the opponent, embracing 
the resultant power relations in the form of domination (Smith, 1953). In 
reference to psychological warfare, mass media is only one of a variety 
of tools that can produce an influence on the thoughts and actions of 
the target audience, whether they are meant to be political leadership 
members, specific segments within a population, or the general masses 
(Finch, 2000). Psychological warfare which has been conducted through 
mass media incorporates techniques to influence the belief system of the 
target foreign audience, along with its emotions, motivations, or rea-
soning, to induce confessions, reinforce attitudes, and provoke shifts in 
human behaviour that may be favourable to the state entity that employs 
this technique. Through this means, psychological warfare is meant to 
interfere with mental perception by intervening in the cognitive processes 
of the target audience (Doob, 1949). The key to understanding the Soviet 
strategy of the instrumentalisation of foreign mass media is embedded in 
Marxist-Leninist ideology which grew for decades, inseparable from the 
concept of psychological warfare (Thompson, 1989; Pechatnov, 2001). For 
this reason, in the Cold War period, psychological warfare was under-
stood as a means of non-military confrontation which had a substantially 
limited but still offensive nature. The offensiveness was not imminent; 
instead, it was hidden deep in the very essence of Marxism-Leninism, 
and it consisted of the effort to little-by-little strike at public discourse 
in the target countries and preponderate political support on the side of 
Soviet Russia or its sympathising groups (CIA – Office of Soviet Analysis, 
1955). Mass media became an instrument that could be used to enforce 
an ideological struggle by encouraging dichotomised reality that por-
trayed a world which had been divided into two camps: the Soviet camp 
of social-economic equality, democracy, and peace against the Western 
world of the bourgeoisie, with its autocracy, conflicts for resources, and 
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war. Russian media promoted the vision of socio-economic order that 
was provided by Marxism-Leninism and defamed any other competing 
alternative (Bessonova, 2010). In short, the Soviet strategy, which was 
based on the concept of psychological warfare, was characterised by two 
mutually related differentiating attributes: an overarching ideology with 
a limited (but still) offensive character.

After the end of the Cold War, and with the dissolution of the Soviet 
Union and the rejection of Marxism-Leninism as a dominant theory 
which could shape the Russian worldview, the expert community in the 
newly-established multi-ethnic and multicultural Russian Federation 
formed an innovative perspective on Russian identity and its role in 
the changing international environment, which was termed the Russian 
World (Suslov, 2017).2 Against this background, Russia started a process of 
forging a national identity by (re)constructing the discursive boundaries 
of nationhood. It did so by invoking a particular vision of what constitutes 
a new imagined nationalised political community and by promoting this 
amongst the population through speeches, interviews, various state agen-
cies, and within the wider media landscape (Bolin, Jordan, and Ståhlberg, 
2016). The foreign policy conception that was based on the Russian 
World construct, which has been saturated by neoconservative values 
with nationalistic overtones, has constituted a new ideational framework 
and has become the cornerstone of Russian soft power (Laruelle, 2015a; 
Suslov, 2017; Tiido, 2015). However, Russian political leaders have pri-
marily interpreted soft power in a very instrumental manner (Laruelle, 
2015a; Sergunin and Karabeshkin, 2015). As is maintained by the broader 
definition that distinguishes between the state-led category and the civil-
society-led category, soft power can intentionally be employed by state 
institutions in compliance with foreign policy goals. Therefore, a country 
may achieve the outcomes it wants not solely because others admire its 
values, but also by deliberately setting an agenda (Burlinova 2015; Watson 
2012). In the realm of international politics, the soft power, which com-
bines the Russian World and neoconservative values, has retaken the 
role of an overarching ideology. This ideology has enabled an increase of 

2  The Russian World incorporates the following population segments: a) ethnic Russians who 
are living within the borders of the RF; b) residents of the RF who are not ethnic Russians; c) 
ethnic Russians who are living outside the RF’s territorial borders; and d) non-Russians who 
are living outside the RF but who associate themselves with its cultural-historical heritage 
(Zevelev, 2001; Tiido, 2015).
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Russia’s foreign policy influence by employing enough vague and allur-
ing combinations of cultural and value-based agendas with the potential 
to address sympathising groups among foreign populations no matter 
in which part of the world they live (Suslov, 2017; Wilson, 2015). Russia 
resorts to this ideological framework to bring together the interests of 
various ideationally associated groups, to encourage new or closer coop-
eration with other states or sub-state political entities, and to enhance sup-
port or legitimacy for particular actions (Lenczowski, 2009). With respect 
to mass media streaming, Russia interconnects the cultural value-based 
agendas with the effects of the expansion of large media corporations into 
foreign media markets (Laruelle, 2015a; Dimitrova et al, 2017). Thanks 
to this, soft power which can be channelled through mass media assets 
is treated rather as a source of international connections that help to 
facilitate an association with Russian interpretations of reality in the most 
prone segments within the target foreign audience (Zeleneva and Ageeva, 
2017). In contrast to the role of Marxism-Leninism in the Cold War era, 
this conception is not engaged simply to combat hostile regimes, but to 
build transnational communities that are related to the RF by means of 
shared values, culture, and traditions (Keating and Kaczmarska, 2019). 
In this regard, the function of the current ideological framework, which 
is based on an amalgam of the Russian World and neoconservative val-
ues, fundamentally differs from the role of Marxism-Leninism in Cold 
War-era psychological warfare. As a result, the current Russian strategy, 
which is based on the concept of soft power, has been characterised by 
the following differentiating attributes: as an overarching ideology with 
a non-aggressive unifying nature.

Following the war in Georgia in 2008, experts in Russian military circles 
fully entered the debate. Russia has developed a renewed and progres-
sive approach that should help it to win contemporary interstate con-
flicts, those in which a military confrontation has been marginalised 
to minimum rates, and non-military means have become the primary 
instruments of attacking the enemy to tamp down its ability to resist: 
new-generation warfare in its essence (Ermus and Salum, 2016; Rotărescu, 
2015). As a consequence, Russia integrated information measures into 
the essential components of its contemporary warfare alongside mili-
tary force, special forces missions, or economic measures (Hellman 
and Wagnsson, 2017; Pynnöniemi, 2018). This gives Russia an offensive 
capacity in times in which the public tolerance of military intervention 
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has rapidly decreased (Franke, 2015; Fedyk, 2017). In this context, the 
conception of information warfare provides a framework which can serve 
to drive the instrumentalisation of foreign mass media that fits with the 
changing Russian attitude to international conflict resolution which is 
provided by this sort of militaristic reasoning (Cockrell, 2017). The con-
cept of information warfare is now understood in a purely offensive and 
utilitarian manner. This approach is deprived of any ideological obliga-
tions, as it is driven strictly by the principle of effectiveness (Thomas, 
2016). Mass media assets are activated ad hoc, and with varying levels 
of intensity they are used to disseminate customised narratives that suit 
the desired intentions which themselves can differ significantly in indi-
vidual media markets (Braghiroli and Makarychev, 2017; Ellehuus, 2020; 
Mankoff, 2020). The aim is not to provide a sole, unified narrative struc-
ture as given by Marxism-Leninism or the Russian World construct, but 
rather to create several customised narratives in order to give rise to the 
clashing preferences of different segments within a population in target 
states. Different audiences are targeted with different messages, as dif-
ferent societies can be fragmented by different issues (Fedchenko, 2016). 
Therefore, the contemporary strategic design of the instrumentalisation 
of foreign mass media that has been built up in the concept of information 
warfare that is rooted in the militaristic thinking that has been detailed 
above makes it possible for Russia to carry out information-based assaults 
that serve to exploit a full scale of locally unique social, cultural, eco-
nomic, or political community problems (Lucas and Pomerantsev, 2016). 
This approach is in sharp contrast with the Cold War conception of psy-
chological warfare, which strived gradually to erode political regimes by 
employing generalised ideological content given by Marxism-Leninism in 
a long-lasting systemic rivalry (Bolsover, 1948; Barghoorn, 1964). Taking 
all this into account, the current Russian strategy, which is based on the 
concept of information warfare, has been characterised by the following 
differentiating attributes: theatre-based opportunism (deprived of any 
ideological doctrines) in combination with a purely offensive nature.
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2. MECHANISMS

The pivotal mechanism in the field of the instrumentalisation of for-
eign mass media within the framework of the concept of psychological 
warfare adopted and refined by Soviet Russia was propaganda (Nietzel, 
2016). Propaganda is a process which serves to exploit the psychological 
effects of information dispersion that could concisely be defined as a 
set of systematic, deliberate communications practices that attempt to 
shape perceptions, and manipulate cognitions and direct behaviour to 
achieve a response that furthers the desired intent (Jowett and O’Donnell, 
2012). Most of the propaganda definitions are rooted in three funda-
mental features: direct social control; a narrowing of decision-making 
options; and explicit appeal to enforce change (Carey, 1996; Merrill and 
Lowenstein, 1971; Qualter, 1962). This requires the information mes-
sage to be framed to significantly limit the space for opinion-making 
and channel the content in a considerably constrained manner which 
serves to close minds, does not allow questions, and leaves no alterna-
tive to choose from other than the one demanded by the propagandist 
(Black, 2001). In that respect, propaganda is unanimously defined as a 
deliberate attempt to form, control, and alter the attitudes of the target 
audience in such a manner that, in any given situation, the reaction of 
those so influenced will resemble the one desired by the propagandist 
(Carey, 1996). Soviet foreign propaganda was used as a mechanism of 
enforcement, as it deliberately strived to manoeuvre the target audience 
to accept the Marxist-Leninist worldview. Therefore, propaganda turned 
out to be a mechanism that was designed to lead the non-military con-
frontation in the geopolitical conditions of the Cold War (CIA - Office 
of Soviet Analysis, 1955). Information-psychological operations within 
the propaganda framework were designed to achieve as much direct 
social control over the target foreign audience as was possible to pro-
duce maximum social manoeuvring that could be carried out through 
the dispersal of information content and to directly guide the change 
in public discourse regarding a bipolar ideological confrontation that 
favoured the Soviet perspective (CIA - Office of Soviet Analysis, 1955; 
Darczewska, 2014). With this in mind, we can claim that the logic behind 
social control which enables direct public management became the criti-
cal differentiating attribute that served to characterise propaganda as 
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a mechanism of the instrumentalisation of foreign mass media within 
the framework of the Soviet-style concept of psychological warfare used 
in the Cold War period. 

If we switch our attention to the current Russian strategy, cultural diplo-
macy functions as a mechanism which provides a meaningful framework 
for mass media instrumentalisation in terms of the concept of state-led 
soft power (Simons, 2013). Russian mass media came to be understood 
as a bearer of a message that contained a culturally-tainted and value-
based ideology which served to reinforce the country’s political agenda; 
it has become a source of gravitation in terms of building links to its 
foreign audience (Rotaru, 2017). In that context, Russian cultural diplo-
macy simply employs different forms of manipulation by using mass 
media content to address communities at both civic and state levels in 
an effort to bind them with its cultural/value model and engage them in 
its foreign politics. This is why some authors classify such a practice as 
cultural propaganda or neo-propaganda (Jang, 2019; Zamorano, 2016; 
Zeleneva and Ageeva, 2017). The neo-propagandist approach suggests 
the intention to win over the public in terms of particular interests 
through a massive orchestration of seductive conclusions that are pack-
aged to conceal their persuasive purpose (Sproule and Lewis, 1994). 
However, Russian cultural diplomacy differs from the Soviet-style pro-
paganda in at least two important aspects: a) it is not a mechanism of 
enforcement; and b) it does not strive to maximise social control through 
managing public discourse by extensively narrowing the public space 
for decision-making (Melissen, 2005; Lenczowski, 2009). While Cold 
War propaganda directly enforced the target audience to embrace the 
one and only possibility of change that was being predefined by the 
information content, the current form of Russian cultural diplomacy 
is less insistent, looser, and more vague. It is much more dependent 
upon self-identification (Laruelle, 2015b). Russian cultural diplomacy, 
which is channelled through mass media, calls for support or active 
participation in a multi-national, inter-religious, Russia-centric civili-
sation-strengthening collective identity that is based on ideals of human 
rights, faith, spirituality, kindness, conservative ethics and/or morality, 
conscience, and a traditional attitude to sexuality in association with 
family life (Feklyunina, 2016). Cultural diplomacy in the form that is 
currently being employed by Russia rather tries to arouse sympathies for 
the proposed values and/or cultural framework that is embodied in the 
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Russian World construct, and which provides the target audience with 
the chance of becoming part of it (Laruelle, 2015a). It sounds more like 
an offer or an invitation. Cultural diplomacy relies on indirect influence; 
hence, it can provide much less straightforward control over decision-
making in the ranks of the target audience when compared to Cold War 
propaganda driven by Marxism-Leninism (Klyueva and Mikhaylova, 
2017). With that being said, the logic of social convergence that leads to 
the establishment of transnational communities has become the cen-
tral differentiating attribute that characterises cultural diplomacy as a 
mechanism of the instrumentalisation of foreign mass media within the 
framework of the soft power concept that is being utilised by the RF.

The mechanism behind the Russian concept of information warfare is 
weaponised media, which incorporates the entire scale of mass media 
technologies ranging from traditional newspapers and all types of 
broadcasting media, up to the new forms of social media (operating 
on internet platforms) which play a substantial role as multipliers of 
the impact of information streaming (Nissen, 2015; Partanen-Dufour, 
2016). In this vein, mass media sources are considered to be an essen-
tial weapon through which a decisive offence that can capitalise on the 
information-psychological effects of massively dispersed information 
narratives can be launched in peaceful conditions as well as during 
wartime (Flemming, 2017). The core message of this changing strategic 
reasoning is the following: while traditional combat remains a possibility, 
it will no longer be the primary means of victory on the battlefields of 
the twenty-first century. In contemporary Russian strategic thinking, 
information warfare with a substantial position in mass media has taken 
over the reins (Bērziņš, 2019). The idea of a weaponised media goes 
beyond the propaganda framework. This is not about the propagation 
of any specific worldview, but more about the opportunistic utilisa-
tion of information to be able to strike the weakest or most sensitive 
points within the structure of the populations of the target states (Giles, 
2016a; Pomerantsev and Weiss, 2014). Instead of gaining social con-
trol, weaponised media sources use information to carry out precisely 
aimed assaults which can seriously harm the target states by disrupting 
popular discourse, causing public disarray, and decreasing the ability 
of the affected population to assess the real state of affairs (Lucas and 
Nimmo, 2015). Therefore, mass media sources are employed to cause 
as many destructive, damaging, or detrimental effects as possible by 
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breaking consonance in the ranks of the target society across a variety 
of issues that are at hand (Doroszczyk, 2018; Szostek, 2017). From this 
perspective, the logic behind social fragmentation, which is motivated 
by a desire to cripple the social integrity of target states, is the primary 
differentiating attribute that serves to characterise a weaponised media 
as a mechanism of the instrumentalisation of foreign mass media within 
the framework of the concept of information warfare.
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3. MEANS OF IMPLEMENTATION

At the level of practical implementation, Soviet foreign propaganda uti-
lised the principle of ideological indoctrination. According to the com-
mon definition, the purpose of ideological indoctrination is to imbue the 
target audience with theories, doctrines, and beliefs that are provided by 
specific thinking in a dogmatic, unquestionable manner (Lammi, 1997). 
In the Soviet reality, ideological indoctrination worked on persuasion, as 
it strived to force the target audience to adopt the picture being presented 
to it in a way that was consistent with the underlining thoughts that were 
epitomised in Marxism-Leninism whilst at the same time constructing 
an image that portrayed a new state-social configuration and blackened 
competing alternatives (with capitalism/imperialism in the first place) 
(Cassinelli, 1960; Brandenberger, 2011). Although Soviet persuasion also 
used a positive form of motivation (an image that provided more than 
simply social order) within the framework of competing paradigms, and 
therefore, it encouraged self-identification to some extent, the practice 
of indoctrination did not leave any space for free independent decision-
making. The target audience was not expected to question or critically 
examine the doctrine they had learned, but were supposed to accept 
it as an objectively-given reality. Soviet propaganda, which was based 
on persuasion through ideological indoctrination, demanded full-scale 
commitment; it appealed either for the recipient to be a follower, or to 
become a foe who must be defeated (Barghoorn, 1964; Brandenberger, 
2011). This technique was designed to instil intentionally biased ideas 
into human minds to force people to behave according to the will of the 
propagandist while refusing any independent choice or doubt (Schweitzer, 
1962). Therefore, persuasion here is perceived as a process through which 
one state imposes its beliefs on another by manipulating the target state’s 
population through the means of deliberately created and ideologically-
tainted information campaigns (Jowett and O’Donnell, 2012). Moreover, 
Soviet propaganda, which was based on persuasion through ideological 
indoctrination, portrayed international relations in a polarised perspective 
which invoked a vision of a world that was divided by pervasive and non-
avoidable conflict embodied in the struggle between Marxism-Leninism 
and any other competing socio-economic or political theory (Brzezinski, 
1960; Papp, 1979). The practice of indoctrination mixed with the polarised 
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worldview forced the target audience to think of international relations as 
a zero-sum game by drawing a world in which cooperation amongst states 
with differing ideological affiliations was not an acceptable possibility. 
As a consequence, Soviet foreign propaganda produced an image that 
showed social relations as a constant struggle for power domination and 
urged people to fight for the sake of Marxism-Leninism (Zimmerman, 
1969; Buecker, 2003). Against this background, differentiating attributes 
which determined the specific character of Soviet Cold War propaganda 
have emerged at the level of practical implementation: dogmatism which 
encouraged an antagonistic polarisation both at the intrastate and the 
international level.

At this point, we should also turn our attention to the special information 
operations used in the Cold War era. Derived directly as a specific branch 
of propaganda, the special information operations in Soviet Russia were 
labelled ‘спецпропаганда’ (‘special propaganda’) (Darczewska, 2014). 
Special propaganda was employed in the form of: a) active measures, 
which were usually taken in the form of calculated information leaks 
that were published with no obvious relation to Soviet Russia or its allied 
organisations; or b) reflexive control, which intentionally conveyed to 
an opposing side certain aggregate information which would cause it to 
make a decision appropriate to the information it had received (Ajir and 
Vailliant, 2018; Giles, Sherr, and Seaboyer, 2018). Special propaganda 
refers to the clandestine methods used in enforcing Soviet authority 
abroad: efforts to control media in foreign countries; written or spo-
ken disinformation which is retranslated by media assets that have been 
retaken by Soviet proxies in foreign countries; the use of communist 
parties and front organisations to disseminate information that favours 
Soviet interests on the ground; illegal transborder radio broadcasting; or 
information operations that serve to build up pressure on the political 
leadership (Fedchenko, 2016). As such, special information operations 
were employed when Soviet Russia attempted to increase the effects of 
persuasion through ideological indoctrination, especially by concealing 
links to the Soviet political regime for any disseminated information 
(Active Measures Working Group, 1987). Former Czechoslovak intelli-
gence officer, Ladislav Bitman, who defected to the west in 1968, describes 
Soviet-era special information operations as manufacturing forgeries: 
‘Forgeries […] are classified into two major categories. The first category 
includes misleading information (disinformation) that contributes to 
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poor policy decisions among government leaders. This type of fakery 
usually does not require or receive widespread attention from the media. 
The second type, propagandistic forgery, seeks to mould public opinion 
in a target country.’ (Bittman 1985, p 96). However, special informa-
tion operations went only slightly beyond the generalised ideological 
doctrines and used several basic forms of narrative in many variations, 
repeating them over and over: a) portraying internal or regional interstate 
conflicts as a direct outcome of the imperialistic policies of the USA or 
other western (European) countries within the framework of colonial-
ism, cultural oppression, or economic plundering; b) accusing the USA 
(or other countries that were labelled as being capitalist or imperialist) 
of arms proliferation, war-mongering, or supporting alleged terrorist 
groups; c) displaying the success of social revolutions (such as those tak-
ing place in Latin American states) in an effort to support the resolve of 
people to join the ‘nation liberation’ that was being led by Soviet sym-
pathisers; or d) defaming figures and organisations that were held in 
high esteem within society where they opposed ideas that were being 
put forward by Soviet ideological propaganda (Barghoorn, 1964; Active 
Measures Working Group, 1987; Staar, 1991). For these reasons, the article 
understands special information operations as being an integral part of 
propaganda (as described above), the primary purpose of which was to 
multiply the effects of dogmatised ideological persuasion.

The form of cultural diplomacy which Russia utilises today is rooted 
in soft power. It employs persuasion through attraction, inducement, 
and co-option to shape peoples’ actions and motivate them to support 
Russian policies (Lord, 2009). In contrast to the Cold War era, current 
forms of Russian persuasion through attraction allow different levels 
of self-identification. In essence, it does not force people to choose the 
only ‘good’ that is predetermined by the media content as did Cold War 
propaganda. It means that people can fall in with it only partially, to 
coincide with a limited volume of precisely-chosen pieces of a presented 
agenda (Rutland and Kazantsev, 2016). It must be mentioned here that 
Russian persuasion through attraction which employs the previously-
defined ideological framework of soft power, which is based on neo-
conservatism with nationalistic connotations and which is sometimes 
labelled as nationalistic neo-conservatism, has often been formulated 
in opposition to western globalist liberalism (Lukin, 2014; Shcherbak, 
2019). Therefore, some arguments suggest that the relationship between 



242

PROCEEDINGS • XIX • 2020• OLD AND NEW THREATS – CHALLENGES FOR INTERNAL SECURITY

the current Russian nationalist neo-conservatism and western globalist 
liberalism resembles the geo-ideological polarisation of the Cold War era 
(Diesen, 2019; Karaganov, 2018), However, despite the nationalist neo-
conservatism being promoted by Russia as being set out as an alternative 
to western globalist liberalism and often criticising liberal values, it lacks 
the antagonistic tendencies that were embedded in Cold War ideology. 
Current forms of Russian-led persuasion fall short of a direct appeal 
to carry out significant changes in the structure of other (competing) 
political regimes (Keating and Kaczmarska, 2019; Kortunov, 2019). On 
the contrary, Russian soft power media messaging portrays the Russian 
World and the value framework it embodies as a unique transnational 
civilisation that is increasingly endangered by globalisation that is spread-
ing the westernised model of cultural liberalism (Meister, 2016). This is 
because Russia’s soft power is not designed to seek out strategic superi-
ority (Klyueva and Mikhaylova, 2017). In comparison, Russian messag-
ing heavily advocates multipolarity, which can be comprehended as the 
central feature of any stable world order (Laruelle, 2015b). This vision 
rejects one or more dominant states when it comes to being able to impose 
rules on the rest of the world and prefers geopolitical, geostrategic, and 
geo-economic pluralism (Hinck, Kluver, and Cooley, 2018). Russian nar-
ratives are based on the premise that all participants in international rela-
tions should respect each other’s interests (Stronski and Sokolsky, 2020). 
Current Russian soft power reasoning upholds the idea of multiplicity and 
plurality in terms of world cultures, and argues that idiosyncratic cultural 
qualities must underpin all political systems and structures (Chebankova, 
2015). Russian media messaging claims that countries with different 
socio-economic and political systems can interact peacefully and should 
play by existing rules. Still, it simultaneously justifies efforts to make 
international norms more appropriate to national interests. In the end, 
instead of the Cold War appeal to revolution, Russia’s narratives stand for 
its cultural/value model, claiming the right to preserve equality among 
countries, and stipulating respect for its state and/or national concerns 
(Sergunin and Karabeshkin, 2015; Miskimmon and O’Loughlin, 2017). 
Therefore, Russia does not necessarily see other players as its adversaries, 
but rather as competitors. This logic portrays international relations as a 
non-zero-sum game, where multipolarity, peaceful coexistence, and coop-
eration (especially when taking into account economic affairs) are possible 
or even desirable options (Sergunin and Karabeshkin, 2015). In contrast 
to Cold War propaganda, the differentiating attributes determining the 
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specific character of Russian cultural diplomacy at the level of practi-
cal implementation are: self-identification, which allows cultural and 
political multipolarity both at the intrastate and the international levels.

Weaponised media sources employ traditional methods that were 
evolved and perfected in the Cold War era (Cimbala, 2014; Snegovaya, 
2015; Abrams, 2016). Russia, in this regard, heavily relies on massive 
volumes of disinformation dispersed in systematic campaigns. It also 
employs reviewed, rebuilt, and transformed special information opera-
tions (Snegovaya, 2015; Lucas and Pomerantsev, 2016). Contemporary 
special information operations still utilise public figures of the state as 
primary targets. To undermine the prestige of target state authorities 
and tamp down their legitimacy, Russia carries out attempts to defame 
political leaders or reduce belief in their levels of honesty and reliabil-
ity, or to discredit policies that are incompatible with Russian interests 
(Doroszczyk, 2018). Besides that, Russia still utilises forgeries and engages 
proxies that are situated in the target states as influencers to conceal the 
origin of specific information or disinformation to augment its impact 
on the affected audience (Ajir and Vailliant, 2018). In this aspect, weap-
onised media resembles Cold War propaganda. Notwithstanding, Russian 
media assets use these methods in a considerably distinctive modus ope-
randi. Instead of indoctrinating the target audience with ideology or 
simply misleading it with disinformation, weaponised media sources are 
designed to attack the enemy directly and to harm the complex intrastate 
decision-making process in a bottom-up direction by pushing already-
existing social grievances, stereotypes, and vulnerabilities (Meister et al, 
2018). Russian information streaming utilises the full spectrum of avail-
able social discrepancies to arouse internal turmoil amongst religiously, 
culturally, nationally, value-based, or politically diverse segments that 
exist within the populations of the target states (Fedchenko, 2016). In 
that regard, the RF proactively utilises information content to spread hate 
speech, to destroy trust, sap morale, degrade the information space, erode 
public discourse, increase partisanship, or incite violence (Lanoszka, 2016; 
Lucas and Pomerantsev, 2016). Such forms of implementation demand 
extremely focused information narratives with a strong potential to 
encourage internal disputes between different segments within a target 
society, while also undermining trust in and the devotion of inhabitants to 
the central government authority, precipitating upheavals or even armed 
insurgencies, and ‘decomposing’ the social-political order from below 
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(Bruusgaard, 2014). This approach does not strive to persuade the target 
audience about a specific set of beliefs to generate control over them, but 
to exploit existing opinion and/or social incongruity to fuel an escalation 
of internal conflict. This form of implementation is not about achieving 
direct domination, but is about igniting strong enough division to reverse 
unfavourable tendencies in the political development of target states. In 
this sense, weaponised media sources are used to stop political processes 
that have a potentially negative impact on Russian foreign policy interests, 
no matter whether they are economic, cultural, or security processes 
(Bugajski, 2020). For these reasons, the characteristic features determin-
ing weaponised media sources in terms of practical implementation are: 
resentment stimulation producing socio-political disintegration both at 
the intrastate and international levels (such as narratives that are dis-
seminated by Russian media outlets which target conflicting interests 
amongst EU or NATO member countries) (Hofmeisterová et al, 2018; 
Ellehuus, 2020; Mankoff, 2020).
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4. GOALS

Soviet foreign propaganda was, first and foremost, devoted to a political-
ideological mission: overthrowing capitalism, establishing socialism, and 
building up communism around the world (Bessonova, 2010). Therefore, 
the ultimate goal of the Soviet strategy was to support the territorial 
expansionism of the Marxist-Leninist ideology and thereby increase the 
foreign influence of Soviet Russia around the world to the detriment of 
its primary foe, the alliance of western states, which labelled as capital-
ist or imperialist (Marxism-Leninism defines imperialism as the last 
stage of capitalism) (Kuusinen et al, 1963). In Soviet strategic culture, 
psychological warfare did not solely target the enemy that was embodied 
in western capitalistic states but also neutral countries that stood in the 
middle without so far having aligned with either side of the bipolar con-
frontation (Triska, 1958; Light, 1991). The ultimate goal can be divided 
into several sub-categories: a) indoctrinate foreign audiences with the 
Marxist-Leninist ideology (implant sympathies that lead to the forma-
tion of groups of supporters who adopt Soviet ideology and persuade a 
foreign public to believe in systemic flaws within the western capitalistic 
and/or imperialistic states, such as moral depravation, socio-economic 
defectiveness, or aggressive expansionism); b) enforce the supporting 
groups so that they can undermine the political system in their countries 
and potentially spark off ideologically-motivated (socialist) revolutions; 
and c) support the process of building socialism in countries in which 
sympathising groups have retaken political power (Bolsover, 1948; CIA 
– Office of Soviet Analysis, 1955). In short, this is a revisionistic and 
non-systemic approach that seeks to change ideologically incompatible 
regimes and challenges the existing international order in the contest 
for ultimate victory which will grant the winner hegemonic dominance.

The ultimate goal of the current Russian soft power strategy is to enhance 
political influence in an environment of peaceful coexistence and to 
mitigate the negative effects of certain policies in regard to international 
reputation (Yablokov, 2015). This ultimate goal can be divided into three 
larger sub-categories: a) positive-image-making; b) legitimacy enhance-
ment; and c) support-searching (Simons, 2014). This specific set of goals 
is designed to help Russia spread its influence abroad and allows it to 
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keep up in the geopolitical competition with other great powers like 
the USA, China, and India, when it comes to diffusing the world with 
their own socio-cultural paradigms (Isar, 2017; Krenn, 2017; Liu, 2019). 
In doing so, Russia strives to: a) attract foreign audiences to its socio-
cultural value-based agendas; b) excite feelings of self-identification with 
this ideologised framework; c) encourage the target audience to engage 
in promoting and preserving this common legacy; and d) co-opt foreign 
audiences into cultural/political programmes that are organised abroad 
by Russian institutions (Hudson, 2013). Compared to the Cold War strat-
egy, these goals are soft in nature, as they are short of revisionistic ambi-
tions as well as any appeal for aggression or subversion. Instead, they try 
to profile the position of the Russian Federation within the boundaries 
of the existing system. Rather than seeking change or denigrating an 
enemy, current soft power goals are formulated in mild, unifying, or 
even appeasing overtones. They support legitimacy enhancement by 
promoting: a) multilateralism and cooperation; b) culture and values; 
c) human rights; and d) the historical importance of Russia (Klyueva, 
2017). In relation to strategic goals, the current soft power approach tends 
to be a more-or-less cooperative strategy that seeks to increase Russian 
influence abroad, while not radically challenging the existing setting in 
the structure of the international system.

With regard to the concept of information warfare, contemporary Russian 
strategy derives much more tangible goals than simple regime overthrow. 
Information campaigns are now targeted at a particular audience in a 
considerably narrower way and with unprecedented precision, which 
allows certain levels of f lexibility in stating the objectives. Although 
the current strategy is closely related to the 4D3 approach, Russia does 
not strive simply to distort reality or distract attention (these two ele-
ments exemplify the primary fields for mass media instrumentalisation 
in the 4D design), either of the wider public or the political leadership 
in the target states (Snegovaya, 2015; White, 2016). The goals that are 
attached to current foreign Russian mass media offensive campaigns 
are tailor-made to specific conflict situations and to different geopoliti-
cal arenas, thereby representing distinctive operational environments 
(Perry, 2015). This means that the essential purpose of contemporary 
information campaigns is to paralyse the affected state’s capability to 

3  Dismiss-Distort-Distract-Dismay.
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mobilise the power that is necessary to counter Russian interests as much 
as possible in specific operational conditions (Fedchenko, 2016). This is 
achieved by limiting sources of internal sovereignty, and the extent of 
any limitation can significantly vary in accordance with specific needs 
and intentions in individual geopolitical theatres in the following forms: 
a) inflicting confusion to mitigate public reaction in terms of specific 
Russian policies; b) arousing the fragmentation of opinion and thereby 
limiting the space for manoeuvre for the target country when it comes 
to introducing counter-measures; c) disintegrating the target audience 
in an effort to paralyse the state’s ability to raise internal support; and 
e) perhaps even initiating turmoil or motivating subversion (Meister, 
2016; Pasitselska, 2017). The aim is to unfold the internal instabilities 
that may exist within individual target states and incite fragmentation 
processes within the ranks of the target society at the desired level of 
intensity (Bugajski, 2020). To give an example, this dynamic is particu-
larly evident in the western Balkan states where Russian media exploits 
issues of frozen conflicts in the region, while also fostering nationalistic 
sentiment, and reviving inter-ethnic rivalry to thwart the ambitions of 
local governments to be able to associate themselves with Nato or EU 
institutions (Stefanov and Vladimirov, 2018). This strategic modality is 
designed to stop or change political development that is unfavourable 
to Russia, and thereby to revise the foreign policy course that has been 
fostered by particular states. Instead of exhibiting ambitions to change 
the existing structure of the international system, this approach strives 
to make the international environment more Russia-friendly by suffocat-
ing political developments at a national level where such developments 
have the potential to harm Russia’s foreign policy interests. Therefore, 
we can claim that this strategy is partially revisionistic at the state level, 
but systemic at the international level.
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DISCUSSION

In the Cold War period, solid foundations were set out. These served 
to drive the systematic utilisation of mass media power in compliance 
with foreign policy goals. In that regard, the current Russian strategic 
toolset reinvigorates the Cold War roots, as it strives to employ mass 
media sources to manipulate the thinking and doing of the target foreign 
audience through the means of socio-psychological manipulation. In this 
manner, contemporary Russian strategic modalities utilise information 
content, which has been massively dispersed into foreign media markets 
to influence the human perception of reality and to produce changes in 
behaviour in the ranks of the target audience abroad that is in favour 
of Russian interests. This article shows that at least two modalities have 
consequently developed in Russian strategic thinking: soft power and 
information warfare. It is apparent that the current developmental trends 
have reflected on some of the key characteristics that determined the 
nature of Soviet Cold War strategy. While the design of soft power revives 
the use of ideological content, information warfare restores the offensive 
reasoning through the means of additional disinformation campaigns 
and special information operations.

Despite this basic affinity, the diachronic perspective indicates that the 
Russian strategic toolset in the field of the instrumentalisation of for-
eign mass media has been progressively adapting to the development 
of geopolitical conditions. It has responded to the changing position of 
Russia in the international system, and has directly addressed evolving 
foreign-policy ambitions. Within this context, the evidence shows that 
the Russian strategic toolset when it comes to the instrumentalisation 
of foreign mass media has undergone significant changes following the 
dissolution of the Soviet Union. The article revealed fundamental dif-
ferences that stemmed from varying configurations in the crucial lay-
ers of strategy formulation. Each of the examined modalities that has 
developed in Russian strategic thinking over time has been built upon 
different conceptions that function through distinctive mechanisms that 
in turn use idiosyncratic means of practical implementation that are 
tailor-made for achieving a precisely formulated sets of goals. These dis-
similarities provided the individual strategic designs with unparalleled 
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sets of differentiating attributes according to which we can unambigu-
ously distinguish between them. The aggregated sets of differentiating 
attributes that are generated for the given layers of a strategy formulation, 
and which serve to explain the variations in the character of individual 
strategic designs, are summarised in Figure 1.

FIGURE 1.

cold war strategy present strategic toolset

strategic 
modalities

• psychological 
warfare based on 
marxism-leninism

• soft power based 
on russian world

• information war-
fare based on mili-
taristic reasoning

conception • overarching 
ideology

• limited offensive

• overarching 
ideology

• non-aggressive

• opportunistic
• purely offensive

mechanism • social control • social 
convergence

• social 
fragmentation

implementa-
tion

• dogmatism
• antagonistic 

polarization

• self-identification
• multipolarity

• resentment 
stimulation

• disintegration

goals • revisionistic (state 
level)

• non-systemic (inter-
national level)

• non-revisionistic 
(state level)

• systemic (inter-
national level)

• partially revisionis-
tic (state level)

• systemic (interna-
tional level)

These sets of differentiating attributes can be summarised into coherent 
characteristics that define the examined strategic approaches which have 
developed over time in Russian strategic thinking.

1. The Soviet Cold War approach to the instrumentalisation of for-
eign mass media at an information-psychological level, which was 
constructed on the basis of the concept of psychological warfare, is 
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characterised as: an ideologically-based offensive strategy that func-
tions on the principle of social control, which is achieved through 
dogmatic content messaging that promotes antagonistic polarisation. 
This is a revisionistic, non-systemic strategy that is designed to ini-
tiate the overthrowing of incompatible regimes in an effort to gain 
systemic dominance.

2. The first approach in terms of the instrumentalisation of foreign mass 
media sources at an information-psychological level, which has been 
utilised by the RF in recent times and has been built on the concept of 
soft power, is characterised as: an ideologically-based non-aggressive 
strategy that functions on the principle of social convergence, which 
is achieved through self-identification, opening the way for cultural 
and political multipolarity. This is a non-revisionistic, systemic strat-
egy that is designed to maximise power within a system of peaceful 
coexistence.

3. The second approach to the instrumentalisation of foreign mass media 
at an information-psychological level as has been utilised by the RF 
in recent times and which has been based on the concept of informa-
tion warfare, is characterised as: an opportunistic, purely offensive 
strategy that is based on a militaristic rationale which functions on the 
principle of social fragmentation achieved through the stimulation of 
resentment to stir up socio-political disintegration. This is a partially 
revisionistic strategy that is designed to reverse unfavourable policies 
by particular players whilst not disturbing the existing structure of 
the international system.
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