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FOREWORD

Helina Maasing
Editor-in-Chief

It is my pleasure to introduce the fifth issue of the Proceedings of the
Estonian Academy of Security Sciences. Having bound the contributions
of almost one hundred authors in the past twenty years, the Proceedings
has become one of the most recognisable science magazines in the sphere
of international security in Estonia and its surrounding countries. The
Proceedings of the Estonian Academy of Security Sciences is one of the
few annual journals in Estonia which publishes original security-related
research papers. The journal is indexed in the EBSCO database.

This special issue of the Proceedings: From Research to Security Union is
linked with the Security Research, Innovation & Education Event (SRIEE
2017), which was held on the 14™* and 15" of November 2017 in Tallinn.
The aim of SRIEE 2017 was to reduce the gap between research and the
market, so that innovative solutions can meet the needs of practitioners
and other users. This idea is also reflected in the papers collected for
this issue of the Proceedings. The journal reflects the broad base of the
issues of internal security, from terrorism and radicalisation to fire safety
and domestic violence. Also, from this issue you may find innovative
projects, which aim to make societies more secure.
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The development of the genuine and effective Security Union in Europe
is about supporting Member States in their efforts to respond to the
major security concerns that our societies face today. It’s about facili-
tating the fundamental realisation that in our more interconnected and
more globalised world - the security of one Member State is the security
of all Member States.

Across Europe we are facing threats such as terrorism, cyber-attacks, or
man-made or natural disasters that regrettably cause the loss of hun-
dreds of lives. Since these threats are most often of cross-border or trans-
national in nature, they are addressed more effectively when tackled at a
European level.

The EU’s effort is focused on fully understanding the nature of these
threats, then creating the policies and tools that are needed to tackle
them. Security research contributes in a very substantial way to this pro-
cess — by enabling the development of innovative security solutions.

EU-funded security research has already been delivering exciting results.
The projects being presented to you at this event, I believe, attest to that.

However, these high-quality results do not sufficiently feed through into
innovative products available on the marketplace for purchase by buy-
ers. This is the key challenge for the years to come that will, rightly, be
addressed.

This SRIEE 2017 comes at an important time for EU-funded research.
The final Work Programme for Horizon 2020 was adopted three weeks
ago. While of course we will need to pay attention to implementing it
over the coming three years, the Commission is also now beginning to
shape its vision and to prepare its post-2020 framework programme.

Let me highlight what are for me four important issues for the future
programme as concerns security research.
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First of all, in order to ensure that within the EU the most up-to-date
tools are available for security practitioners we need to continue to pro-
gramme research and foster innovation specifically targeted to their
needs. That means we will continue to need a dedicated European
security research programme.

Of course, this cannot stand in isolation and we need to ensure that we
can benefit from synergies with other relevant programmes such as that
for defence research.

Secondly, we need a certain flexibility especially to allow us to react
swiftly to emerging threats.

Thirdly, the future framework programme must contribute to overcom-
ing the bottlenecks that prevent the uptake of security research onto
the market. Let me identify some of what this could mean in practice:

o It could mean further developing the use of existing instruments such
as pre-commercial procurement or public procurement of innovative
solutions.

o It should also mean further promoting the direct participation of
practitioners in our projects and in supporting the establishment of
networks of practitioners that go well beyond the simple exchange of
best practices.

o It might mean that the EU needs to develop a better understanding
of the needs and constraints of the procurement bodies that purchase
equipment for end-users.

o It should mean harnessing the expertise of EU agencies - such as
the European Border and Coast Guard - to bridge the gap between
research and what is needed by end users in their daily work.

My fourth and final point is about the level of funding for a post-
2020 security programme. I will certainly make the case within the
Commission for a level of funding for security research that is com-
mensurate with the importance of security challenges in the EU. And I

10
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am sure you will similarly be seeking to persuade your interlocutors at
national and EU level.

The more that we can show that security research and innovation is suc-
ceeding in making a significant contribution to meeting Europe’s secu-
rity challenges, the more likely there will be a positive reaction to calls
for increased funding.

Before concluding, I would highlight that in the coming months the
European Commission will be consulting the public on what should be
the major “missions” under the future research programme that could
support the EU, Member States and other partners in addressing global
challenges. I invite all of you already to start contributing to this process
in your discussions. We need innovative ideas to help shape an EU secu-
rity research programme that can deliver innovative solutions to tackle
the security threats of the future.

11
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ABSTRACT

From the perspective of safety, terrorism can be recognised as one of the
most pervasive phenomenon in the contemporary world. However, this
article is not about the terrorism. In the age of interdisciplinarity and
relationalism, it is widely accepted that to survive, every profession needs
knowledge from other domains. Management, public administration,
criminology, social psychology, and the police are, amongst others, the
academic domains that have essential knowledge for the development
of the police. This article tries to answer the question, how is terrorism
an important phenomenon in the field of safety, while giving reference
to domains mentioned above. The question is important since it paints
a picture of the impact of one prominent issue of safety within domains
relevant to the police, and in this way refers to directions that should
be taken to succeed in managing the police as well as to design (police)
education systems. The results indicate that terrorism is a concept that is
often not used in the academic domains discussed in this study, and in
this manner emphasizes the value of this study and raises the question:
how to mitigate the threat of stagnation or backwardness in the police?
Further research is needed to recognise what has been said and which
spheres require closer attention.

14
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“Comprehension is not the source of competence or the
active ingredient in competence; comprehension is composed
of competences.” (Dennett 2017, p. 149)

INTRODUCTION

The above cited quote from Daniel Dennett refers to an endless list and
combinations of competencies that could compose a comprehension of
the police in the field of safety. From which domains the police hope
to gain knowledge in a contemporary world, and how these domains
are attracted by safety topics relevant to the police? These questions are
vitally important for the police as a player in a game with continuously
changing partners. A steadily changing task environment combined
with the dynamic nature of safety pose challenges for the police that
should be answered adequately.

In this article there is no question about the definition of the police, it
is more productive to think about which domains are important to the
police, and how attractive the issue of safety (using the example of ter-
rorism) is to each domain. The latter is important for the police, since
knowledge from other disciplines creates standards to which the police
can build upon.

The general purpose of this article is to find out and demonstrate how
terrorism is represented in domains from which the police obtain knowl-
edge, in order to be a professional player in the field of safety. Concerning
the development of the police and policing, the main question posed in
this article is: how terrorism as a major topic in the field of safety is repre-
sented within domains that are inevitably related to the development of
the police and policing? In answer to this question, we have to first look
at the academic literature of a particular domain and, second, put these
results into the context of the academic literature of police and terrorism.

Although the purpose of articles like this is to strengthen the field of
study (see Webster & Watson 2002, p. XIII) - police and policing in this
particular case - the piece however is not (yet) a classical literature review
article. The nature of this article is more conceptual, but also holds the

15
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notion and preparational ethos for the literature review research(es) of a
particular domain.

One way to find adequate domains for this particular research is to look
at police science, and ask what is police science anyway? The police sci-
ence cannot be grasped by some unique or even definite list of disciplines
(see e.g. Greene 2006; Bjorgo et al. 2007; Weisburd & Neyroud 2013;
Sparrow 2016; Wood et al. 2017), and for this reason we may say that it
is multidisciplinary by nature. Indeed, to develop the police and polic-
ing knowledge from management and public administration domains
are needed; as a member of society and a player in the field of safety
- the issue penetrating all layers and fields of society - knowledge from
social psychology is vital; and from the point of the police’s core mis-
sion - dealing with issues of safety (see United Nations General Assembly
1979; Council of Europe 2001) - criminology, the police and policing are
the spheres that need to be studied. Naturally, there are more spheres
and disciplines (like psychology, the economy, and so forth) that are also
important from many perspectives, but from the point of this article the
aforesaid were picked as examples (1) for highlighting the multidisci-
plinary nature of the field of safety and (2) determining the actual pos-
sibilities and limits concerning the related domains of the police. On top
of this, terrorism (the topic that inspired the article) is also the subject
of research.

The police are always influenced by, but also have an impact on, particu-
lar trends in safety and terrorism is one of the most visible and influen-
tial phenomenon influencing people’s lives in the contemporary world,
starting from decisions related to traveling (see e.g. Sonmez & Graefe
1998; Kozak, Crotts, & Law 2007), down to policing strategies (see e.g.
Murray 2005; Waxman 2008). It makes sense, while terrorism causes
strong reactions in countries affected by it, such as the UK, USA, France,
Belgium and so forth. Yet, there are countries (like Estonia) that have not
experienced terrorism in the ways seen in the countries mentioned pre-
viously, but still positioning terrorism as the most significant problem
with regard to safety. (Suve 2016)

Since terrorism as a pervasive phenomenon has a significant impact on

safety and the police are one of the most important players, the ques-
tion arises: how the problem of terrorism is represented in domains

16
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from which the police should gain useful knowledge for development?
The interdisciplinary nature of the police requires an adequate and up
to date input from other domains. With regard to some particular safety
issues, almost no studies exist reviewing the position of certain domains.
The latter is important as it gives an insight for others into the position
of a particular domain on a certain safety issue (like terrorism). The
police’s passion concerning safety issues is intelligible, but how about
other domains?

This review article provides an overview about how the question of ter-
rorism is represented in the academic literature of management, pub-
lic administration, social psychology, criminology, the police & polic-
ing, from 2001 to May 2017. The starting point of the analysis period
concerns the terrorist attack on the World Trade Center in the US on
September 11th, 2001. Although the sampling and methodology will be
described in detail in chapter 2, it is worth noting some general informa-
tion about the study. The journals chosen for analysis were picked from
the Web of Science and Scopus. The general principles of selection were
the following: (1) the selection process of journals started from the most
influential by impact factor; (2) journals that had an introduction which
offered a possibility for valuable knowledge for this research were chosen
for closer analysis; (3) articles to which the title and abstract provided
information that promised to offer some advantage to the police or polic-
ing were listed. In total 30 journals were chosen, 5 from each domain;
182 articles were listed for the further analysis.

To be clear: the idea of this article is not to create a phonebook (Bem
1995, p. 172) but to explicitate the diverse information published on ter-
rorism - the pervasive phenomena - within the scientific research of the
domains that aid in developing the police. This article not only offers a
valuable and innovative knowledgebase for the police, but also for schol-
ars from the domains selected, it is merely the introduction and preface
for further and more profound research.

This article consists of four main parts. In the introduction the problem
and purpose of the study were introduced. In the second part, the areas
for review and the concept of terrorism as a pervasive problem for safety
will be presented; the third part clarifies the methods and sample of this
review article, and the fourth part will focus on particular domains as

17
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well creating an image of the field of scientific research related to the
topic, it also clarifies some of the limits of the article and formulates
ideas for further research.

1. TERRORISM - THE AREAS FOR REVIEW

Why terrorism? There is an enormous amount of literature published
about terrorism, and it is not an easy way to grasp the concept. “There
are hundreds of definitions of terrorism in use’ (Schmid 2011, p. 39) and
250 of them are collected and presented in “The Routledge handbook of
terrorism research’ (Schmid 2011). Since the primary addressee of this
article and further studies related, are people interested in the police or
policing, the view of terrorism in this article is open and limited only
by the abstract threat or direct violence - no reference is given to the
roots and location of terrorism in this particular case. In this article, it
is enough to admit the violent nature of terrorism on people’s percep-
tions and behavior. To illustrate and specify the latter, an example from
Nobelist Daniel Kahnemann is so astonishing that it has to be presented
here. Kahneman explains how recent terrorist acts in Israel have affected
his behavior during a visit to the country:

“I was driving a rented car, but I was chagrined to discover that my
behavior was also affected. I found that I did not like to stop next to a
bus at a red light, and I drove away more quickly than usual when the
light changed. I was ashamed of myself, because of course I knew bet-
ter. I knew that the risk was truly negligible, and that any effect at all
on my actions would assign an inordinately high “decision weight” to a
minuscule probability. In fact, I was more likely to be injured in a driving
accident than by stopping near a bus.” (Kahneman 2011, pp. 623-634)'

This example of safety in a particular country shows that it is the respon-
sibility of the police to find appropriate organisational design and strat-
egies of policing to mitigate the problem. The quote from Kahneman
expresses the insidious nature of terrorism and presents vaguely the
possible spheres of knowledge that the police and policy makers should

! Page numbers from the e-book.

18
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have in dealing with that kind of issues. So, the need for an interdis-
ciplinary knowledge for policing and governance is becoming clearer.
However, another important point related to this ‘abstract threat’ con-
cerns ‘appropriateness’ in organisational design and strategic actions.
Appropriateness should be understood in this article as an adequacy.
Due to the pervasive nature of terrorism, it is easy to overreact in many
ways. The latter is famously highlighted by Mueller and Stewart: “To the
extent that extreme reactions like multitrillion-dollar wars are consid-
ered to be a (self-inflicted) part of the cost of the terrorist attack, they do
far more damage to the attacked than is accomplished by the terrorists
themselves.” (Mueller and Stewart 2016, p. 252)

The irrational threat of violence related to the pervasive nature of terror-
ism is the ‘trousseau’ that burdens scholars and practitioners of policing,
pushing them on a continuous search for a relevant police organisation
with an appropriate combination of police strategies. As it was stated
above, the purpose of this article is to find out and demonstrate how ter-
rorism is represented in domains from which the police obtain knowl-
edge in order to be a professional player in the field of safety.

This chapter focuses on the phenomena of terrorism as it was represented
in scholarly research. Before looking at terrorism from the view of a par-
ticular domain, it is useful to get an overview of the topic in general. The
widely used way to get an overview of some topic is to run a search in
Google Scholar. Looking at the term ‘terrorism’ within Google Scholar
(17 of July 2017), the top 10 most cited sources are presented in Table 1.

It may be surprising that the most cited source concerns couple violence.
Even if running a search for ‘domestic violence’, it would not be the most
influential text. Not surprisingly, all these pieces are worth reading for
everyone who wishes to get a brief overview of the topic. The texts listed
in Table 1 express many different aspects and views of terrorism, but
for a better understanding of the topic and the problem of this article, it
would be useful to highlight some points from these pieces.

The most cited text (Johnson 1995) and the journal where it was published
(Journal of Marriage and the Family) points to the heart of the phenom-
ena of terrorism - there are no limits or defined fields for terrorism, it can
appear from wherever. It is not something outlying or abstract - one can

19
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TABLE 1. The results of a search for the term ‘terrorism’ within Google Scholar -
the 10 most cited sources

Source Citations

1 | Johnson, M. P, 1995. Patriarchal terrorism and common couple vi- | 2168
olence: Two forms of violence against women. Journal of Marriage
and the Family, pp. 283-294.

2 | Pape, R.,2005. Dying to win: The strategic logic of suicide terror- | 2070
ism. Random House.

3 | Jongman, A.]., 1988. Political terrorism: A new guide to actors, 1771
authors, concepts, data bases, theories, and literature. Transaction
Publishers.

4 | Pape,R.A.,2003. The strategic logic of suicide terrorism. 1500

American political science review, 97(03), pp. 343-361.

5 | Crenshaw, M., 1981. The causes of terrorism. Comparative politics, | 1275
13(4), pp. 379-399.
6 | Krueger, A.B., and Maleckov4, J., 2003. Education, poverty and 1213
terrorism: Is there a causal connection? The Journal of Economic
Perspectives, 17(4), pp. 119-144.

7 | Baudrillard, J., 2003. The spirit of terrorism and other essays. 1147
Verso.

8 | Dershowitz, A. M., 2002. Why terrorism works: Understanding the | 1062
threat, responding to the challenge. Yale University Press.

9 | Volkan, V.D., 1998. Bloodlines: From ethnic pride to ethnic terror- | 1001
ism. Basic Books.

10 | Laqueur, W., 2000. The new terrorism: Fanaticism and the arms of | 1000
mass destruction. Oxford University Press on Demand.
Source: Google Scholar, 17t of July 2017.

find it in the home. Another fact is that there are a lot of myths related
to terrorism that are not true or can be acknowledged as half-truths. A
good example of the latter is the myth of terrorism as a religious or -
more precisely - mainly Islamic-related phenomena (see e.g. Crenshaw
1981; Pape 2003, 2005). The examples of couple violence (Johnson 1995)
or possible ethnic conflicts (Volkan 1998) will also illustrate the point.
For every scientific research the position or starting point should always
be clarified. A dualist or dialectical view or just Manichaeist (good or
evil, lightness or darkness) paradigm are also too simplistic in handling
terrorism - there is no single or clear offender, and it is not always clear
what could be the causes and effects. Pape’s quote (2005, p. 33) illustrates
the later: “Before the US-led invasion in March 2003, Iraq had never
experienced a suicide terrorist attack in its history”.

20
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Within this murky field of terrorism, there is still at least one thing in
common - terrorism is always linked with the dilemma of inclusion-
exclusion. The latter is the important characteristic for both: the police
and policing. Considering the aforesaid and stressing the aggressive
nature of terrorism, from the police’s and governance’ perspective, it is
important to recognise one possible side-effect. Unlike in a war situa-
tion where the stronger is not always obvious, in the terror case a ter-
rorist is always weaker compared to the state. Despite the more vulner-
able position, a terrorist is hard to catch, and horror is hard to prevent.
The ‘stronger’ has pressure to be even stronger. Baudrillard’s (2003, p.
32) statement that “liberal globalisation is coming about in precisely the
opposite form - a police-state globalisation, a total control, a terror based
on ‘law-and-order’ measures” is pretty frightening, but not unrealistic.
The popularity of stop-and-search techniques of policing (see e.g. Reid
2009; Quinton 2011; Bowling and Weber 2011; Coppock and McGovern
2014) is just one obvious example of the latter.

Although not axiomatic it is hard to dispute the pervasive nature of
terrorism and the premise to which domains like management, public
administration, social psychology, criminology and the police could be
interested in the influences of the phenomena on a particular domain.
From that position, we move closer to the point of the current study.

2. METHODS

Since the purpose of the article is to find out and demonstrate how ter-
rorism is represented in the diverse domains from which the police get
its knowledge, we should first find the databases offering that kind of
information. Although the article has a high ambition of representing
the phenomena within diverse domains from a particular perspective,
the task is challenging in many ways. On the one hand, it should recog-
nise and express the existence and reverberation of terrorism in some
(broad) domain; on the other hand, it should also hold the focus on the
police’s perspective. Such a complex but tightly focused task reduces the
methodological possibilities to run the research, while at the same time
making it easier to follow the study.

21
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With the purpose to ensure equal quality of the research data, the sources
should also be comparable. The latter enables conclusions to be drawn
and to compare the significance of terrorism on a particular domain. For
these reasons we need databases different from - for example - Google
Scholar, the search engine with various possibilities that is widely used
for information retrieval, but may have a low quality of data compared to
WoS or Scopus. (See Mongeon and Paul-Hus 2016, p. 14; Moed, Bar-Ilan,
and Halevi 2016, p. 27)

For more than 40 years (until 2004, when Scopus was launched by the
publisher Reed Elsevier (Archambault, Campbell, Gingras, and Lariviére
2009, p. 1320)) the leading academic database was the Web of Science?
(WoS), where more than 12000 academic journals (including open
access journals) are indexed and equipped with an impact factor. The
latter enables journals to be assessed and compared, and for this reasons,
it is expedient to use as a search engine to fulfill the purposes of this
article. In some cases - like in this research - the WoS does not contain
all the information required. The reason for that is that some particular
domains may not have enough journals indexed in the WoS. For this
reason, we turn to another extensive and influential academic databases
- Scopus®. Scopus contains more than 22000 academic journals (includ-
ing open access journals), and similarly to WoS, it has a citation metric
system. It is appropriate to choose sources from WoS and Scopus for the
reason that the data (in the sense of quality) is comparable - “the cor-
relations between the measures obtained with both databases [WoS and
Scopus] for the number of papers and the number of citations received
by countries, as well as for their ranks, are extremely high (R2 = .99)".
(Archambault, Campbell, Gingras, & Lariviére 2009) The allegation that
“journals covered by Scopus and not covered by WoS tend to have a low
citation impact and tend to be more nationally oriented” (Waltman 2016,
p. 8) may concern the ‘lower’ part of the list of journals within Scopus,
and for that reason has no impact on this study. However, for this indi-
rect reason the first selection of journals for this study was made from
WoS, and a search from Scopus was only used in cases where the WoS

> Follow the link to Web of Science: https://login.webofknowledge.com/error/
Error?Error=IPError&PathInfo=%2F&RouterURL=https%3A%2F%2Fwww.
webofknowledge.com%2F&Domain=webofknowledge.com&Src=IP&Alias=WOK5

> Follow the link to Scopus: https://www.elsevier.com/solutions/scopus/content

22



The echo of terrorism ... SUVE

did not index enough journals for the requirements of this study (see the

Table 2 below).

TABLE 2. The scope of the study within the selected domains

Web of Science

Scopus

Management In the category ‘Management’ | The database was not used
193 sources were listed
Public In the category 'Public ad- The database was not used
management ministration’ 47 sources were
listed
Social In the category ‘Psychology, The database was not used
psychology social’ 62 sources were listed
Criminology In the category ‘Criminology The database was not used
& Penology’ 58 sources were
listed
The police & Using the keyword search 12 sources with the keyword
policing (police, policing), within the ‘police’ and 4 sources with the
category ‘Criminology & keyword ‘policing’ were found
Penology’ 3 sources of the
police and policing were listed
Terrorism Using the keyword search With the keyword ‘terrorism’ 7

(terrorism), from the category
‘International relations’ 2
sources were listed (Terrorism
and political violence; Studies
in Conflict & Terrorism);

and from the category of
‘Criminology’ 1 source was
listed (Crime Law and Social
Change)

sources were found

Source: WoS, Scopus.

The choice from the selected domains (management, public adminis-
tration, social psychology, criminology, the police & policing, and ter-
rorism) was carried out on the following principles and applied to both

databases:

o The first selection was performed by starting from the top of the list
of journals (listed by current impact factor) in every domain. Since
the WoS and Scopus do not have precise categories for terrorism,
the police & policing, the keyword search with terms ‘terrorism’,
‘police’, and ‘policing’ were examined where needed.
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« Since the domains and categories in this study did not match 100
percent in the WoS and Scopus, the aim and scope of the sources
were the primary indicators in the first selection. For example in the
case of ‘Crime, Law and Social Change’ the description of the journal
indicated a particular focus on terrorism, and for this reason it was
added to the domain of terrorism in this study (see Table 3 below),
although the journal was listed under the category criminology
(WoS). In searching within Scopus, the keyword search was used.

o After the first selection, a search with the term ‘terrorism’ within
every journal (except in terrorism-specific journals) was exercised,
and eliminated sources with 0 matches.

« Considering the description (aim and scope) of sources from every
domain and the results of the keyword search mentioned above,
five sources were chosen for the analysis, and each issue of selected
journals from 2001 to May 2017 was screened carefully. Every study
that had a relevant title and abstract was chosen for further analysis.

TABLE 3. The list of journals and number of articles that have relevant terrorism-
related knowledge for the police

Domain/ Title of the journal IF / Scopus | Selected The
articles year of
foundation

THE POLICE AND POLICING

Policing & Society 1,610 10 1990

Police Quarterly 0,800 10 1998

Policing: An International Journal of Police | 0,761 5 1977

Strategies & Management

Police Practice and Research Scopus 18 2000

Policing: a Journal of Policy and Practice Scopus 6 2007
49

CRIMINOLOGY

Crime and Justice 4,941 1 1979

Journal of Research in Crime and 2,446 1 1964

Delinquency

The British Journal of Criminology: An 1,643 5 1960

International Review of Crime and Society
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Domain/ Title of the journal IF / Scopus | Selected The

articles year of
foundation

Criminology & Public Policy 0,769 7 2001

The European Journal of Criminology 1,305 1 2004
15

MANAGEMENT

Academy of Management Journal 6,233 2 1958

Journal of Management Studies 4,131 1 1964

Organization Studies 2,798 1 1980

Organization 1,777 2 1994

Journal of Organizational Change 0,577 2 1988

Management
8

PUBLIC ADMINISTRATION

Journal of Public Administration Research | 3,893 3 1991

and Theory

Public Administration Review 2,636 13 1940

Public Administration 1,922 5 1923

Public Management Review 1,872 2 1999

International Public Management Journal 1,233 6 1997
29

TERRORISM

Studies in Conflict & Terrorism 0,589 23 1977

Terrorism and Political Violence 0,933 18 1989

Journal of Policing, Intelligence and Scopus 13 2006

Counter Terrorism

Critical Studies on Terrorism Scopus 4 2008

Crime, Law and Social Change 0,492 11 19771
69

SOCIAL PSYCHOLOGY

Social Issues and Policy Review 5714 3 2007

Political Psychology 2,089 4 1979

Journal of Experimental Social Psychology | 2,159 1 1966

European Journal of Social Psychology 1,921 3 1971

Basic and Applied Social Psychology 1,818 1 1980
12

Total 182

Sources: WoS, Scopus, and the webpages of a particular journal.
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3. THE ANALYSIS AND CONCLUDING REMARKS

“Terrorism, like viruses, is everywhere.” (Baudrillard 2003, p. 10) No
matter how you define terrorism - is it in terms of war or crime - from
the police perspective it is a challenge anyway. At the same time, every-
one who aims to deal with terrorism has to set a focus from the onto-
logical as well as epistemological perspective. For example, regarding
safety, terrorism can be seen as a hierarchical relationship that may
be one particular precondition for couple violence (see e.g. Johnson
1995), or we may take it as a threat that has an impact on democratic
institutions (see e.g. Wilkinson 1986; Pape 2005). In any case, it is hard
to overcome one’s argument about the pervasive nature of terrorism.
The latter is a critical aspect for the police in many ways, but from the
perspective of this article, it is important to emphasise the position of
safety in domains that offer necessary knowledge to the police. There
is no definitive list of these domains, and it is probably appropriate to
think that all domains of social life have an influence on, and have been
affected by safety - the only question is about the degree of impact at
a particular moment in time. The police are in a similar situation: it
is useless to try to define the ultimate list of domains from which the
police has a chance to learn. At the same time, it is hard to specify the
most relevant domains for the police, but domains such as manage-
ment, public administration, social psychology, and criminology can
be seen as the basis from which the knowledge for successful polic-
ing and adequate organisational design can be acquired. To gain an
overview about how a particular safety issue - terrorism in this article
- is represented within the academic literature of these domains, police
and the matter of safety (terrorism) are the domains that should be
added to research.

This article has the ambition to express an actual context of interdis-
ciplinarity for the police from the outside in. The best way to learn
something about the meaning of some phenomena is not to study the
phenomena from inside, but the opposite - from the outside. For exam-
ple, if we want to know how a car works, then we should explore the
car; but if we want to know what a car is, then we should look at the
car in the context of other artifacts. (See e.g. Toomela 2016) This train
of thought is important to follow because from the point of that kind
of pervasive phenomena like terrorism, we should first understand and
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limit what the police is or could be (e.g. in a particular country), and
after that look at and design police work. In answer to the question
‘what the police could be,’ the other domains come into play. And more
particularly, from the point of this article, we could say that for the
designers of police organistaion it is of vital importance to know, how
the particular problem of safety is represented in domains relevant to
the police. Concerning the development of the police and policing, the
question arises: what should the police do to get knowledge from the
domains that are related to the police and policing? As it was posed in
the introduction, in answering this question, we have to first look at
the academic literature of a particular domain and, second, put these
results into the context of the academic literature of the police and
terrorism.

The tables 2 and 3 in this article express, to some extent, (1) the general
scope of a particular domain, and (2) how the issue of terrorism is rep-
resented in it. Considering the journals listed in every category (within
the WoS), management is the most comprehensive domain when com-
pared to the other domains used in this article. While public admin-
istration, social psychology and criminology have more or less similar
scope, police and terrorism are the least reflected domains. The dif-
ferent scope does not necessarily mean lower quality, but in this case,
it expresses the differences of impact factors, which refers to various
competitive conditions.

The diverse scope and the results related to this (e.g. impact factor,
competition, broader but also diverse list of journals) are the first
conclusions to highlight. In order to find the information needed, the
preparation and time for screening differs from the other domains
under discussion. Since there is an enormous amount of literature in
the field of management, it would be almost impossible to specify the
only “right” source to follow, and this study is a good example of that.
Although five journals were picked, it does not necessarily mean that
terrorism is not an interesting or fascinating topic for scholars in the
field, but it definitely means that terrorism is not one of the top top-
ics in management studies. Nevertheless, the management sciences -
have an enormous scope for scientists - continue to make progress in
both a theoretical and empirical sense, both of which may yield some-
thing of importance for the police. So, for that reason, for the designer,
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managers, and scholars of the police, it is a challenge to be on the ball
and see the police through the lenses of management theories.

In this study, the domains like terrorism, police & policing and public
administration afford some input to the police and policing, and the
result may be somehow recognised as true to type. Nevertheless, it is
too early to say something about the content and scope of the input,
since such analysis remains out of the limits of this study.

To conclude, I will add some additional notes about the limitations of
this article and some directions for further research. This article had
the ambition to represent the phenomena (terrorism) within diverse
academic domains from the perspective that is necessary to develop
the police, and at least to some extent, the purpose was realised.
Although the number of domains as well as principles of selection and
samples of journals may vary, the main point for the police is quite
clear: terrorism and the police are not very often used issues within
adjacent academic disciplines. Even in domains like criminology or
the police, terrorism was a pretty seldom found topic (in a quantitative
sense). Concerning the period (2001-2017) the low interest from crimi-
nology (15 articles selected), was the most surprising finding. The lat-
ter is especially telling compared to public administration (29 articles
selected), social psychology (12 articles selected) or even to manage-
ment (8 articles selected).

Considering the distinct representativeness of terrorism, the police
- in order to advance the police and policing - have limited choices:
to outsource the knowledge, to focus police education or to combine
the two. It is a challenge for the police education system (and police
administration) everywhere. Since terrorism - the pervasive phenom-
enon and critical problem for safety - receives moderate attention from
the domains in this study, the threat of stagnation or backwardness of
the police is real, and it is necessary to bear it in mind. The latter is one
of the messages of this study.

The conclusions of this article raise at least two significant questions for
further research. First, from the point of terrorism, the selected arti-
cles from each domain should be carefully examined to get profound
knowledge about what was said and what is missing. The second, what
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other domains could be related to terrorism which should be studied,
and what are the other issues of safety that also demand to be exam-
ined. Answers to these questions may depend on the level of analysis as
well the purposes and are country-dependent, but it is hard to deny the
urgency of these for contemporary policing.
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ABSTRACT

The proliferation of terrorist generated content online is a cause for con-
cern as it goes together with the rise of radicalisation and violent extrem-
ism. Law enforcement agencies (LEAs) need powerful platforms to help
stem the influence of such content. This article showcases the TENSOR
project which focusses on the early detection of online terrorist activi-
ties, radicalisation and recruitment. Operating under the H2020 Secure
Societies Challenge, TENSOR aims to develop a terrorism intelligence
platform for increasing the ability of LEAs to identify, gather and analyse
terrorism-related online content. The mechanisms to tackle this chal-
lenge by bringing together LEAs, industry, research, and legal experts
are presented.

36



TENSOR: Retrieval and analysis of heterogeneous online content ... AKHGAR et al.

1. INTRODUCTION

For most citizens, the Internet is a valuable resource in day-to-day life,
but for criminals and terrorists, it provides opportunities to exploit the
Web as a tool where they can communicate with affiliates, coordinate
action plans, raise funds and introduce new supporters or recruits into
their networks. These activities present a significant risk to the citizens
of Europe.

TENSOR is an EU project funded under the Secure Societies pillar of the
Horizon 2020 programme and aims to develop a platform offering Law
Enforcement Agencies (LEAs) fast and reliable planning and prevention
functionalities for the early detection of terrorist activities, radicalisation
and recruitment. The project aims to develop solutions to mitigate this
risk from terrorism and prevent future attacks or crimes from occurring
by analysing potential terrorism-related content resulting from extrem-
ists’ open communications and activity patterns online. To this end, a
unified platform will be developed, which will allow for multidimen-
sional content integration from heterogeneous online resources, with a
view to gathering large amounts of Surface, Deep, and Dark Web con-
tent, applying automatic analysis and summarisation, and presenting the
collected intelligence through intuitive interactive interfaces.

Informed by the requirements of LEAs and the challenges they face, the
TENSOR platform will include beyond state-of-the-art techniques for
searching, crawling, monitoring and gathering multimodal and mul-
tilingual Web content with the aim of expanding LEAs current reach
and information sources. The techniques developed in TENSOR aim
to improve efficiency, performance and effectiveness in finding and
gathering this content. Once the TENSOR platform has successfully
acquired content, information extraction techniques will be employed
such as entity-extraction, image, video and audio recognition, as well as
automatic translation. This will allow for the content to be categorised
against a custom-developed taxonomy for terrorist-generated content.
Categorisation will provide the basis for the TENSOR platform to per-
form an automated analysis of the content, employing techniques such
as clustering and classification, social network analytics and semantic
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reasoning. After the automated analysis has been performed, the plat-
form will automatically select the most relevant content and generate
summaries and visualisations to be displayed to the end-user LEAs.
This is expected to significantly reduce “information overload” on
LEAs and contribute to an increase in efficiency and performance in
analysing terrorist-generated content online. To this end, most pro-
cesses are automated in TENSOR, however end-users will have the
option of reviewing these processes and re-configuring the system,
making sure that the outputs fit with what is required, should there
be a need to do so. Moreover, EU data protection regulations will be
taken into account during the design and development of the system.
Measures will be taken to ensure that the principles of a) data mini-
misation, b) data quality, ¢) data limitation, d) data protection, e) data
portability, and f) data breach notifications are built into the system.

By delivering these capabilities, it is expected that TENSOR will posi-
tively impact upon: a) more efficient and effective prevention of ter-
rorist activities organised and planned online; b) faster detection of
novel terrorism and radicalisation trends, terrorist-published content
and grassroots terrorist cells; ¢) reduction of “information overload”
on LEAs, by automatically summarising and visualising only the rel-
evant content; d) built-in privacy and data protection; e) industry’s
understanding of LEA requirements, and therefore a positive impact
on the development of future products and Europe’s overall industry
competitiveness.

This article showcases the TENSOR project by presenting the chal-
lenges LEAs face and the methodology applied in TENSOR for extract-
ing their requirements (Section 2), the tools and technologies currently
being developed as part of the integrated TENSOR platform which aim
to advance the state-of-the-art in acquiring, analysing, summarising
and visualising terrorism-related Web content (Section 3), a legal and
ethical assessment of the current operational environment in several
European countries (Section 4), and the impact TENSOR may have on
this domain (Section 5), before concluding (Section 6).
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2. TENSOR USE CASES: CHALLENGES,
METHODOLOGY, AND USER REQUIREMENTS

TENSOR employs an agile user-centred methodology to inform the
development of the platform. This includes close consultation with a
number of LEAs and security organisations (such as the Police Service of
Northern Ireland (UK), Mossos d’Esquadra (Catalonia), National Crime
Agency (UK), West Yorkshire Police (UK), Belgian Federal Police, as
well as organisations from Greece and Germany) to develop a compre-
hensive set of requirements for the platform.

These user requirements were created based on specific use case scenar-
iosin four areas pertinent to terrorism: domestic terrorism, international
terrorism, lone actor terrorism and radicalisation, and are based on real
life events encountered by the LEA partners in the project. Through
these scenarios, it was possible to extract and analyse the challenges of
LEAs and define the capabilities needed to effectively overcome these
challenges. The user requirements were subsequently distilled from the
scenarios in the form of Agile User Stories and were gathered first at a
high and then at a detailed level. Analysing each high-level requirement
into a subset of lower level requirements led to the identification of cor-
responding functional and non-functional requirements.

Next, we first describe the challenges faced by LEAs while fight-
ing terrorism on the World Wide Web and then depict the use cases/
user-requirements.

2.1 CHALLENGES

Through the four use cases and preliminary requirements gathering,
the project was able to recognise a number of key challenges that are
particularly significant in the terrorism domain and that the TENSOR
platform would need to tackle in order to provide functionality beyond
that the LEAs already have access to. This section describes those chal-
lenges in the context of what information would be required and how
such information may currently be used by terrorists; this is classified
into the following major categories:
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o Utilising the Surface, Deep, and Dark Web as tools for coor-
dinating, recruiting, training and planning of terrorist acts:
Terrorist groups (and their supporters) use the Web to recruit and
train new members, and organise coordinated attacks. Especially
the Deep and Dark Web can provide, due to their anonymous and
encrypted structure, a safe environment for coordinating and plan-
ning attacks, minimising the chances of detection and arrest. They
are also used for training and radicalisation by facilitating the shar-
ing and dissemination of information and knowledge (e.g., hack-
ing instructions, calls to actions, propaganda) to less experienced
supporters without revealing the publisher’s identity or location.
Moreover, Hidden Service Marketplaces (HSMs) that exist on the
Dark Web, particularly in TOR and the IP2 may remain unknown
to LEAs for some time. The automated monitoring of such websites,
marketplaces, forums, and social media, using word/video/image
recognition software, will enable LEAs to search and scrape online
data in a timely manner.

o Accessing social networks and closed groups: Gaining access,
monitoring, acquiring evidence, and investigating “closed
groups” on social networks and closed forums can be challenging.
Investigators must often wait several weeks before requesting access
to their administrators, as time is needed for accounts to seem
authentic and to develop a realistic backstory. Amplifying individ-
ual weak-signals of online activities by grouping them together with
other behavioural and contextual factors, of the same and/or other
persons, can provide a comprehensive picture allowing authorities
to assess the level of a potential threat to society. The need to engage
in covert Web investigation to elaborate on their suspicions and
build a body of evidence requires LEAs to invest in operation time
which may not produce concrete results, but only further circum-
stantial evidence. Thus, an automated process that is able to predict,
exploit, and respond authentically to common interaction requests
on social media and Dark Web forums could free up investigators’
time and gain access to these closed groups, before being taken over
by analysts once specific information is required.

« Extraction and analysis of multilingual multimedia content: The
Web is not simply text-based, but is composed of multiple different
content types (including images, video, and audio) published and
posted in different languages, utilising different colloquialisms and
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idioms (e.g., arabizi). For standardisation, any extracted content
needs to be accurately transcribed, translated, analysed, and cat-
egorised into languages preferred by the end users of the TENSOR
platform so as to be “interpreted” correctly, and in a timely manner,
to assist LEA experts in determining their appropriate Course of
Action (CoA).

o Understanding and identifying terrorists’ perspectives: To pre-
vent terrorism and to successfully tackle the underlying causes of
radicalisation, LEAs are required to gain a greater understanding
at an early stage of the psychological preparations and perspectives
of violent extremists, their religious and ideological beliefs and the
consequential societal influences. These beliefs form the corner-
stone for the claims and desire to fight for religious causes, as well
as providing the foundations for developing extremist and fanatic
attitudes, their subsequent aspirations to convert unbelievers, and
their drive to advance their efforts toward their perceived moral
betterment of society and social values, such as social justice, soli-
darity and freedom.

2.2 USER REQUIREMENTS DEVELOPMENT

The requirements were developed based on the identification of user
groups and user stories. Two likely user groups of the TENSOR plat-
form, as determined by TENSOR partner LEAs, are intelligence officers
and operational intelligence analysts. These user groups were assigned
to a number of user stories based on what their operational activities
would be. Each user story forms part of a greater whole known as an
“epic” which encapsulates a larger use case. Furthermore, the stories
were also assigned to three categories: ingestion, analysis, and storage.
These attributes were combined with the LEAS’ requirements of the
TENSOR platform. These correlations allow each user story to address
a single requirement, assisting the technical partners to understand the
outcome described and the situation that this requirement will resolve,
as the following figure depicts.
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FIGURE 1: AGILE USER STORY EXAMPLE

# | Type | Category | Asan...<Actor> | can...<Activity> So that...<Effect>
01 | Epic | Analysis | Operational Determine whether | | know as much as
Intelligence my suspect is possible about my
Analyst already known to suspect and their
authorities as a history
person of interest
orinvolved in
known terrorist/
organised crime
groups or online
communities
02 | Story | Ingestion | Operational Ingest a list of The platform
Intelligence persons of interest | knows the persons
Analyst into the TENSOR of interest that | am
platform interested in

Next, the tools and technologies being developed in TENSOR for satisfy-
ing the distilled user requirements are presented.
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3. TOOLS AND TECHNOLOGY IN TENSOR

The TENSOR platform is composed of a number of components which
will be integrated into a unified platform (see Section 3.4). These com-
ponents include the methods for identification and extraction of online
terrorist content (Section 3.1), the analysis of this extracted (textual and
multimodal) content (Section 3.2), and the summarisation, presenta-
tion, and visualisation of the analysed content for consumption by LEAs
(Section 3.3).

3.1 TERRORIST-GENERATED CONTENT ACQUISITION,
PROCESSING AND INDEXING

The discovery and acquisition of online terrorist-generated content is the
foundation of the TENSOR platform and all other components depend
on the provision of this content. We consider online terrorist-generated
and terrorism-related content to correspond to textual and multimedia
information available on the Surface, the Deep and Dark Web.

3.1.1 TENSOR Data Models and Sources

Each individual piece of content is referred to as an artefact. Examples
of artefacts may include, among other things, documents, articles, vid-
eos, blog posts, comments and likes. Each artefact may possess many
attributes, some that are selected and extracted from within the original
meta-data and others that are attached to the artefact throughout the
various stages of processing. Attributes describe various aspects of the
artefact, such as when and from where it was obtained, its unique iden-
tity, and may well reference other artefacts.

Entities are extracted from the actual content of the artefact and repre-
sent the things within the content, e.g., organisations, locations, objects,
etc. TENSOR is currently developing a comprehensive taxonomy and
ontology of terrorism-related entities and classes, as well as the indicators
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required for extracting them from acquired artefacts. There are specific
components being developed which will extract entities from both tex-
tual and multimedia content in various supported natural languages and
dialects. Such extraction gives TENSOR components their mechanism
for understanding and reasoning against terrorism-related content.

Artefacts and their entities will be linked together, allowing for a graph-
based model to form. It is these links that allow patterns in the data to
emerge through the various processing mechanisms that will be built
into the TENSOR processing pipeline.

Acquiring artefacts, entities and links will take place through the vari-
ous types of sources available, both open public and restricted. These
sources may be grouped into four distinct tiers when considering both
the nature of availability and content privacy; these tiers are:

1. Tier 1: Open public non-personal data, including all widely avail-
able published content such as traditional news media sources,
widely recognised blogs, web feeds (i.e., RSS) and public social
media streams from organisational groups. This tier of content can,
but most often does not contain sensitive or personal data, and is
usually matter of fact information.

2. Tier 2: Open restricted non-personal data, including generally
publically available Web forums and social media groups, which
although often involves data created by potentially identifiable indi-
viduals, is often topical information and not personal in nature.

3. Tier 3: Open public personal data, including public facing social
media profiles and posts which although are often publicly avail-
able, the author has not necessarily explicitly intended the content
to be made public. This also covers information that is more likely
to contain personal discussions, such as social media users sending
publicly visible messages or comments to each other.

4. Tier 4: Open restricted personal data, including anything that
requires both authenticated access and an insider profile or avatar
that is in some way connected to an individual or group in order
to monitor or acquire their data. This is the most invasive tier of
content acquisition and should only be used in specific investigative
scenarios where the appropriate authorisation is in place.
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Other guidance on these tiers and the levels of authorisation required
for them may come from sources such as the UK’s National Police
Chiefs Council (2015) who define levels of open source investigation and
research based on the extent to which they are overt or covert investiga-
tions. As TENSOR may operate across the EU, it must be mindful of the
differing legislations in different countries (see Section 4).

3.1.2 Content Acquisition, Crawling, and Extraction

Extraction of content from the Surface, Deep, and Dark Web poses a
range of challenges for the implementation of the Web crawlers and
scrapers that are employed to obtain such content. On the Surface Web,
although there exists a greater body of research, many recent reviews
(e.g., Weninger, 2016) have noted that extraction methods fail to keep up
with current Web trends and the dynamic content that is often served
to the user. One recommendation is to make use of headless browsers
to ensure the page is fully rendered before extraction while another is to
consider the evolving standards that are being brought in by HTMLS5.
Content on the Deep Web is often hidden behind logins and captchas
that make automated access more complex. Furche et al. (2013), He
(2013), and Zhao et al. (2016) have all recently proposed mechanisms
such as adaptions to the XPath extraction method, using reverse link
searching to identify Deep Web sites in the first place, or using specific
extraction methods for obtaining content from ‘entity’ based sites.

The Dark Web provides further crawling, mining and extraction
challenges as site discovery in the first place is often more complex.
Furthermore, many of these sites may be ‘invite only’ or only appear
for limited time periods. Bouchard et al. (2014) have already proposed
a system for distinguishing between terrorist and non-terrorist sites on
the Dark Web, in particular noting that the phraseology used on the two
types of sites differs massively. Chen (2011) offered a number of sugges-
tions for mining the Dark Web, while Zhou et al. (2005) introduced a
knowledge management portal for the storage and retrieval of informa-
tion relating to terrorist groups on the dark web.

Even within these systems for accessing information across the different
layers of the Web, there also remains a consideration around how much
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autonomy the TENSOR platform should have when accessing this con-
tent. Too much autonomy and there is a risk of the system being accused
on conducting surveillance, while too little autonomy will not reduce the
burden on intelligence analysts’ workload and the platform will not be
used to its full potential.

3.1.3 Operational Mechanisms

The mechanisms TENSOR aims to use for acquiring content can be
broken down into two categories, active and passive. Active content
acquisition covers most uses of the TENSOR content acquisition tools.
It involves actively making requests against online services for specific
types of content via searches and crawling, both of which can leak infor-
mation to the service about the tool’s intentions. Passive acquisition on
the other hand attempts to take a more hands-off approach, by exploiting
technologies for monitoring purposes. These technologies include RSS
feeds, social media streaming sources, newsletter subscriptions and mail-
ing lists. Passive approaches will be employed as much as possible due to
their less revealing approach. However, the need for active mechanisms
emerges during targeted investigations. Nonetheless the salient point to
keep in mind when conducting such research is the mantra of necessary,
proportionate and justified (Association of the Chiefs of Police Officers
(ACPO), 2013). TENSOR will employ mechanisms to resist the function
creep that pervades in many social media based research tools for law
enforcement (Trottier, 2013) and the tendency to keep data long beyond
its usefulness.

During the retrieval stage, all content that is acquired will be given a
unique identity within the TENSOR platform. Secure Hashing Algorithm
(SHA) (see Section 3.4.4) will be employed to provide a verifiable iden-
tifier for the content to enable the detection of duplicates as well as to
protect content from tampering. On top of hashing, Digital Signature
Algorithm (DSA) (see Section 3.4.4) will add tamper proofing to the veri-
fiable identifier (or hash) allowing downstream components and subjects
to verify the integrity of the content.

In subsequent stages, TENSOR aims to effectively filter and anonymise
all acquired textual and multimedia content. Anything not meeting the
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minimum required attributes to be considered terrorist-generated or
related will be removed immediately upon detection. Further processing
will take place in the TENSOR processing pipeline in order to extract
entities and links between the discovered and acquired artefacts; some
of this extraction and classification will lead to further cyclical searches
to discover more relevant content.

TENSOR aims to store and manage all artefacts, entities, and links in a
generic and extensible manner. These are the main types of data within
the data acquisition process before additional processing takes over. The
use of a generic approach enables simplified indexing of content within
underlying database technologies. For example, entities can capture
various types of classes simultaneously such as locations and categories,
which can be indexed together. This does result in fewer, longer indexes,
but advantageously provides the capability to deal with entity types that
were previously unknown.

3.2 MULTI-MODAL CONTENT ANALYSIS

The analysis and correlation of information extracted from multimodal
content aims to ultimately provide LEAs with threat assessment and
early warning capabilities, by uncovering the structure underlying the
terrorism-related information and data through clustering, classifica-
tion, community detection and key player identification in social net-
works, information source quality assessments, multimedia forensics as
well as semantic reasoning and enrichment.

3.2.1 Clustering

Clustering aims to group together multimodal objects about similar
topics so as to reduce information overload and increase corroboration
through aggregation of multiple sources containing the same informa-
tion. To this end, TENSOR first applies Formal Concept Analysis (FCA)
(Ganter & Wille, 1998) using InClose (Andrews, 2011), a determinis-
tic method of deriving a set of hierarchical clusters, each containing a
set of instances (multimodal objects) that share a number of common
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attributes, such as the terrorism-related entities identified in the TENSOR
taxonomy (including people, objects, locations and events), categories,
sources, and extracted keywords. The further down the hierarchy one
travels, the more specific (more attributes, fewer instances) each cluster
becomes. Both instances and attributes can appear in multiple clusters.

Moreover, clustering in TENSOR also relies on methods applied on a
graph of the multimodal objects, where nodes usually represent tuples
of multiple modalities (e.g. text-image pairs) and links between any two
nodes are assigned in an unsupervised or semi-supervised way (Petkos
et al,, 2017). Community detection on this graph provides densely con-
nected patterns of mutually related objects, resulting in communities of
objects that share similar topics. Extracting the correct number of topics
is equivalent to the estimation of the correct number of clusters; these are
typically not known a priori. To estimate this number, TENSOR relies
on multiple realisations of approaches such as DBSCAN*-Martingale
(Gialampoukidis et al., 2016b); such methods are robust to noise (i.e.
can deal with data not belonging to any topic) and are also able to scale
efficiently.

Experiments performed to evaluate the proposed DBSCAN*-Martingale
against well-established and parameter-free community detection algo-
rithms were based on four realistic benchmark networks developed by
Lancichinetti et al. (2008). The results indicate improvements in the
effectiveness of the proposed DBSCAN*-Martingale community detec-
tion algorithm in terms of the Normalised Mutual Information (Danon
et al,, 2005) and RAND (Rand, 1971) metrics. In particular, the most
significant differences to the other approaches for both evaluation met-
rics are observed for the smallest dataset where DBSCAN*-Martingale
indicates improvements ranging from 12% to 35% in terms of NMI and
from 5.6% to 8.8% in terms of RAND. In the larger datasets, DBSCAN*-
Martingale still performs better than all the other approaches, but the
differences in the effectiveness are smaller, particularly for the RAND
evaluation metric. The second best performing community detection
approach is Walktrap (Pons & Latapy, 2006), with the exception of NMI
for the smaller datasets, where the Fast Greedy (Clauset et al., 2004) and
the Louvain (Blondel et al., 2008) methods perform second best.
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3.2.2 Classification

Classification aims to automatically assign the multimodal objects to
specific categories, e.g. regarding the level of radicalisation exhibited by a
document consisting of multiple modalities (such as a Web page or social
media post) using machine learning and deep learning techniques that
exploit the rich information from the different modalities (e.g. text and
images) and the inter-connections among them. TENSOR first employs
Recurrent Neural Networks (RNNs) to build a text-based model that is
learnt based on a set of documents annotated with the specific catego-
ries of interest. Given a new document, the model projects it into the
produced latent vector space and classifies it to an appropriate category.
Regarding images, the same methodology is applied with the only dif-
ference that the first layer uses Convolutional Neural Networks (CNNs)
instead of RNNs. During these two classifications, latent vectors are
extracted for representing respectively the two modalities (i.e. texts and
images) into similar spaces so as to merge them. Finally, a third model is
learnt to perform the classification by fusing together the two modalities;
in this last case, the main challenge is to deal with documents without
images and thus make the third model adaptive to this missing input.
Preliminary experiments indicate promising results for the individual
modalities using RNNs and CNNs respectively, while further research is
needed for their combination.

3.2.3 Social Network Analysis

Social Network Analysis aims to detect communities of users (e.g., user
accounts on forums/social media platforms) engaging in suspicious
terrorism-related communications and also identify the most impor-
tant and influential actors with a key role in the connectivity of the
social network and thus the dissemination of information. For instance,
Twitter has been extensively used for promoting and spreading terror-
ism-related propaganda due to its nature that permits the inexpensive
communication of multimodal messages (tweets) to users worldwide; to
this end, a top-down approach is often used, with a core group of mem-
bers spreading a terrorist group’s messages, which are then re-shared by
other affiliated accounts. For both LEAs and the administrators of social
media networking platforms, it is of vital significance to prevent terrorist
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groups from spreading their propaganda (to the extent possible), by shut-
ting down accounts who are found to play a central role in this informa-
tion exchange.

To this end, TENSOR employs centrality measures and in particular
entropy-based centrality measures, such as the Mapping Entropy (ME)
and the Mapping Entropy Betweenness (MEB) (Gialampoukidis et
al., 2016a). Intuitively, one may think of a random walker on the net-
work, standing at a node who picks his/her next step with a probability
equivalent to the degree centrality (in the case of ME) and equivalent
to the betweenness centrality (in the case of MEB) and is summed over
all neighbours of a node. These two measures consider the information
that is communicated through nodes who act as a hub (bridge), i.e. those
with high values of degree (betweenness) centrality between any two
members. In particular, the MEB centrality considers the betweenness
centrality of a node and also exploits local information from its neigh-
bourhood; hence, high MEB values indicate that a particular node can
act as a bridge for disseminating information, even if their degree cen-
trality is low. In parallel to the key-player identification, a community
detection algorithm is used to divide the network into groups of users
(communities). The top-ranked key-player is used to enrich the retrieved
results, which is achieved by searching for the community the key-player
belongs to (Gialampoukidis et al., 2017).

The proposed centrality measure was evaluated in a network formed
by user mentions in terrorism-related Twitter accounts, which were
retrieved using a set of five Arabic keywords related to terrorist propa-
ganda. As ground-truth, account suspension information from Twitter
was used, which marks user accounts as suspended, given that the sus-
pension process is applied when an account violates Twitter rules by
exhibiting abusive behaviour, including posting content related to vio-
lent threats and hate speech. The top-100 user accounts identified as key
players were examined to determine whether they are suspended, active
or no longer exist (i.e., accounts which have been temporarily or perma-
nently deactivated). The results indicate that the entropy-based centrali-
ties ME and MEB are able to retrieve the first suspended user at position
16, while PageRank follows at position 19. Other centrality and popular-
ity measures, such as closeness, eigenvector and number of followers do
not find any suspended users in the top-100 positions of their retrieved
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users. We observe that the network is very spread with many bridges and
a diameter equal to 27, so key players are expected to be positioned in
between many pairs of nodes in the network, exploiting also their neigh-
bourhood’s high betweenness centrality.

3.2.4 Information Source Quality Assessment

Information source quality assessment employs a multi-dimensional
viewpoint to interpret the notion of “quality”, e.g. in terms of reliability,
credibility, relevance, precision, etc. This is then also coupled with mis-
information and disinformation indicators; the former refers to false or
incorrect information that is spread intentionally or unintentionally (but
without realising in both cases that the information is untrue), whereas
the latter refers to intentionally false or misleading information that is
spread in a calculated way to deceive target audiences. Both mis- and dis-
information correspond in essence to disruptive information that mis-
leads and/or misdirects LEAs during their investigations. To this end,
TENSOR explores an axiomatic framework based on a combination of
theories modelling uncertainty (such as Dempster-Shafer) and machine
learning algorithms.

3.2.5 Multimedia Forensics

Multimedia forensics aims to detect digital manipulations (in particu-
lar splicing and copy-move manipulations) on online images. The main
challenges pertain to the extensive degradation of online content due to
the large number of re-savings (between the originally captured image
and the image that is published online) and the excessive computational
cost of powerful forensic analysis methods. Given the fact that a num-
ber of different approaches have been proposed in the literature, each
of which has shown to be successful only under specific assumptions
and cases (Zampoglou et al., 2017), the TENSOR toolbox implements a
number of complementary approaches that can be applied on demand to
multimedia content of interest.
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3.2.6 Semantic Reasoning and Enrichment

Finally, semantic reasoning and enrichment aims to first semantically
represent all pertinent information into a network of interconnected
ontologies, capitalising on advanced knowledge representation and
intelligent context-based reasoning solutions; information from external
sources (such as other terrorism-related datasets) can also be integrated
into these ontologies. Semantic reasoning is then used to further enrich
this data, by deriving facts from the relations between concepts on an
individual and collective level so as to enable the detection of unusual
event and activity patterns, whilst recognising novel instances of usual
patterns.

3.3 MULTI-MODAL SUMMARISATION

In TENSOR, one of the objectives is to present to the users the gist of
potentially relevant material discovered on the Web in terms of a sum-
mary in the language of preference of the user, and to facilitate the inter-
active exploration of this material using visual analytics techniques.
The summarisation module is still at an early stage of development: the
general architecture has been defined, but not all submodules have been
integrated or implemented. In this section, we describe the modules
needed in order to produce the summaries and visualise the results.

Nowadays, the most popular summarisation strategy is “extractive”,
which tends to select entire sentences from the original text source(s),
based on some relevance metrics. The most relevant sentences are con-
catenated into a summary; see, e.g., (Diligenti et al., 2004) for an over-
view. Although extractive summarisation can be realised with little lin-
guistic analysis and the resulting summaries are always grammatically
correct, they often lack coherence. Furthermore, the original and the
summary are in the same language.

Opposed to extractive summarisation is abstractive summarisation.
Starting from a conceptual representation of the original information
obtained by language analysis, abstractive summarisation creates inter-
mediate linguistic or conceptual structures from this representation,
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selects the most relevant content chunks and then generates a summary
using Natural Language Generation (NLG) techniques. The implemen-
tation of our abstractive summariser is based on a sequence of modules
that realise the sequence of transitions between different strata. The
pipeline can be divided into three main parts:

1. Language analysis: Language analysis is carried out by a text anal-
ysis pipeline that takes as input the textual content of a document
in a given language. This content is first analysed and represented
as a forest of abstract syntactic trees. In the case that the input lan-
guage is different from English, every lexeme in the tree is mapped
onto an English lexeme using bilingual dictionaries in order to
arrive at a kind of inter-lingua structure that facilitates language
neutral representations. These English “inter-lingua” structures are
mapped onto semantic structures modelled as RDF triples and then
to an ontology.

2. Text planning: Conceptual summarisation is approached by
assessing the relevance of the semantic structures produced by the
language analysis step. Relevance is assessed according to multiple
criteria, such as the frequency and joint mention of specific contents
in the analysed texts, and lexical-semantic and conceptual related-
ness of contents according to lexical databases, sense embeddings
and ontologies. Additionally, any inferred knowledge relevant to
the domain, the use cases or the production of natural language
should also be considered. By considering aspects related to the end
user of the system, summaries can be generated tailored to specific
users. In addition to determining the relevance of contents, our text
planning component also attempts to guarantee a degree of coher-
ence in the summary generated by sorting relevant contents in a
sequence that satisfies certain coherence constraints, e.g. grouping
together in the text contents that are conceptually related.

3. Natural language generation: Following this planning step, lin-
guistic generation starts by transferring the lexemes associated
to the semantic structures to the desired target language, using
available multilingual lexical resources. Then, the structure of the
sentence is determined and all grammatical words are introduced
and linked with syntactic relations. Finally, all morphological
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agreements between the words are resolved, the words are ordered
and punctuation signs are introduced.

In the following, we give more details about the aforementioned modules:
language analysis (Sections 3.3.1 t03.3.5), text planning (Section3.3.6),
and language generation (Sections 3.3.7 to 3.3.11), as well as visual ana-
lytics (Section 3.3.12). Figure 2 shows all the components analysed in the
following sections and the connections between them.

FIGURE 2: OVERVIEW OF THE SUMMARISATION PIPELINE
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3.3.1 Sentence splitting and tokeniser

Language analysis starts by determining sentence and token boundaries.
Rather than addressing tokenisation at a word level, our analysis pipeline
treats each sequence of words referring to a specific entity as an atomic
unit of meaning. In doing so, we seek to avoid unnecessary internal anal-
ysis of multiword expressions which may not even have a strictly compo-
sitional meaning (as, e.g., United States of America), and also to eventu-
ally obtain predicate-argument structures in which the arguments are
not just words, but expressions with an atomic meaning.

3.3.2 Surface-syntactic parsing

In order to determine the syntactic structure of each sentence, we use
Bohnet & Nivre’s (2012) joint lemmatiser, part of speech tagger, mor-
phology tagger, and dependency parser trained on the CoONLL09 Penn
Treebank dataset (Haji¢ et al., 2009). This system was the first one to
be able to parse non-projective dependency trees while predicting at the
same time the part of speech (PoS) and the dependencies, instead of pre-
dicting first the PoS and using it for predicting the dependencies in a sec-
ond step. The authors report an Unlabeled Attachment Score of 93.67, a
Labeled Attachment Score of 92.68, and a PoS tagging accuracy of 97.42
(the best possible score being 100 in all cases) in English, improving the
state-of-the-art in several languages at the time of publication, and still
competitive with current state-of-the-art systems. The sentence splitting,
tokenisation and parsing steps require together an average of 65 millisec-
onds of processing time per sentence.

3.3.3 Deep-syntactic parsing

The objective of this component is to identify and remove all functional
words (auxiliaries, determiners, void prepositions and conjunctions) in
the surface-syntactic tree and to generalise the syntactic dependencies
obtained during the previous stage, while adding sub-categorisation
information for lexical predicates. The resulting structures after this
step are deep-syntactic trees, in the sense of the Meaning-Text Theory
(Mel’¢uk, 1988), which is the theoretical framework that underlies the
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whole natural language processing pipeline. The mapping between sur-
face and deep syntactic trees can be achieved using rule-based (Mille et
al., 2017b) or statistical (Ballesteros et al., 2014) graph-transduction sys-
tems. Both systems are able to perform the removal of functional words
(hypernode identification) with an accuracy of about 99%, and derive the
deep dependencies with a recall of about 91% (LAS) in English, for which
it is possible to rely on good quality lexical resources (see next section).
The deep-syntactic parsing step is currently performed in an average of
25 milliseconds per sentence.

3.3.4 Coreference resolution, word sense disambiguation and entity
linking

This step comprises tasks aimed at determining the lexical sense, con-
ceptual meaning or denoted entity of specific words or groups of words
in the text. Several state-of-the-art methods and resources for corefer-
ence resolution, word sense disambiguation, named entity recognition
and entity linking are being considered. Lexical databases and knowl-
edge bases like WordNet (Miller, 1995), PropBank (Kingsbury & Palmer,
2002), VerbNet (Schuler, 2005), FrameNet (Baker et al., 1998), DBPedia
(Auer et al., 2007) and BabelNet (Navigli & Ponzetto, 2012) can be used
as repositories of senses and entities, possibly extended with domain spe-
cific knowledge compiled in collaboration with user partners. For the
coreference resolution task, we will experiment with both simple baseline
methods, e.g., best mention method based on well-studied syntactic and
lexical constraints, and advanced methods such as those implemented
in the Standford CoreNLP tools (Manning et al., 2014). Similarly, we
will consider a range of methods and tools for the disambiguation and
linking tasks, ranging from baselines known to perform well, e.g., most
frequent sense, to more complex methods, i.e., those based on features
extracted from the local context of mentions of entities, or graph-based
global disambiguation methods that aim at producing coherent sets of
sense assignments.
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3.3.5 Mapping to abstract representations

This component outputs representations that facilitate the mapping
to the TENSOR ontologies. For mapping deep-syntactic structures to
more abstract linguistic representations, large-scale lexical resources
are needed. Unfortunately, such resources are available, at this point,
only for English. For this reason, we need to map all input languages
to English. Using multilingual resources such as BabelNet, it is pos-
sible to obtain the translations of all words into English. Once this is
done, the sub-categorisation information in the deep-syntactic structure
allows us to obtain Frame annotations on top of connected predicate-
argument structures. During this step, shared argumental positions are
made explicit and idiosyncratic structuring such as the representation of
raising and control verbs is generalised. From the implementation per-
spective, this task is very similar to that of deep-syntactic parsing, i.e.,
we are developing graph transducers in order to achieve it. The whole
analysis pipeline - from text to abstract representations — has undergone
preliminary evaluation in English and obtained Unlabeled Attachment
Scores of 74% and 71% for precision and recall respectively (see Mille et
al., 2017b), and needs about 150 milliseconds per sentence.

3.3.6 Text planning

Our approach to text planning assumes either a deep linguistic repre-
sentation with semantic annotations (i.e., disambiguated word senses,
links to denoted entities) or a fully conceptual representation based on
domain ontologies and upper models if and when it becomes available.
As explained before, the main tasks of this module are to assess the rel-
evance of the contents and to structure them in a way that guarantees a
coherent presentation in the text. Drawing from the literature in text-to-
text summarisation and data-to-text planning, we will experiment with
graph-based methods to explore and rank the contents in the semantic
repository according to multiple criteria. This method will be supported
by recently published resources like semantically annotated corpora and
distributional sense embeddings. Additionally, pattern extraction meth-
ods will be considered to obtain maximally relevant subsets of contents
from the semantic repository, while seeking to ensure that grammatically
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and semantically correct clauses and sentences can be generated out of
them.

3.3.7 Mapping to output language predicate-argument structures

Starting from the structures provided by the text planning module, first,
some idiosyncratic transformations are made to adjust the structures to
the predicate-argument format understood by our generation pipeline,
and then, the English labels of the nodes are translated into the desired
target language using lexicons. These lexicons must not only contain
language-specific vocabulary, but also be linked to our pivot language,
namely English. Given that BabelNet senses annotated during the analy-
sis stage are language-independent, we will use them as the cross-lin-
guistic link.

3.3.8 Mapping to syntactic structures

Once genuine predicate-argument structures in the target language are
available, the first task is to find which node in each structure is most
likely to be the root of the dependency tree. That is, we want to identify
what will be the main verb of the sentence, or the word that triggers its
appearance. Around the main node, the deep-syntacticisation module
builds the rest of the syntactic structure of the sentence. In particular, it
is able to decide if a main predicate has to be introduced, or what will be
realised as an argument, an attribute, or a coordination. The next step in
the procedure is to obtain surface-syntactic structures, i.e., to generate
all functional words and label the dependencies with language-specific
relations, that is, the opposite actions to the ones performed during the
deep-syntactic analysis step. As a generator, we also use graph transduc-
ers, as described in (Mille et al., 2017a), together with language-specific
lexical resources; see, e.g., (Mille & Wanner, 2015). The resulting struc-
ture contains all the words that will appear in the final sentence, together
with morpho-syntactic features and syntactic dependencies such as sub-
ject, object, etc. that link the words with one another.
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3.3.9 Morphological agreement resolution

During the generation of syntactic structures, morphological features of
individual words are already inserted (e.g., nominative case for a German
subject). During the transition to the morphological structure, agree-
ment is established using the introduced morphological features and the
fine-grained syntactic relations in the surface-syntactic structure. For
instance, a verb will get its number and person from the element linked
to it with the subject dependency relation.

3.3.10 Surface form retrieval

The surface forms of the words are retrieved using a full-form dictionary.
In order to obtain the full-form dictionary, we will run the morphologi-
cal tagger of our surface syntactic parser on a large collection of texts and
store each possible combination of surface form, lemma and morpholog-
ical features. We will therefore be able to retrieve a surface form given a
lemma and a set of morphological features. The size of the text collection
is crucial in order to ensure a large coverage.

3.3.11 Linearisation

This component takes as input surface-syntactic trees and determines
the word order for each tree. In order to ensure large coverage, linearis-
ers will be trained on existing surface-syntactic treebanks, following
what has been done in, e.g., (Bohnet et al., 2011), in which the system per-
forms a beam search for optimal word ordering. Words are eventually
ordered with a bottom-up method, starting from within subtrees and
then ordering subtrees with one another. This linearisation system has
obtained high scores on English datasets, with a BLEU score above 89%,
and about 58% of the sentences in which all words are ordered exactly
as expected.
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3.3.12 Visual analytics

Visual analytics algorithms aim to present to the users the analysed
and correlated data in a clear and concise interface that allows them to
navigate through this information naturally and to improve their situ-
ational awareness. For instance, in order to track and flag terrorism-
related activities in social media networks, LEAs face big challenges in
monitoring relationships and communication activities taking place in
such complex networks. To this end, TENSOR proposes a visualisation
tool (Andreadis et al., 2017) that offers two novel functionalities based
on the key-player identification and key-community detection methods
(described in Section 3.2). Both are exposed as a combined Web ser-
vice and are performed on data from social networks that can be dis-
tinguished into statistics, key players and key communities, as demon-
strated in Figure 3 for an example from Twitter.

FIGURE 3: SOCIAL NETWORK ANALYTICS VISUALISATION

From | 03/84/2017 To | 09/04/2017 Get Communities

1282 Total Users # W) Ranaalbassam Community 150)
#2 © ssjedalisnos  Community (52)
#3 (g mo122001 Community (48)
# &b kowasarokheya Community (150)
#5 @ bakizawzaghiol  Cormmunity (32)
#65 @) mimomalika  Commnity (32
#7 (&) lliézaerm2 Community (5)

#8 (@ hananloveegypt Community (5]

#9 (@ Mokewem=3i2=.. Communty (32)

#0 @ 589 Community (5)
- .

152 Suspended Users
235 Missing Accounts
1251 Twitter Pairs

173 Components

#1 Component (282 users) |
#2 Component (210 users)
#3 Component (126 users)
#4 Component (42 users)
#5 Component (22 users)

#6 Component (20 users)
#7 Component 18 users)
#8 Component (17 users)
#9 Component (14 users)
#18 Component (13 users)
#11 Component (13 users)

#12 Component (12 users)

The network constitutes a straightforward visual representation of how
Twitter accounts mention each other and the communities they for-
mulate. Every node in the graph represents a user (profile picture is
shown on the node), while every edge is a connection between two users.
Communities are indicated by different coloured borders around the
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nodes; if an account is inactive, the respective node is coloured red and
labelled as “Suspended!” or is coloured black and labelled as “Does not
exist!” depending on the case. By clicking on a node, a window pops up
to provide more information about the selected user. The pop-up win-
dow contains a profile picture on the top left and some account details on
the top right, followed by a list of all tweets posted by the featured user.
The account details include a name, a username, a description written by
the user, a link to the original Twitter page and a label to inform whether
the user is suspended or non-existent. Regarding the list of tweets, each
item has external links, if any, they are sorted by date and linked to the
original tweet. The implementation is based entirely on open-source
tools and can be adapted beyond Twitter to instant messaging and other
platforms.

3.4 SYSTEM DEVELOPMENT AND IMPLEMENTATION

TENSOR aims to capture, understand and accommodate as many end-
user requirements and technical considerations from the earliest stage
possible. This section addresses just some of these points by presenting
both a high-level overview of the TENSOR architecture and implemen-
tation, whilst introducing a small subset of lower-level considerations
and challenges where they help elucidate the TENSOR solution.

Developing and implementing a platform such as TENSOR is ambitious
and presents many challenges. Although many of these challenges are
focussed heavily on the research and delivery of beyond-state-of-the-art
tools and technologies aimed to assist LEAs in identifying, monitor-
ing and ultimately combatting terrorism. Behind the scenes there are a
myriad of considerations that need to be made to protect the integrity,
security, and operation of such tools as well as ensuring straightforward
integration and availability. If LEAs are ever going to trust and rely on
such technologies, whether independently or within a consolidated plat-
form such as TENSOR, then it is important that under the hood, it is
built on an opaque foundation of good pragmatic standards (some of
which are introduced in the following sections) and technologies that
support the legal and ethical requirements and constraints imposed on
LEAs. Furthermore, although TENSOR'’s output will only be a research
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prototype, it is useful to keep in mind some of the proposed security
standards required by law enforcement organisations to run an opera-
tional product (e.g., PoliceICT, 2017).

3.4.1 TENSOR Architectural Realisation

The TENSOR platform’s design loosely follows a Service-Oriented
Architecture (SOA) with the main deviation coming from not all com-
ponents being entirely stateless and the need for a centralised taxonomy
and ontology. From a high-level, the system is broken down into many
modules or components (defined as services) within three distinctive
phases:

1. Discovery and acquisition
2. Analysis and storage
3. Reporting and visualisation

The discovery and acquisition of terrorism-related content will be the
source of all data within the system. From here, identified content from
a growing collection of crawl points will begin its life within the system.
It will be given an identity and verifiable hash (see Section 3.4.4) which
will uniquely identify each individual piece of content for as long as it
is maintained within the system, its archive, or it is deemed irrelevant
or unnecessary and is destroyed. This portion of the system consists of
several components as discussed earlier in this paper whose responsi-
bility it is to search, crawl, scrape, and interact with various Web- and
darknet-based services and sources. The aim is to identify and capture
content related to the many aspects of terrorism and terrorist organisa-
tions. Once ingested, the data will be passed onto the next phase in order
to determine its relevance and validity before it is stored or destroyed.

The analysis and storage phase aims initially to identify for every new
piece of content - artefacts and entities - whether it is relevant to the
subject of terrorism and whether it is in the interest of both public secu-
rity and the LEA. TENSOR also aims to capture the key principles of
privacy-by-design (Langheinrich, 2001; Cavoukian, 2011) in this phase
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to ensure that only data that is absolutely necessary is kept. Any data
identified as irrelevant will be immediately destroyed with no further
processing, whilst the remainder will be stored in the central content
repository. From this point on, select content attributes will be made
available on a component-by-component basis for further processing, so
that new knowledge and insights can be attained. This higher-level new
knowledge will be stored in the central repository and made available to
the next phase.

The final phase involves the interaction between the end users and the
relevant TENSOR content and knowledge. These components aim to
provide the tools for end users to explore and visualise the outputs of the
various novel techniques and technologies being developed in TENSOR.
Not only that, but they will also have the ability to influence all three
phases of the architecture on a case-by-case basis by retrieving and visu-
alising specific sources or types of content and re-configuring the plat-
form’s operational focus. This is considered the value phase of the sys-
tem, where the culmination of the TENSOR components and the overall
SOA approach provides the end user with insights that they wouldn’t
have had otherwise.

Across each of these phases will be the growing burden of potentially
massive quantities of data that the platform may have to deal with, for
which there is little solution other than allocating and managing large
storage capacities. For that, clever data management techniques will need
to be assessed and implemented. One such issue is the data growth rate,
which cannot be mitigated effectively for multimedia given that Web-
based multimedia content is often already compressed close to practical
limits and although further compression is a possibility, it offers little or
no gain. The only real defence is to ensure that multimedia content is not
duplicated, achievable by indexing the content hashes (see Section 3.4.4).
Textual content on the other hand can be easily, efficiently and effectively
compressed automatically via many database technologies.

3.4.2 TENSOR Services Orchestration

For these phases to work effectively, the inter-component communica-
tion will be standardised where possible and appropriate. The use of
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representational state transfer (REST) interfaces over secure hypertext
transfer protocol (HTTPS) connections with JSON and/or XML as the
representations of in-transit data appears to have a monopoly in the soft-
ware industry today. TENSOR makes no aim to deviate from this secure,
straight-forward, and trusted approach, but does aim to ensure the best
compromises are made between security, complexity and usability are
maintained throughout.

At the core of the system will be the central content repository. Not only
is this component responsible for managing the storage of all TENSOR
content and knowledge, but also the auditing of all activities and interac-
tions with the system. Such auditing is crucial to ensuring the required
level of trust and reliability for the use of valuable investigative outcomes
in the chain of custody. All of this begins with the fundamental require-
ment of identity.

3.4.3 Managing Identity

The importance of identity means that every individual piece of con-
tent and knowledge created, discovered, stored, or accessed using the
TENSOR platform needs to be uniquely identifiable throughout its
entire lifetime. TENSOR aims to achieve this using Universally Unique
Identifiers (UUIDs) for each and every artefact, entity, and relationship
as well as every audited event. Using UUIDs ensures that wherever a
piece of data starts its life within the TENSOR platform, it can be allo-
cated an identity without any central coordination whilst confident in
the knowledge that the possibility of the same UUID being generated
elsewhere in the platform is almost zero.

There are four UUID versions available (Leach et al., 2005), however the
expected data growth rates for the platform do not even come close to
the operational limitations of properly generated UUIDs, so because of
this, they can be chosen based on additional available features and pop-
ularity. Version 1 and 4 are the most popular implementations, which
can be respectively classified as machine-and-clock based, and securely
random. Version 1 is more attractive based on the additional meta-data
contained within the UUID. That is a combination of the MAC address
of the computer on which it was generated and the time to the nearest
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100-nanoseconds, including the central processing unit’s (CPU) current
clock cycle, making it near impossible to see the same UUID twice over
an inconceivable period of time. The additional benefit of version 1 on
top of maintaining an audit of the time in which it was generated, is
the MAC address which reveals the actual machine that created it. This
could be useful for the future verification of the data’s original source.

Once all data can be uniquely identified within the platform, it is then
possible to log every state change and activity which takes place against
each unique piece of data. TENSOR will aim to ensure that this log-
ging is duplicated automatically from the point of creation on both the
machine performing the action, in the way of log files, and within the
central storage repository in order to ensure multiple sources of the same
truth. For every action taking place involving a piece of TENSOR data,
its original and unique UUID will be logged with a description of the
type of action taking place. Examples of such actions that may be carried
out on an artefact or entity include: initial discovery or acquisition; stor-
age; processing; retrieval; visualisation; and removal or archiving.

Each time an action or state change is logged, where there is a process or
user responsible, this should also be recorded in order to ensure account-
ability is always present. TENSOR will aim to ensure that there is no
situation where an action can be performed, or the state of the data be
changed, where there is no accountable party.

3.4.4 Content Security and Verifiability

Another important and widely used aspect of chain of custody is to
ensure the authenticity of the data, primarily to prove that it has not
been tampered with in any way since it was originally obtained (Prayudi
& Sn, 2015). The current buzz word for LEAs regarding this is “hashing”.
For example, Interpol already maintains a database of hashed images of
child abuse material, which enables the rapid identification of whether
a found image is new or not and can help in tracing the source of such
images (Interpol, 2017; McCulloch, 2007). A hashing algorithm, as it is
known, performs a cryptographic calculation against the underlying
data of an artefact, entity, or media file, and generates a relatively short
and unique “hash” of the data. The algorithm can easily be re-run at any
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point against the subject data and if even 1-bit (or a character in a text
file, or a pixel in an image), then the generated hash will be completely
different. In fact, this variation in the hashes is what makes them highly
reliable. For example, although it may be possible to find or generate two
sets of data that would lead to the same hash, it is extremely unlikely that
both of these could be valid data of the same type - such as both being
images, never mind images that are similar. But, it remains critical that
a suitable hashing algorithm, such as the Secure Hashing Algorithm is
employed and done so correctly.

TENSOR’s aim is to go one step further than hashes alone by investigat-
ing the viability and potential additional trust in authenticity gained by
combining hashes with the use of Digital Signature Algorithm technol-
ogy (Kravitz, 1993). Where, for instance, a hash cannot be changed to
result in the same media, there is no guarantee that the media hasn’t
been changed, along with the hash given alongside it. Using DSA would
allow the content to be hashed in the same way as before, but to also sign
the hash with a #verifiable digital signature. It would thus be possible
to verify not only that the subject media (or artefact) is authentic, but
also that it was actually created by a given component and has not been
tampered with.

On the subject of tampering, another important consideration in the
development of the TENSOR platform is ensuring the accountability and
auditing of activities and that data cannot easily, if at all, be manipulated.
Primarily, the project aims to explore write-once read-many (WORM)
technologies. These however, can be expensive and require more com-
plex physical hardware and processes to be in place. So, whilst the aim is
to investigate and outline recommendations in the use of such technol-
ogy, softer approaches should also be considered. One way this could be
achieved is by implementing tightly secured write-once database restric-
tions with insert-only privileges and ensuring regular hard backups.

Generally, within the platform, the aim is to mandate effective data secu-
rity practices across the board, but particularly within the central con-
tent repository. Such mandates include, but are not limited to, the use
of good standards-based encryption throughout. Primarily this occurs
at two obvious points: when data is in transit; and when data is at rest.
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Transport Layer Security (TLS) is widely used and heavily standardised.
It is also relatively easy to use and configure and should be employed
for all inter-component or inter-server communications, even within
internal systems. Encryption at rest, on the other hand, deals with
any data stored on a physical or virtual storage device, whether live or
backup. Again, this is relatively easy to implement and is offered by many
database management systems with the use of strong standards-based
encryption algorithms. It should be noted that ensuring encryption keys
are securely managed and all core principles around the chosen stan-
dards or algorithms is adhered to is vital for success.

3.4.5 Future Proofing Architecture

Containerisation of software applications, particularly in the micro-ser-
vices variation of SOA, has been a rapidly growing area of development
in the industry. It allows a software application to be wrapped in a stan-
dardised container, along with its production configuration and its very
own operating system stack - including firewalls. These containers can
be rapidly deployed in a standard way and often need only to be plugged
together.

TENSOR aims to utilise containerisation, in particular using Docker
(https://www.docker.com/), to enable the development teams of each
component to configure and deploy how they see fit following black-box
principles. As long as each partner respects the agreed inter-component
communication protocols, then much of the production-level integra-
tion becomes effectively a plumbing problem. On top of this, the use of
scalable messaging platforms within the platform integration layer is
also being considered, which aims to exploit powerful high-availability
software principles.

Finally, it is envisaged that TENSOR will not only achieve many excit-
ing and challenging research goals with its many state-of-the-art and
beyond-state-of-the-art tools and techniques, but it will also be built in
such a way as to enable the highest possible technology readiness and
best possible future exploitation opportunities. Much of this will be a
result of the project’s forward-thinking architectural focus and effective
partner cooperation.
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4. LEGAL AND ETHICAL ASSESSMENT

The improvement of current regulatory framework is one of the main
scopes of TENSOR. A harmonised legal framework is of foremost impor-
tance when it comes to the cross-border cooperation of LEAs. In this
chapter, we present a general overview of the existing legal procedures in
Spain, Greece, Germany and the United Kingdom related to the crime
of terrorism.

4.1. SPAIN

In Spain, there are five different public organisations (in three differ-
ent levels: National, State and Regional) with authorisation to deal with
counter terrorism affairs.

The Spanish Criminal Code provides special penal sanctions against ter-
rorism by punishing those who belong to, serve, or collaborate with ter-
rorist organisations or groups (Ministerio de Justicia-Secretaria General
Tecnica, 2013). The key approach was the definition of a terrorist organisa-
tion or group and the classification of all related illegal behaviours, such as
participation in terrorist organisations or groups, and/or simple collabora-
tion with them. Furthermore, the Criminal Code also considers as crimes,
individual terrorism and other new types of conduct which impact on the
international community, including computer criminal offences.

There are some provisions in the Spanish Criminal Procedure Law
(Ministerio de Gracia y Justicia, 2015) regulating the interception of tele-
phone and telematic communications. However, a judicial authorisation
has to be issued in order to legally use these investigative methods. The
competent Magistrate or the Public Prosecution Services may authorise
the Judiciary Police to act under an assumed identity in undercover oper-
ations. The undercover agent can only carry out actions necessary to the
investigation and proportionate with its purpose. The Spanish Organic
Law 15/1999 (BOE-A-1999-23750,1999) intends to guarantee and pro-
tect the public liberties and fundamental rights of people regarding the

68



TENSOR: Retrieval and analysis of heterogeneous online content ... AKHGAR et al.

processing of their personal data. However, this Law and the General
Data Protection Regulation are not applicable to the processing of files
related to the investigation of terrorism and serious forms of organised
crime, or the investigation of other serious criminal offences.

Furthermore, the current Spanish legislation does not provide any refer-
ence for the use of search robots in police work. The Criminal Procedure
Law introduces provisions concerning the retention of data and other
information contained in computers or other electronic devices in
order to preserve the integrity and eligibility of these materials in court
proceedings.

4.2. GREECE

An electronic investigation should always respect the fundamental
human rights stipulated in articles 19 of the Constitution (Hellenic
Parliament, 2008) on secrecy of letters and all other forms of free cor-
respondence or communication and 9A of the Constitution for the
protection of personal data. However, the Greek legal framework rec-
ognises exceptions to the absolute character of these rights for reasons
of national security or for the investigation of especially serious crimes,
under articles 3 and 4 of Law 2225/1994 (Hellenic Parliament, 1994) on
the confidentiality of communications, and article 253A of the Criminal
Procedure Code (Hellenic Parliament, 2004) on the investigation of
criminal groups. Within this scope, the Hellenic Police can proceed to
an undercover investigation, after formal authorisation has been issued
by the Prosecutor, or the Prosecutors’ Council.

Generally, there are no restrictions on collecting evidence for judicial
purposes or police investigations in the case of a serious offence under
article 251 of the Criminal Procedure Code (Hellenic Parliament, 2003).
The admissibility of automatically generated evidence should also be
considered, meaning that as acceptable evidence in court is considered
the electronic evidence could be recreated. The Greek legal system stipu-
lates in article 46 paragraph 2 of the Penal Code (Hellenic Parliament,
1951) that whoever intentionally incites others to commit a crime is con-
sidered as an agent provocateur. Only the participation in a pre-planned
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illegal act, within the framework of an official judicial order could be
exonerated.

4.3. GERMANY

In Germany, the term terrorist offence describes every act that aims to
seriously intimidate the population or to force or deter public authorities
or international organisations from doing something. In addition, ter-
rorist offence describes the act of destabilising or destroying the politi-
cal, constitutional, economic, or social basic structures of Germany or
an international organisation. The lawful interception is regulating the
monitoring of telecommunications activities and contents. The legal basis
is given by the respective laws such as §100a of the Criminal Procedure
Code (Code of Criminal Procedure, 2014), the G10 Commission (Basic
Law for the Federal Republic of Germany, 2014) and §23a of the Customs
Investigation Service Act (Germany, 2013). German Intelligence Services
as well as LEAs could work undercover to obtain information to prevent
and detect crime or disorder and maintain public safety.

In Germany, it is a fundamental right to ensure the confidentiality and
the integrity of information technology systems, in order to protect
the personal data stored or processed in information technology sys-
tems. Infringements of this right are possible within narrow bounds.
Preventive state interventions — especially in the framework of online
searches — are only permissible constitutionally, if factual indications
exist of a concrete danger to a predominantly important legal interest.

The usage of search robots is not mentioned within the German legal
framework. However, the collection of special types of personal data
is permissible only in so far as inter alia such collection concerns data
which the data subject has evidently made public or such collection is
necessary in order to avert a substantial threat to public safety. The col-
lection and storage of terrorist content for the purpose of the evaluation
of evidence, danger prevention, or the prosecution of a criminal offence
is not illegal in Germany. The act of encouraging an individual to com-
mit a crime violates the basic principle of fair proceedings.
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4.4. UNITED KINGDOM

First and foremost, terrorism is a crime, which has serious consequences
and requires to be distinguished from other types of crime. Individuals who
commit terrorism-related offences contrary to UK law are subject to the pro-
cesses of the Criminal Justice System and those who are otherwise believed
to be involved in terrorism are subject to restrictive executive actions.

The British LEAs use all available powers and tactics to prevent and detect
crime or disorder and maintain public safety. Undercover policing is one
of those tactics. Applied correctly, and supported by appropriate training,
it is a proportionate, lawful, and ethical tactic which provides an effective
means of obtaining evidence and intelligence, and includes the identifica-
tion of online terrorist content. The purpose of undercover police officers
is to detect or prevent a more serious crime, and to allow an undercover
asset to gain the trust of the criminals they are trying to infiltrate. English
law offers a defense to someone accused of a crime if they can show an
officer acted as an agent provocateur, i.e., they initiated or instigated the
crime.

The Data Protection Act 1998 (DPA) (Great Britain, 1998) is the primary
piece of UK legislation governing the protection of data. At the heart of
the DPA is a set of eight principles, which deal with the collection, use,
quality, and security of personal data and with data subjects’ rights.

Public authorities can use online research and investigation tools for a
specific and legitimate objective — such as preventing or detecting crime,
proportionate to the objective in question and in accordance with the law
- but they must ensure not to interfere with a person’s right to privacy.

The collection of online illegal content by UK LEAs is governed by the
Regulation of Investigatory Powers Act 2000 (RIPA) (Great Britain, 2000),
regulating the powers of public bodies to carry out surveillance and inves-
tigation, and covering the interception of communications. It is an offence
to intercept post/public telecommunications within the UK unless autho-
rised under RIPA or another statute (or have consent). A national best
practice guide for Digital Evidence has been produced to provide guidance
not only to law enforcement, but all stakeholders who assist in investigat-
ing cyber security incidents and crime (Williams, 2012).
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5. IMPACT

The TENSOR research and designed prototype solutions will have a sig-
nificant impact on several security operational challenges. The social
impact of deploying the TENSOR solution in operational environments
will enable LEAs and Security Agencies to increase accuracy towards
actionable threat intelligence, make more informed decisions and deliver
elevated preventive power. Delivering the platform in the LEAs opera-
tional settings will contribute to increased public safety and reduced risk
of terrorist activities, whilst protecting fundamental human rights, such
as freedom of expression and privacy, thanks to the built-in data protec-
tion and anonymisation capabilities of the platform. The early warning
of terrorist content or the emergence of networks will allow for early
interventions, allowing prevention of radicalisation without criminalisa-
tion of subjects.

TENSOR will also contribute to technical and scientific fields. Its inno-
vation activities will improve Web crawling techniques for faster, more
efficient content detection and gathering. Research will also focus on
effective content gathering from hard to reach silos on the Dark Web and
will deliver better information extraction techniques that can deal with
larger amounts of multimedia and multilingual content, enable the pro-
cessing of highly diverse and previously under-utilised online content.
Finally, it will improve automated analysis and data mining approaches
that help identify relationships between content, the identification of
narratives and trends, and the extraction of spatio-temporal patterns of
interest.

5.1 IMPACTS ON HOW LEAS FIGHT TERRORISM

TENSOR will provide a unified platform that enables LEAs to effectively
detect, categorise, analyse, reason over, and summarise terrorist-gener-
ated content. Ultimately, this will increase LEAs capabilities in detecting
and preventing terrorist activities organised via the Web, culminating in
increased security and resilience across the EU. TENSOR will empower
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LEAs to scale their responsiveness and effectiveness through the hori-
zontal diffusion of information. It will also ensure LEAs benefit from a
greater range of operational responses thanks to the early identification
of terrorist generated content.

The platform will also leverage intelligent mechanisms that identify
potential emerging terrorist activities planned and organised via the
Internet and make use of enhanced capabilities to support the early
detection and identification of online radicalisation.

It is envisaged that the research will also support the deployment of more
effective techniques for distinguishing non-harming religious (or other)
extremist ideologies from violent radicalisation activities and employ
more effective capabilities in gathering data from the Dark Web, which
were previously hidden or inaccessible to them. The solutions will also
identify patterns as well as uniform responses and prevention measures,
which will be undertaken at a strategic level. These impacts are essential
to the operational delivery of counter terrorism security in today’s ever-
changing world.

5.2 ECONOMIC IMPACT

Open Source Intelligence (OSINT) campaigns for law enforcement and
counter-terrorism work have become a complex and resource intensive
task for both Government and Defence intelligence agencies. OSINT
work has gained momentum to become recognised as a legitimate area
of intelligence operations, alongside the more traditional intelligence
domains such as HUMINT (agent handling) and SIGINT (signals intel-
ligence). This is particularly true in the domain of counter-terrorism.
Nearly all Government and Defence intelligence agencies have resources
dedicated to the production of OSINT within the intelligence cycle in
order to meet their intelligence requirements and to produce actionable
outputs.

The security and ICT market segments that are directly addressed by

the TENSOR technologies amount globally to approximately 100B
USD and one million jobs with conservative estimates. Supporting the
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development of TENSOR will result in a highly novel and competitive
platform, and an accompanying ecosystem of companies (large ICT pro-
viders and SMEs that are part of the consortium, but also companies that
are early adopters of the TENSOR technology). This will help European
companies that are active in this market segment increase their market
share and achieve higher growth rates. Accordingly, we foresee a propor-
tional increase in the number of jobs related to the TENSOR ecosystem
(technology development, training, support, sales, etc.). For TENSOR to
be able to affect 1% of the pertinent global market will mean to capture
1 billion USD value and to create (or sustain) 10 thousand related jobs.
Given the increasing trends of the market and the growing importance
of the security sector, TENSOR is on track to deliver a significant and
sustainable impact on the European economy.

6. CONCLUSIONS

The internet provides a haven for the creation, sharing, and access to
terrorism-related content. It can be a breeding ground for radicalisation
and violent extremism, and is one that is largely going unchecked due
to the difficulties LEAs have in accessing, analysing and then managing
such large amounts of information. The TENSOR platform will, through
efficient data capture, text and multimedia processing, analysis and
visualisation of such terrorist content, be able to reduce the workload on
intelligence analysts and provide operational benefits in the linking of
intelligence extracted from such content. TENSOR will serve the opera-
tional requirements of LEAs today and in the future by utilising state-of-
the-art technologies and algorithms, and by collaborating closely with a
number of LEAs that operate on the frontline of Europe’s effort to coun-
ter the spread of terrorism and violent extremism.
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ABBREVIATIONS

CoA: Course of Action

CNNs: Convolutional Neural Networks

CPU: Central processing unit

DPA: Data Protection Act

DSA: Digital Signature Algorithm

FCA: Formal Concept Analysis

HSMs: Hidden Service Marketplaces

HTTPS: Interfaces over secure hypertext transfer protocol
HUMINT: Human Intelligence - Agent handling
IP2: Invisible Internet Project

LEAs: Law Enforcement Agencies

MEB: Mapping Entropy Betweenness

NLG: Natural Language Generation

OSINT: Open Source Intelligence

REST: Representational state transfer

RIPA: Regulation of Investigatory Powers Act
RNNSs: Recurrent Neural Networks

SHA: Secure Hashing Algorithm

SIGINT: Signals intelligence

SOA: Service-Oriented Architecture

TLS: Transport Layer Security

TOR: The Onion Router

UUIDs: Universally Unique Identifiers
WORM: Write-once read-many
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ABSTRACT

Both law enforcement and the military have incorporated the use of open
source intelligence (OSINT) into their daily operations. Whilst there are
observable similarities in how these organisations employ OSINT there
are also differences between military and policing approaches towards
the understanding of open source information and the goals for the intel-
ligence gathered from it. In particular, we focus on evaluating potential
similarities and differences between understandings and approaches of
operational OSINT between British law enforcement agencies and UK
based MoD researchers and investigators. These observations are gath-
ered towards the aim of increasing interoperability as well as creating
opportunities for specific strengths and competencies of particular
organisational approaches to be shared and utilised by both the military
and law enforcement.
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1. INTRODUCTION

The value of intelligence, be it for law enforcement, the military, or busi-
nesses, cannot be understated. Intelligence gives an organisation some
kind of advantage over another; this might be the vital intelligence that
solves a crime, enables victory in a battle, or allows a company to return
a better profit than their rivals. This intelligence may come from a wide
range of sources: from people who have been interviewed, from inter-
nal data and logs, from crime scene evidence, from videos and imagery,
from phone calls and communications, and many more besides. One
intelligence discipline that is attracting more and more attention is open
source intelligence (OSINT). Fuelled by the near ubiquitous nature of the
internet and coupled with narcissistic tendencies that have accompanied
the rise in the use of social media, OSINT has moved into the fore of the
intelligence gathering disciplines. However, as we will see in this paper
social media is not the only source of open source intelligence and nor
does it exist in a vacuum from other intelligence sources. This study is
built primarily upon a qualitative analysis but also references personal
communications of interactions between the researchers and key infor-
mants of the military and police OSINT sector.
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2. DEFINING OSINT

Open Source Intelligence will be shown throughout this paper to be a
dynamic term that often consists of contradictory or ambiguous pre-
requisites and thus one single definition does not exist. A good starting
point is the definition provided by the CIA (2010) who make the claim
that “information does not have to be secret to be valuable” and build on
this tenet to describe OSINT as public information that can be retrieved
from:

o The Internet

o Traditional mass media (e.g., television, radio, newspapers,
magazines)

« Specialised journals, conference proceedings, and think tank
studies

« Photography

» Geospatial information (e.g. maps and commercial imagery
products)

However, they do not rule out the fact that other open sources may also
be available as well as clarifying that this data collected from ‘publically
available’ sources must be used in an ‘intelligence context’ and the col-
lection of the subject data may be performed in an overt manner.

The Ministry of Defence (2011) in the UK provides a more specific defini-
tion of OSINT: “intelligence derived from publicly available information
that has limited public distribution or access.” In particular, they state
that OSINT material is especially useful when “exploited by trained ana-
lysts to ensure the intelligence produced is unbiased and free of preju-
dice, open-source material is no less important than protectively marked
material”. This statement of OSINT being equal to other forms of intel-
ligence is a recurring theme within official doctrine around OSINT;
however, many of these reports also mention that it sometimes can have
difficulty in being taken seriously.

Most intelligence domains (HUMINT, SIGINT, IMINT, etc.) have their
roots in the military and in such a context; OSINT became an accepted
term around the mid-90s (Steele, 1995). An early example of OSINT
was the Foreign Broadcast Intelligence Service (FBIS), which monitored
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foreign radio broadcasts, transcribed and translated them, beginning in
1941. In fact, as early as 1947, Allan Dulles (formerly Head of the CIA),
and at that point working for the Office of Strategic Services, is reported
as saying that 80 percent of the required intelligence during peace time
could potentially be obtained through open sources and more recent
estimates have continued to offer the same claim or even higher (Gibson,
2014).

The National Police Chiefs Council (NPCC) in the UK also provides two
similar definitions of open source (2015). The first being on what is con-
sidered open source research:

“the collection, evaluation and analysis of materials from sources
available to the public, whether on payment or otherwise to use as
intelligence or evidence within investigation”.

The NPCC then go on to define open source information as being:

“Open source is defined as publically available information (i.e., any
member of the public could lawfully obtain the information by request
or observation). It includes books, newspapers, journals, TV and radio
broadcasts, newswires, Internet WWW, and newsgroups, mapping,
imagery, photographs, commercial subscription databases and grey
literature (conference proceedings and institute reports).

Thus we see that the police definition of open source is somewhat more
extensive and specific than what is supplied by the MoD. It could be
argued that the NPCC definition is more detailed due to a recent publi-
cation, additionally, following the Snowden and Assange leaks of 2013-
2016 (Kwoka, 2015, p.1387), it may have been of interest to better define
online investigation tactics to avoid potential controversy and increase
public transparency (ISC, 2015, p.6). Therefore, because the NPCC defi-
nition is more recent and more developed, yet doesn’t conflict or disagree
with current UK military practices, this paper will use it as the primary
definition of OSINT for subsequent comparisons.

Descriptions of OSINT, such as those cited from the CIA, MoD, and

NPCC, characterise the range of definitions available of OSINT and
their tendency to be rather broad and nonspecific. And while there may
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be areas of agreement within these definitions and others; it is also clear
that some of the generic criteria for defining OSINT may be somewhat
ambiguous. As such there are at least three observable areas of poten-
tial dispute: (1) the use of the term publically available; (2) the extent to
which the data is collected overtly and covertly; and (3) the requirement
to practice good cyber-hygiene when conducting open source investiga-
tions. We now consider these points term-by-term.

Firstly, the phrase ‘publically available’ is open to interpretation. Both
military and law enforcement officers may, when authorised, draw upon
‘open source’ data that a non-service civilian could not gain access to.
Two such examples include; driver and vehicle registrations (DVLA
databases) and financial data including credit ratings and banking pro-
viders (Home Office Centre for Applied Science and Technology (CAST),
2016, personal communication, November 2016). Although such data-
bases can be accessed by paying customers, local authorities and police
organisations this information is not made available to the general pub-
lic. Indeed, there may be some debate as to whether such access to data
can reasonably be considered ‘open source’. Whilst information stored
by websites such as 192.com holds personal OSINT data behind ‘pay-
walls’, this is considered to be ‘fair game’ meaning anyone with the inter-
est in purchasing details such as personal addresses, electoral and tele-
coms data may do so. Indeed, other databases, such as those maintained
by large companies often host what is known as ‘consented data’; and,
while such data is only stored when someone gives their consent, the
extent to which they are made aware of both how this data may be used
in the future and opportunities to scrub data from these records are not
expressly advertised. Arguably, police and military access to DVLA and
financial databases are a step beyond ‘paywalls’, wherein the data is not
available for the wider public under any circumstance.

Secondly, although many OSINT definitions describe that the data col-
lection process may be done in an overt manner, in practice it is rarely
done so (South Yorkshire Police, Digital Media Investigations Officer,
2017, personal communication, February 2017). This is especially true
due to the dominance of the internet both for data storage as well as
through its convenience to search and locate intelligence through social
media and other publicly open sites, and while the NPCC defines five
levels of open source research, only Level 1 is explicitly termed overt
research (National Police Chiefs Council, 2015).
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Social media especially is a minefield because of the personal nature of
almost all information posted to such sites. For example, considering
investigations that operate on Twitter and Facebook, users are not and
cannot be notified if their profile content is being reviewed, screen-cap-
tured, directly downloaded by another user or through a specially desig-
nated OSINT software product such as Repknight (2017), Echosec (2017)
and Cosain (2017). Interestingly, such OSINT products market them-
selves specifically for Policing, Home Office and MoD usage by making
themselves on the G-Cloud (the UK government’s digital marketplace
(see e.g., Cosain' and Palantir?)).

Historically and internationally, such methods of covert OSINT sur-
veillance may be recognised as early as the 1930, in which the afore-
mentioned United States Foreign Broadcast Intelligence Service (FBIS)
(Mercado, 2007) was established to begin monitoring overseas public
radio frequencies, by 1941 it had begun to turn radio into a primary
intelligence source during World War II. In a similar manner to the
investigation methods of the contemporary era, this OSINT was access-
ing publicly available sources through covert technologies with trained
analysts, the process was invisible to axis powers (Mercado, 2001) in the
same manner modern social media collection may be undetectable to
suspect user profiles.

Thirdly, often not stated is the responsibility of military and law enforce-
ment (when operating at levels 2-5, see below) to act with high levels of
‘cyber hygiene’, minimising the digital footprint left behind on websites,
or use services to mask such a presence. This approach is considered
to be more of a counter-intelligence measure than clandestine exploita-
tion. Indeed, it is often necessary to protect the anonymity of investiga-
tors, the organisation as well as the individuals or groups being targeted,
which may in turn reveal details of the operation.

Additionally, UK law enforcement have specific guidance, via the College
of Policing, detailing the requirements for level 4-5 OSINT investiga-
tions utilising social media account takeovers and covert human intel-
ligence sources (CHIS) to obtain ‘open source’ social media evidence

' https://www.digitalmarketplace.service.gov.uk/g-cloud/services/945108024310388 (Cosain)

> https://www.digitalmarketplace.service.gov.uk/g-cloud/services/388738118169964 (Palantir
Front Line Policing and Intelligence)
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or intelligence (Cleveland Police, 2014). This may be a particularly con-
tentious issue, due to the high-level covert tactics taken to impersonate
or infiltrate online sites in the pursuit of data acquisition. They would
appear to contradict any overt possibilities of OSINT as well as mas-
sively stretching definitions of what is deemed ‘publicly available’. As
such, levels 4-5 of OSINT usually require the highest levels of surveil-
lance authority in place (National Police Chiefs Council, 2015; Home
Office, 2014). These levels are generically accepted to be:

1. Overt OSINT Investigations/Research

2. Core OSINT Investigation/Research

3. Covert Advanced OSINT Investigation/Research
4. Covert Internet and Networks Investigations

5. Undercover Online/Covert Internet Investigator

Level 5 OSINT deployment is of particular interest, because it appears
to blur the line between OSINT and covert surveillance and interception
the most. It is defined as;

“Online covert activity 4.32 The use of the internet may be required
to gather information prior to and/or during a CHIS operation... the
CHIS may need to communicate online, for example this may involve
contacting individuals using social media websites. Whenever a public
authority intends to use the internet as part of an investigation, they
must first consider whether the proposed activity is likely to interfere
with a person’s Article 8 rights, including the effect of any collateral
intrusion. Any activity likely to interfere with an individual’s Article 8
rights should only be used when necessary and proportionate to meet
the objectives of a specific case. Where it is considered that private
information is likely to be obtained, an authorisation (combined or
separate) must be sought as set out elsewhere in this code.” (National
Police Chiefs Council, 2015; Home Office, 2014).

The above three contradictions show that many existing definitions of
OSINT are somewhat ambiguous when considering the technical practi-
calities of both contemporary law enforcement and military approaches.
It may be of interest to explore whether these definitions are kept delib-
erately vague to allow the optimal access to investigative equipment, tac-
tics and data sources.
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3. INTEGRATION OF OSINT AS AN
INTELLIGENCE DISCIPLINE

Despite the military being one of the key proponents of the use of
OSINT, both from the US and also NATO (who produced the de facto
OSINT handbook in 2001) the extent to which open source information
is used in military operations is underreported with, perhaps unsurpris-
ingly, few examples in the public domain. Nevertheless, there are contin-
ued efforts to push forward the use of OSINT in combination with data
mining techniques as well as text analytics and artificial intelligence as a
solution to enhance the capabilities of intelligence analysts. Such analy-
ses are now feasible and, in fact, demanded due to the growing availabil-
ity of real-time and predictive analytics which can utilise information
from the past and present and use it to predict what may happen in the
future (McCue, 2014).

Although OSINT has merits of its own as a single intelligence source,
particularly in the military domain it can also be used to validate infor-
mation garnered from closed intelligence sources and as such may enable
the protection of a closed source though obtaining the same information
from an open one. OSINT can also be utilised as part of an ‘all-source
analysis’ bringing further credibility to the intelligence as it has been
verified through multiple sources (Haigler, 2012).

In the near future, it is expected that the use of OSINT within the mili-
tary will only increase simply due to the amount of information being
made available online, the ease with which it can be accessed, the rela-
tively low-cost of obtaining it compared with other intelligence sources
as well as counteracting the feeling of not being left behind (i.e., everyone
else is doing it) (Homeland Security Research, 2017)

Due to the UK police’s reliance on OSINT to help provide evidence as well
as enhance and parallel evidence from other sources, it may be argued as
to having a greater structure and focus than in the military, partially due
to the greater reliance on capturing evidence and the requirement for
such evidence to stand up reliably in court when called upon.
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In many cases, obtaining open source intelligence may be considered a
form of directed surveillance, when conducted at level two and above
in the aforementioned levels of open source research. In order to carry
out such an investigation the police and the specific case in question is
authorised via a directed surveillance authority (DSA). Such a permis-
sion may be given by ... an authorising officer where he or she believes
that the authorisation is necessary in the circumstances of the particular
case on the grounds that it is: (a) in the interests of national security; (b)
for the purpose of preventing or detecting crime or of preventing disor-
der; (c) in the interests of the economic well-being of the UK; (d) in the
interests of public safety; (e) for the purpose of protecting public health”
(Home Office, 2014)

Such legislation may appear to further muddy the definitions of OSINT,
as levels 2+ of OSINT investigative deployment appear to require ‘covert
surveillance authorities’ to be in place and set the conditions and limita-
tions of the operation (with the exception of imminent threats to life or
serious bodily harm). This may appear to the wider public as somewhat
ambiguous for the collection of open or publicly available data, but is spe-
cifically to protect privacy via the means of collection. To ensure that data
and evidence is captured in the correct open source manner, the JAPAN
principles are still deemed by law enforcement as a suitable approach for
OSINT analysts and officers (Kent Police, 1998). JAPAN is an acronym
for Justified, Authorised, Proportionate, Auditable, Necessary; and such
an approach ensures that the values of the 1998 Human Rights Act are
preserved (UK Government, 1998), most noticeably (Article 8) privacy,
and to ensure everyone is treated with fairness and respect.

Military OSINT operations and intelligence have the benefit of being
able to work from the UK remotely, assisting in operations across the
globe. However this still means they are bound by RIPA (Regulation
of Investigatory Powers Act) (UK Government, 2000) the same as UK
police forces. There is not necessarily a requirement for the MoD to apply
RIPA when conducting intelligence operations overseas; however, it is
MoD policy to apply RIPA to any intelligence operation regardless of
the country the intelligence is being gathered in citing the fact that ”..
[RIPA] provides a well-established regulatory framework for such opera-
tions and reduces the chances of improper conduct and abuse” (British
Army, 2009). Nonetheless, from an outsider’s perspective it is impossible
to be certain how rigorously this mandate is being applied.
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Particularly in the world of OSINT the application of RIPA can be prob-
lematic given that online investigations and specifically those on social
media, which are becoming ever more common, are not sufficiently cov-
ered by RIPA (Bartlett et al., 2013) as it was written prior to the mas-
sive SM explosion from 2007 onwards (Digital Trends, 2016). Thus the
sooner that all legislation can catch up with the growth of technology
the more protection there will be for those who are utilising OSINT and
those who are being investigated.
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4. RELIABILITY OF OSINT

Open source information, in the UK the policing 5x5x5 grading system,
tends to never be considered better than E41 Intelligence. E41 stands for
an untested source, of which the reliability cannot be judged but it can be
disseminated within the UK Police Service and to other law enforcement
agencies as specified (College of Policing, n.d.).

Open source intelligence, is usually defined as being: “Open sources of
information are widely available but may not be accurate, reliable or
valid. The main uses of open-source information are to:

+ Develop an understanding of the locations relevant to a piece of
analysis

o Identify the potential impact of social and demographic changes

o Identify external factors that may impact on crime, disorder and
community concerns

« Support and develop investigations by indicating lines of enquiry
or corroborating other information

« Support the development of subject profiles and problem profiles.

There are several factors to take into account when using open-source
information:

o Access may require the user to register or pay a fee (eg, online news
media, the electoral roll)

o The use of open-source information should be audited

o The effect of local security policies on access to open-source infor-
mation (eg, some sites are not available to local users)

« Itis not subject to the same quality standards as closed sources

« It should be corroborated by supporting information

When accessing open-source information online, a footprint identify-
ing the police address is left on the website. A non-attributable IT iden-
tity is sometimes required to avoid law enforcement being identified as
the originator of the enquiry. An accredited covert internet investigator
should be asked to advise in these instances.” (College of Policing, 2013)
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This is the same for both military and police classifications, whilst OSINT
is seen as valuable, it is best through ‘paralleling’ or ‘clustering’ tech-
niques. Paralleling is the process of using alternative research/investiga-
tive resources (such as OSINT) to find exact or associated information
that has come from a closed source (Donohue, 2015). This is particularly
useful for preserving the integrity and security of hidden and embedded
assets, additionally this approach can be used to find and document a
chain of evidence from intelligence leads.

Clustering, is a technique that utilises a collection of strong and, or, weak
‘signals’ to predict the bigger picture (Lesca and Lesca, 2011). For exam-
ple, when trying to guess the end product of a recipe; the more individual
ingredients that are learned, the greater the probability of understanding
the specific type of cake. OSINT can be particularly useful for feeding
in big data crawling results to help further validate or expand stronger
human led analysis.

Paralleling is not the only use of OSINT though, and while many were
still sceptical of open source information, the 9/11 attacks brought
OSINT back to the fore in the military domain, as intelligence managers
realised that such information could not be easily discounted (Hulnick,
2010). Post these attacks, researchers were even able to put together a net-
work from open sources of the links between many of the hijackers and
associates, thus leading to a better understanding of how the hijackers
communicated and were able to remain undetected for long enough to
carry out such an atrocity (Krebs, 2002). Thus despite the claims over its
unreliability OSINT has proven itself to be useful not only for validating
other intelligence, but also as an intelligence source in its own right. The
onus is on the investigating analyst to have the training, knowledge and
expertise to accurately assess the OSINT source individually and make
a reasonable assumption about the reliability of the source on its own
merits independent of whether it was obtained openly or not.
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5. DIFFICULTIES AND DISPARITIES DEFINING
OSINT IN MODERN SECURITY

As previously discussed there is not an accepted definition of open source
intelligence be it for law enforcement, the military or elsewhere and even
within existing definitions the scope of the material and the means that
can be used to obtain it are not standardised and varies across differ-
ent practices. This causes issues to new people entering the field as there
is no standard reference or accepted form of OSINT. Even established
books, such as Michael Bazzell’s Open Source Intelligence Techniques
(2016) include social engineering techniques that may not be considered
acceptable for LEAs or military usage.

Law enforcement and the military may also collect OSINT for different
reasons and we are at pains to point out the difference between OSINT
for digital evidence capture and OSINT for intelligence capture.

As of June 2017, the UK military do not use the equivalents of CHIS
or OSINT levels 4-5 in operations deemed open source intelligence or
research gathering. Some exceptions to this may be 77th Brigade (British
Army, 2017) who are known to use Facebook, Twitter and other social
media to engage in non-lethal warfare (MacAskill, 2015). However, as
a force wide security policy the majority of military OSINT does not
involve any form of impersonation/engagement or CHIS approaches.

In gathering SM data, two primary types of profiles may be deployed;
‘grey man’ and ‘embedded’ accounts. (Nottinghamshire Police Open
Source Intelligence Investigator, 2016, personal communication, August
2016). Grey man accounts are necessary to pass through the basic ‘log
in’ requirements of SM sites such as Facebook, VK and Telegram, allow-
ing the account access to a greater degree of content, than if the inves-
tigator wasn’t registered with the site. These grey man accounts do not
‘befriend, follow, or engage’ in any form of communication with other
profiles, their benefit is to simply pass through SM site login barriers
to obtain open source content within. This approach is commonly used
by the MoD and other non-policing governmental actors as they are
considered to be deployed at OSINT levels 1-2. Beyond this, ‘embedded
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accounts’ may be used (usually within law enforcement with regards to
a specific tasking and a DSA). Such accounts are deliberately presented
and maintained as genuine users, with friend lists, active statuses, profile
interests, etc. These are designed to enable the profile to ‘infiltrate pri-
vate groups inside SM provider sites, or to gain access to suspect profiles
with a greater degree of security. The specifics of how and to what extend
such profiles are populated and integrated into social media networks is
dependent on the localised force policy in the police.

In using OSINT for investigations both the military and the police have
to tread a fine line around perception and how this impacts on the pri-
vacy of those who are under investigation. Furthermore, there is a blur-
ring of lines between HUMINT and OSINT (particularly when dealing
with crowdsourcing intelligence) (Mak et al., 2017). This concern would
also be present when police or military extrapolate investigations and
operations to third parties or outside experts.

There are also wider growing concerns around the expectations of pri-
vacy online ranging from the mantra that online privacy is dead and
that those who are worried about exposing their personal details should
just ‘get over it’ to legitimate concerns (Edwards and Urquhart, 2016).
As the GDPR (General Data Protection Regulation) comes into force
this also raises concerns around the access and storage of personal data;
although, there are exceptions around law enforcement. Further confus-
ing the issue are the complications that will arise as the UK looks to leave
the EU and implements its own legislation away from existing EU law
(O’Sullivan, 2017).
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6. DIFFERENCES BETWEEN UK LAW
ENFORCEMENT AND MOD USE OF OSINT:

6.1 Priorities for counterintelligence and OSINT leakage are different
between the military and police

In UK law enforcement, ACPO (Association of Chief Police Officers),
now formally known as the NPCC (National Police Chiefs Council), laid
a foundation for online and social media privacy standards for police
staff in their 2013 document: Guidelines on the Safe Use of the Internet
and Social Media by MDP Officers (Ministry of Defence Police, 2013),
officers are encouraged to use the internet for social media purposes, but
insist that because information on SM may be made public they ought
to behave as they would on duty given that “Information placed on the
Internet or social media could potentially end up in the worldwide public
domain and be seen or used by someone it was not intended for, even if
it was intended to be ‘private’ or is on a closed profile or group. It is likely
that any information placed on the Internet or social media will be con-
sidered to be a public disclosure.” In this document, it is worth noting
that Section 6 relates to: Safeguarding Personal and Sensitive Data which
reiterates the requirement for police not being able to leak or disclose
others’ personal and private data, whilst Section 7 relates directly to pre-
serving the integrity of the police force reputation.

Section 8, of the same document, is entitled: ‘Keeping your private life
private’. Due to the potential for criminals and malicious actors to use
the internet, particularly social media to identify personal information
about police officers. They may be capable of obtaining; ‘embarrass-
ing, discrediting, harassing, corrupting or blackmailing them or their
families’. Therefore the guidance to “Ensure privacy settings for social
media are set to the highest level, not to register on social media using
pnn.police.uk e-mail addresses, to be careful when accepting ‘friends’ to
access their social media, not to be associated with inappropriate mate-
rial on ‘friends’ social media, not to be associated with social media of
criminals and not to be associated with the social media of persons
involved in serious organised crime.” are issued to all officers governing
their use of social media overall, (Derbyshire Police, 2012).
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Furthermore, officer are encouraged not to post online specific details
such as employer, job post, hobbies and locations frequented, images
in uniform, mobile numbers and email addresses, vehicle and home
addresses, family member details, etc. Additionally; “It is also recom-
mended that police officers who may wish to pursue duties in covert
policing carefully consider whether the publication of personal images
and information on social media may restrict their future career oppor-
tunities in such areas on the grounds of personal safety, public safety and
operational security.”

The MoD has published similar standards in the; ‘Online Engagement
Standards’ document of 2009 (Ministry of Defence, 2009). This docu-
ment covers the same areas as UK law enforcement, however arguably
with greater detail and is stricter with organisational and operational
data security. Military personnel are encouraged to never speak as if they
are doing so on behalf of their organisation without oversight from a
senior commanding officer. Additionally, they should avoid publishing
material that:

+ Relates to operations or deployments

« Offers opinions on wider Defence and Armed Forces activity, or on
third parties without their permission

« Attempt to speak, or could be interpreted as speaking, on behalf of
your Service or the MoD

« Relates to controversial, sensitive or political matters

Additionally, it is advised that; “Such online presences provide an oppor-
tunity for Service and MoD civilian personnel to explain their work.
But they also carry risks to individuals, to their Service and to Defence.
Service and MoD civilian personnel are already using online presences
and Defence information is entering the public domain unofficially.
Guidelines are therefore required.” This shows that there is a greater
emphasis on security due to the increased security risks to individual
personnel, the wider organisation, as well as in the data itself - which
may be used by belligerent nations with a far greater skillset than the
average ‘criminal organisation’. Such personal data may give away oper-
ational and tactical intelligence such as vehicles and munitions, coor-
dinates, time and date, movements, number of associates, ranks and
specialisations.
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Such data has recently been observed being publicised by journalists and
military analysts relating to alleged Russian involvement in the Crimea.
Indeed, the Russian soldier; Alexander Sotkin, nicknamed ‘Sergeant
Selfie’, was ridiculed and criticised for seemingly leaking his geoloca-
tion and interior of his armoured signals vehicle publicly on Instagram
(Gallagher, 2014). Although there is some debate as to the whether the
geolocation (which appears to show activity across the border in Ukraine)
is accurate, but nonetheless the incident caused a degree of international
controversy, additionally with the individual in question being allegedly
stripped of his rank as sergeant. Further social media embarrassments
have been reported against U.S military families who received fake
orders to leave South Korea. US Army counterintelligence are investigat-
ing the incidents of late September 2017 in which fake social media and
mobile alerts were sent out; “warning American military families and
Defense Department personnel of orders to evacuate the volatile penin-
sula” (Lamothe, 2017).

In the UK, armed forces are able to operate closed social media groups,
such as restricted, private Facebook groups to inform family members
about a group’s well-being when oversees on campaigns with little inter-
net connectivity, or, with a high level of secrecy involved (Royal Navy,
2017). It is likely such SM groups are the target of belligerent states for
espionage and sabotage such as in the case of Alexander Sotkin’s data
leakage and the South Korean military family’s hoax. Such incidents
are taken very seriously from a military point of view as they may hint
towards serious counterintelligence vulnerabilities, allowing for manip-
ulation, espionage and disinformation campaigns to work effectively
against operations, personnel and even target family members.

6.2 Usage of the Dark Web

As of early 2017, open source investigation sectors of the military did
not officially classify the Dark Web as an ‘open source’ resource (Pattar,
2017), this decision is currently paralleled elsewhere the HMRC who
also usually operate at open source levels 1-2 and do not access dark
web URLs. Whilst this is in part due to security and infrastructure con-
straints, it has been recognised to be somewhat problematic and will
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likely change in the foreseeable future. In particular OSINT investiga-
tors within the military may recognise the wealth of potential to investi-
gate Dark Markets for associations towards funding terrorist groups and
other foreign threats (Weiman, 2016).

It may be argued that the priorities of open source access to the dark
web are different between the UK military and law enforcement agen-
cies. In addition to terrorist, enemy state and other foreign concerns, UK
police operations focus on leading priorities such as; child sexual exploi-
tation (CSE), drug trafficking, online fraud and scamming communities,
money laundering and various other organised criminal network forums
and dark marketplaces (Buxton and Bingham, 2015; Home Office, 2017).
Particularly, the strong focus on fighting CSE has encouraged an essen-
tial need for police officers and analysts to operate on the dark web as
clarified by the HMIC (Her Majesty’s Inspectorate of Constabulary) in
2017: “The dark net provides abusers with a means of distributing indecent
images of children around the globe to those who share their interest. It has
provided an opportunity for such offending to be undertaken more widely.
It has made the job of the police service and other agencies responsible for
safeguarding children more difficult.” The perceived anonymity, capacity
to mask IP addresses and geolocation, as well as the difficulty of search-
ing and penetrating dark net ‘friend circles’ has made it essential for law
enforcement to pursue suspects and offenders on Tor and similar dark
web browsers.

Further surrounding the topic of OSINT and CSE; a particular area of
growing controversy and debate in the UK is for law enforcement deal-
ing with such E41/Hearsay intelligence from the rise in popularity of
‘paedophile hunter’ vigilante groups such as; Guardians of the North
(2017), The Hunted One (2017) and Dark Justice (2017). Such groups often
impersonate underage children upon social media sites, but also utilise
mobile messaging and dating applications such as Kik, Badoo, Snapchat,
and WhatsApp.. The majority of paedophile hunter ‘stings’ utilise the
described OSINT investigation levels 4 and 5. Indeed, the actions of pae-
dophile hunter groups amount to OSINT SM account takeovers as well
as online CHIS, these are carried out without a DSA or legal authori-
sation and provided to law enforcement. Whilst the police may make
use of such intelligence and use paralleling techniques to capture their
own evidence, this approach has come under significant criticism, both
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internally within the force as well as externally for encouraging ‘vigilan-
tism’ and dangerous practices with little or no concern for suspects to be
mistaken, entrapped and publicised from amateur and possibly fallible
investigative techniques (Perraudin, 2017).

Such concerns are not observably present in the media concerning mili-
tary intelligence measures, nor are they likely to be treated with as much
concern as law enforcement does. This is primarily due to the military’s
‘foreign facing’ scope, (with the exception of national security threats
such as terrorism), it is likely that such E41 intelligence obtained from
a similar process about military interests would be treated as valuable,
or at least worth researching or investigating further. Indeed, there exist
many amateur OSINT online publications of interest to the MoD, some
examples being bloggers that record and report on the movements of
battleships near their coastal homes, journalists who carry out OSINT
research into topics such as the aforementioned Russian military move-
ments, but also into the analysis of publications and propaganda mate-
rial of terrorist groups (e.g., Bellingcat, 2017).

The comparative reduction of the UK judicial systems involvement in
the military collecting of intelligence for operational and tactical usage
allows them a greater degree of freedom than having to pursue a chain
of evidence for suspect conviction. Furthermore, this may in turn reduce
the manual workload required by investigating and authorising officers
and analysts.

6.3 Utilisation of External Advisors and Support

UK law enforcement often draws upon OSINT services through advice
and direction from the Home Office’s Centre of Applied Science and
Technology (CAST). Products such as Cosain, Repknight and Echosec
are listed through Home Office vetting and recommendations on an
online ‘portal” (CAST, 2017). Of these products, the majority are com-
mercially engineered by the private sector as external developers, some
of which are available for additional public and private workplaces.
It has also been shown that law enforcement may get locked into cer-
tain products (e.g., Palantir) and there are concerns about background
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information sharing that are barely acceptable at a law enforcement level
but could be disastrous for a military operation, thus the tools utilised
by the military must be carefully scrutinised before deployment (Harris,
2017).

While the military do make use of off-the-shelf tools they also utilise
work with organisations to develop OSINT tools customised bespokely
for military usage and are usually locked into being only available for
them. The military ensures the signing of strict NDAs as well as secrecy
agreements, the individuals developing products go through alpha and
beta stages on site at military bases. Individuals working on them exter-
nally are usually required to have DV vetting (Ministry of Defence, 2017).
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7. BENEFITS OF SHARING BEST PRACTICES
BETWEEN DEFENCE AND LAW ENFORCEMENT

With regards to OSINT, law enforcement and the military often operate
in the same space, utilising many of the same tools and techniques and
thus may benefit from the experience of sharing best practices

7.1 Increased interoperability

With the future merger of the Home Office and MoD (DSTL) (Home
Office, 2017b) it is likely in the future that the two organisations will
increase their areas of overlap and collaboration on joint operations and
intelligence sharing exercises. Therefore it would be beneficial to increase
the resilience and capacity of both parties if feasible. Increasing interop-
erability of OSINT investigations and research towards a compat-
ible system would allow for greater collaboration on overlapping areas.
For example, considering concerns such as domestic terrorist threats,
increased interoperability could in the case of OSINT, lead to increased
police capability to parallel military intelligence, but more importantly,
enhanced military procedures to investigate and research threats in a
manner compatible with policing ‘chain of evidence concerns’.

7.2 Enhanced rigour and chain of custody

It may be beneficial for military operations to begin a best practice of
treating intelligence sources in a similar manner as the police do for
evidence gathered on OSINT investigations. This includes protection of
data (hashing), integrity of data in case it is needed as evidence or even to
be posted publicly in case of criticism. Increasingly we are seeing media
channels belonging to opposing nations utilising news reports in a nega-
tive propaganda fashion. Examples such as ‘Russia Today’ attempts to
demoralise and criticise the UK and US through social, political and
military reports (O’Sullivan, 2014; Johnson, 2016). Therefore, as all
aspects of military and law enforcement are fair game for open criti-
cism, it may be beneficial for military OSINT investigations and research
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to embrace the evidence capture and auditing standards of the police
force, perhaps embracing the JAPAN principles, this would provide fair
justification of a reasonable and proportionate use of OSINT that would
minimise the damage of triggering privacy and other human rights crit-
icisms. Furthermore, by considering policing standards, there may be
subsequent improvements in reviewing and managing open source ana-
lysts and researchers, particularly as good or bad intelligence leads could
be traced back along the chain of evidence audit.

7.3 Improvingsecurity, personal and organisational counterintelligence
standards

The contemporary digital age results in increasingly complex and stren-
uous taskings for counterintelligence military and security services.
Whilst this is naturally a greater concern of the MoD, it may represent a
best practice that the law enforcement may consider a horizon challenge
to embrace today (Lord, 2015). Indeed, the high standards of confidenti-
ality and security regarding counter intelligence and data leakage from
the military perspective certainly aren’t neglected or ignored by police
guidance and best practices. However, there are notable differences with
the inclusion of the media, particularly for documentaries and enter-
tainment television, which seek to detail and even challenge state sur-
veillance technologies (Channel 4, 2016). Such documentaries can be
argued to enhance the police-public relationship through awareness
and education in the interest of fostering greater communication and
collaboration. This is perhaps a convenience the military does not need
considering OSINT, as the UK public are rarely the subject of its inves-
tigations and operations. Therefore, this may allow a greater degree of
secrecy for military analysts ‘training, techniques and tactics’ for locat-
ing and exploiting OSINT. It may be of value for the preservation of both
military and policing open source practices to discuss, limit or reduce
the number of law enforcement documentaries if they are deemed to be
compromising valuable; tools, exploits and tactics.

As mentioned earlier in the MoD OSINT definition, there is a great

emphasis on utilising trained analysts to optimise the usefulness and
benefits of OSINT; “to ensure the intelligence produced is unbiased and
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free of prejudice” (Ministry of Defence, 2011). Furthermore, the mili-
tary place a great emphasis on developing OSINT tools and technologies
in-house, this ensures that they have an immediate input to the devel-
opment of open source products through Alpha and Beta development
stages, as well as close contact to product contractors for quick and effi-
cient training and software updates and patches.

7.4 Development of OSINT standardisation

Currently, different UK police forces apply different rules and best prac-
tices for the collection of data prior to achieving a DSA under RIPA
(West Yorkshire Police Analyst 2017, personal communication 12 May).
Some allow for a ‘once over’ single check of a profile, whereas others allow
for up to, but no more than 3 looks at a unique profile (Sorinteq, 2017).
Additionally, depending on the senior investigating officer (SIO) differ-
ent approaches may be taken to acquire, or to work around a DSA (such
as utilising a NOD, non-operational directive or getting a retrospective
DSA). Whilst both the military and the College of Policing provide their
own internal OSINT training packages, there are also a vast number of
third party providers of OSINT training who are able to train both mili-
tary and law enforcement in advanced open source analysis.

Much of the individual police officer and military analyst actions on
an investigation or OSINT research job are dependent on the SIO (or
Commanding Officer) leading the case, as well as upon the conditions
specified in the Directed Surveillance Authority. As a result of this,
OSINT investigative techniques, tools used, and working methodolo-
gies may be shared between different groups. It may be beneficial in the
future to establish a wider set of standards and best practices that not
only different military or individual police forces could use, but may also
be used between military and law enforcement interchangeably.
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CONCLUSION

In conclusion, UK police and military open source investigations from
within the UK have a great deal of similarities; this is particularly due to
them both being under the governance of RIPA (2000). However, there
are several observable differences between the two organisations.

The first observable difference is in the handling of a chain of evidence
between the two bodies. UK police forces often have to prioritise and
integrate a chain of custody for any intelligence that may lead to pros-
ecution or to be shown in a court of law. Therefore, the police tend to
have a more structured and detailed approach to evidence gathering,
for example following the JAPAN approach, that ensures intelligence is
either processed or paralleled into a secure, auditable and useful format.
As noted, the military may benefit somewhat from a similar system that
could protect data integrity from public criticisms, as well as leading to
greater management of researcher and analyst efficacy. Additionally, the
military hold a greater capacity to act on E41 intelligence provided to
them from external and untested sources, they face a lesser degree of
public insight and subsequently potential criticism.

Secondly, there are noticeable differences between the use of third party
software and developers. The UK MoD prioritise the use of bespoke
software tools and in-house training solutions, often requiring DV
security vetting for contractors to work on site and in association with
them. Alternatively, law enforcement have traditionally used a variety of
commercial and private sector solutions, some of which are specifically
designed for police OSINT, however these are not developed with the
same degree of bespoke and internal design.

Thirdly, there are differences with organisational approaches towards
the dark web. As stated, currently the MoD have a far more cautious
approach to operating on the dark web. As detailed, UK law enforcement
have faced both pressure and necessity to operate in this domain, partic-
ularly due to police specific concerns such as online child sexual exploi-
tation. It is likely however in the near future that the military will include
the dark web as part of their open source domain. Therefore, it may be
beneficial for the MoD to discuss merging best practices and standards
that have been nurtured by contemporary policing approaches.
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Additionally, there are slight observable differences between the military
and policing structures in regards to counterintelligence. The MoD pro-
vide slightly stricter guidelines, particularly revolving around operational
security, as such they also offer closed SM groups to provide direct infor-
mation to families of serving members when they are restricted or not able
to use SM personally. Furthermore, the military faces greater challenges
of preserving intelligence from belligerent states as well as protecting its
personnel and families from a higher severity of threat. As stated earlier,
such concerns include disinformation campaigns which have been used
internationally to disrupt and displace personnel and families.

Overall there are clearly more overlaps and similarities than differences.
The observable differences are defined by either the relationship to judi-
ciary and prosecution services, or through the severity of the risk and
security level they operate at.

This document serves as a brief overview of observable differences between
UK military and policing OSINT practices. A more in depth and detailed
review would be ideal for formulating how, or why, these differences have
occurred. In particular, envisioned next steps for future research may
include; firstly identifying the extent of operational and tactical differ-
ences between the two organisations, and secondly; building a roadmap
for mapping potential compatible best practices that may lead to greater
interoperability (particularly when considering counter terrorism), organ-
isational efficiency (primarily for military auditing and evidence capture),
increased capability (such as military dark web best practices), and greater
SM counterintelligence awareness (primarily for policing security).
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ABSTRACT

The aim of the current study was to create a questionnaire, which pro-
vides the basis for effective assessment of fire safety conditions in homes,
taking into account the possible causes and factors, which have an impact
on the development and consequences of fires (including the physical
and social environment of the home). The statistical data analysis was
carried out to provide input for the significance of the parameters in an
Estonian context in determining the weights for the index method. The
list of factors which have an impact on fire safety and their correspond-
ing assessment scales were compiled in conjunction with experts. The
primary model embraces 21 parameters, which are assessed on a 5-point
ordinal scale. The summary assessment is presented on a 100-point
scale, with results given the following ratings: very good, good, moder-
ate and unsafe. The home visit questionnaire was simplified during test-
ing, according to the background and experiences of the persons carry-
ing out the home visits and converted to be made available in Estonian
Rescue Board database. The continual analysis, based in the question-
naire, generated the recorded data over nearly two thousand home
visits in Estonia. For validating the questionnaire the fire safety condi-
tion of homes was mapped on the strength of different kinds of home
visits (inclusive voluntary application, belonging to risk zone, after fire
case) and the functionality of the questionnaire was evaluated as well.
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INTRODUCTION

The number of residential fires and accompanying fatalities in Estonia is
remarkably high. These fires form approximately 50% of all fires in build-
ings and about 80% of fires with fatalities. CTIF (Brushlinsky et al. 2017)
statistic shows that the average number fire deaths per 100 000 inhabitants
in 2015 was 3,8 in Estonia, quite similar to Latvia (4,4) and Lithuania (4,3)
but much higher than 1,4 in Finland, 1,1 in Sweden. In 2016 this statistic
was 2,97 deaths per 100 000 inhabitants in Estonia, with 92% of deaths
as a result of dwelling fires. During 2016 there were 787 dwelling fires, in
the years 2015 and 2014 the numbers were 790 and 991 respectively. The
Estonian Rescue Board has conducted home visits since 2007, but there
are almost 650 000 dwellings in Estonia and it’s not possible to consult
every home owner each year. Also the previously used home visit ques-
tionnaire contained a lot of data, where the factors essential to fire safety
and the proportions of these were not definitely assigned. At the same time
the earlier questionnaire was not designed or suitable for risk assessment.
In order to raise the efficiency of home visits, the Estonian Rescue Board
commissioned the Academy of Security Services to work out the method-
ology for the risk assessment and home visit questionnaire for dwellings
(Luht et al. 2016), which this article is based on.

The aim of the study is to create a home visit questionnaire, which enables
the effective assessment of fire safety in homes, taking into account the
possible causes, development and factors that have an impact on the con-
sequences of fires (including both: physical and social environment). The
essential idea for measuring risk was based on causal and contributing
factors from the Haddon matrix (Haddon 1972). The four columns of
the Haddon matrix combine public health concepts of the host-agent-
environment. The host column refers to the person at risk of injury. The
agent of injury is energy (for example mechanical, thermal) that is trans-
mitted to the host through an inanimate object or person. Environment
consists of physical environments (all the characteristics of the setting
in which the injury event takes place, for example a building) and social
and legal norms and practices in the culture are referred to as the social
environment (Haddon 1972; Runyan 1998).

Fire risk factors in the home have been described by several authors.
Barillo and Goode (1996) bring out such agents as smoking behaviour,
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neglected children playing with tinders, age-dependent incompetence,
use of alcohol and narcotics, absence or malfunction of smoke detec-
tors. Marshall et al. (1998) mention the roles of sex, being alone at home,
age, physical or mental special needs, absence or malfunction of smoke
detectors. Warda et al. (1999) mention nationality, low income, spe-
cial needs, very early or late actions, type of accommodation and again
smoking and use of alcohol. Leistikow et al. (2008) especially express
smoking and smoking equipment as matches, cigarette-lighters etc. US
Fire Administration (2002) accentuates cooking without surveillance
and untended heating systems, in addition to smoking and faulty smoke
detectors. Kobes et al. (2008) present multiple factors in the following
four groups of characteristics: individual, social, situation specific and
structured.

Some authors have specially described the characteristics, applicable for
home fire risk assessment. Corcoran et al. (2011) emphasize the three
main components as: building, environment and human. Higgins et al.
(2013) express the significance of demographic indicators, health, pov-
erty and disabilities, safety of neighbourhood and community sporting
opportunities and dwelling features. Clare et al. (2012) introduce special
subjects of home visits form the viewpoint of fire risk and safety, such
as fire detector problems, evacuation plans, children and fire, fire safety
concerns of the elderly and kitchens. Gielen et al. (2013) formulate the
basics of home visits, which include among other things: standard of liv-
ing below the poverty threshold, need for state help, racial origin of the
inhabitants, ownership and age of the dwelling, etc.

Previous studies have shown that small children and aged people are
at significantly increased risk in fires (Bruck 2001; Bruck et al. 2004;
DiGuiseppi et al. 2002; Istre et al. 2001; Istre et al. 2002). Other impor-
tant factors include; fire experience (Esmund 2000; Hooper 2004), socio-
economic status (Warda et al. 1999; Jennings 1996), living alone and
special needs (Higgins et al. 2013), alcohol consumption (Jennings 1996,
Warda et al. 1999) and unemployment (Warda et al. 1999). According to
the results of earlier studies the main causes of fires are connected with
smoking (Warda et al. 1999; Leistikow et al. 2000), children playing with
matches (Heimdall Consulting Ltd 2005), problems with electricity and
heating systems (Jennings 1996), untidiness in the preparation of food
(Heimdall Consulting Ltd 2005).
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1. COMPILATION OF RISK INDEX AND HOME
CONSULTING QUESTIONNAIRE

The risk index method was used as a main risk assessment tool in the
current study. The substantial principles of working out suitable meth-
odology for the fire risk index for residential buildings were based on
risk management standard ISO 31000 (2010). The index method has also
been used in earlier studies for the assessment of fire safety (Hultquist
and Karlsson 2000; Watts and Kaplan 2001). Similar studies have still
required a different approach and thus a specific index was created for
the current study.

The particular application of the Haddon matrix principles was based
on the fire risk factors described in the introduction. The basic materials
for the compilation of the risk index were the Estonian Rescue Board’s
statistics during the period 2011-2015, the data of census of people and
dwellings from the database of Estonian statistics, as well as data from
the database of health statistics and studies.

The questionnaire was developed further in to the applied version with
the help of experts and by using Delphi method (EVS-EN 31010, 2010).
The outcome of the work includes the list of essential factors of fire safety
in the form of a questionnaire, which enables the assessment of the com-
mon situation of fire safety in homes with the help of a unified index of
fire risk on a scale of 1 to 100, that is then divided in to three groups:
“green” - very good or good, “yellow” - moderate and “red” - unsafe.
The analysed results of the applied questionnaire were compared with
Estonian statistics.

The risk index was compiled on the application of the Delphi method.
The Delphi method is suitable for receiving trustworthy and consenta-
neous opinion from an expert group. The Delphi method is a structured
communication method, developed as a systematic, interactive forecast-
ing method which relies on a panel of experts (EVS-EN 31010:2010). The
method is an alternative to consultation, where participants implicate
each other, assuring anonymous and independent opinions of all the
attracted experts (Geist, 2010). Selection of the experts presumes them
to have sufficient knowledge and experience as well as good will, time
and effective communication skills (Baker et al. 2013).
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The expert group of 28 members was formed for the current study, taking
into account the recommendations of the Estonian Rescue Board. The
application of the Delphi method and the attraction of experts was con-
ducted in three steps. During the first step the experts were forwarded
a questionnaire, which embraced the parameters of the dwellings and
users as the factors (21 factors) of fire outbreak and course, causes of
the fires and also environmental conditions, 4 factors were removed and
two added as a result of the first step. In the second step the experts were
asked to evaluate the weights of 19 foregoing factors in a way that the total
sum was 100 and evaluate scales on the factors. Within the third step the
experts were asked to assess the arithmetic means of the weights and to
make proposals to increase, leave the same or decrease these weights.

During the creation of the questionnaire the results of statistical analy-
sis (Luht et al. 2016) found that fatality in fires was significantly more
likely in the following cases: men, people living alone, everyday smokers,
at least once a week alcohol consumers, retired persons, unemployed,
living in the countryside and an absence of smoke detector. After trans-
ferring the completed method to the client questionnaire it was tested
and analysed and proposals from Estonian Rescue Board members in
different regions were proposed and changes made if needed. The final
questionnaire is shown in the Appendix.
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2. RESULTS AND DISCUSSION

2.1. HOME CONSULTING QUESTIONNAIRE TESTING
AND ANALYSIS

The methodology of the fire safety risk assessment and home visit ques-
tionnaire were tested after compilation during the period from the 1st of
May until the 7th of August 2017 in 1982 homes. The testing was carried
out by a minimum two-member team of professional or voluntary res-
cue workers. The questionnaire was completed in the safety information
system of the Estonian Rescue Board.

The conformance of the sample with Estonian generic characteristics
was observed and detected, which permitted the assumption that the
questions were comprehensible and fairly answered. For validating the
questionnaire the differences on the risk scale were tested and the basis
of home visiting by risk were compared with homes visited on another
bases.

Data was analysed using SPSS (version 24.0) software. The independent-
samples t-test was used to compare the differences between homes, vis-
ited on the basis of risk, with homes, visited on anohter bases Pearson’s
chi-square post-hoc testing based on adjusted residuals was used to
compare risk and ordinary homes with a significance level p<0,001 and
adjusted residuals >1,9.

The fire safety risk assessment testing was carried out in 1982 homes, the
majority in the Western (926 consultations, i.e. 46,7 %) and Eastern (730
i.e. 36,8%) regions of Estonia. The basis of home consulting were noted
information from co-partners in 209 cases (10,5%), risk area in 293 cases
(14,8%) and home visits after fire in 148 cases (7,5%). On only 13 cases
were the teams of home consultants not let into the dwellings.

The home fire safety situation was assessed on a 100-point scale, whereby
a very good rate was received in 35,0% of homes (score < 20), good in
53,3%, (score 20-40), moderate in 10,0% (score 40-60) and unsafe in 1,6%
(score > 60) of homes. The average result 26,0 (with a standard deviation
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of 11,7) was in the region “good” and vastly closer to the region “very
good” (20 points) than to the region “moderate” (40 points). Based on
normal distribution the ranges of the risk scale could be somewhat dif-
ferent. Namely the very good region should be < 14 (= 26-11,7), good
14-26, moderate 26-38 and unsafe > 38.

Children up to 7 years old lived in 220 of the consulted homes, includ-
ing two in 59 cases, three in 13 cases, four in 2 cases and five in 1 case.
Children between 7 and 18 were in 347 dwellings, in 139 cases more
than one (once even 6). Inhabitants between 19 and 39 years were in 546
dwellings, in 278 cases more than one. People between 40-60 years old
were met in 995 dwellings, in 558 cases at least two. 65-74 year olds were
in 524 dwellings and over 75 year olds in 68. In 656 dwellings (approxi-
mately one third, more precisely 32,4%) was one single resident. From
381 households with one member, the only family member was at least
65 years old. On the other hand, the number of big families was rather
small: 6 to 12 inhabitants were only found in 60 consulted homes (30%).

The main language of the users of the dwellings was Estonian (61,9%). In
4,9% of the dwellings Estonian and another language were simultane-
ously in use, in 32,8% only Russian language and in six homes another
language. According to the data from Statistics of Estonia (2017) the
numbers of the represented nationalities on the 1st of January were the
following: Estonians 68,76 %, Russians 25,10%, other nationalities 5,17%
and persons with unknown nationality 0,97%.

Residents who were deemed to have special needs were identified in 75 of
the consulted dwellings (3,8%) and in 30 cases it was hard to say. For the
purpose of the question those cases deemed as hard to say were marked
as having a disability. According to statistics from the Republic of
Estonia Social Insurance Board (2017) approximately 10% of the inhab-
itants have a disability.

Alcohol non consumption or consumption only on feast days was men-
tioned at 75,7% of dwellings, in 22,0% of dwellings slight alcohol con-
sumption was identified (at least four alcohol-free days per week) and
2,3% where alcohol was consumed often and in larger quantities (less
than four alcohol-free days per week). This is in good accordance with
the data of the Estonian Institute of Economic Research (2017), on the
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grounds of which 1% of adults consumed vodka almost every day. 2%
once or twice a week and 12% from one to three times weekly (85% do not
drink vodka or do it rarely). About 5% of adults consumed beer almost
daily, 13% once or twice a week and 23% from 1 to 3 times monthly. (59%
do not drink or do it rarely).

In more than 70% of dwellings people of a working age who were
employed were found and in a bit less than a fourth (22,6%) unemployed
inhabitants of a working age were present, finally in 68 homes (3,3%) the
answer to this question was not received. The result is in proportion with
the data of Statistics Estonia, according to which in the second quarter of
the year 2017 the employment rate was 66,9% and labour force participa-
tion rate 72%.

In 18,1% of visited dwellings indoor smoking was noted. This is in accor-
dance with the results of the health behaviour study of 2016 (Health
Statistics and Health Research Database (2016)), where it was found that
in Estonia 21,3% of adult population are everyday smokers. Only a minor
proportion of the inhabitants relate to the part of the questionnaire that
embraces indoor smoking.

In most of the dwellings (59,2%) open flame devices (fireplace, gas boiler,
gas stove) were absent, whereby in 23 cases (1,2%) is noted, that open
flame devices were used in a hazardous way. Open flame tools (candles,
matches, lighter, kerosene lamps, ethanol fireplaces) were used in haz-
ardous way in 209 homes (10,5%).

Nearly a third (30,3%) of consulted homes had distance or electrical
heating. Distance heating (boiler system) maintained by a competent
person were found in 13,0% of homes. Heating devices, which were haz-
ardous or without maintenance were identified in 56 dwellings (2,8%),
in approximately half of the dwellings the heating system was main-
tained by competent person, which was proved by the act (33,5%) or self-
maintained (20,4%).

The consultants did not notice problems with electrical installations and
devices in most of the dwellings (86,1%) during primary observation.
However, remarkable aging of electrical installations was found in 231
(11,7%) cases and during 44 consultations a hazardous situation was
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detected when using electrical devices and installations or there was an
absence of electricity in the dwelling.

Three quarters of the consulted homes (1509 homes) can solve the
fire safety problems (for example connected with heating and electri-
cal devices) by themselves. In 69 homes (3,4%) this is complicated by
financial difficulties, as the problems relate to daily subsistence. In 402
cases the subsistence depends on the amount of expenditure (support is
needed for a certain sum of the expenses).

Most (95,8%) of the residents of the dwellings have not experienced a
case of fire in the last five years, but still 45 of the consulted persons
have lived through a fire that they extinguished by themselves and in
34 dwellings where fires have happened, rescue teams were required. In
four dwellings rescue teams have repeatedly been to the same address to
fight fires. The entire percentage of inhabitants who have experienced a
fire case was 4,2%.

Half of the dwellings (50,2%) were located in houses with a stone load
bearing structure, a bit under one third (30,4) with wood and one fifth
(19,5%) with a mixed structure.

57,6% of the dwellings had at least one battery powered smoke detector
and in addition to the previous, 7,8% of homes had a network powered
fire detecting installation. During more than one sixth of consultations,
an incorrectly installed (16,9%, 334 homes) fire detection device or no
fire detection device was found (17,6%, 349 homes). Thus, in a third of
homes problems existed with fire detection devices or these were absent.
Therefore, there is much room for significant improvement in increasing
fire safety in homes.

Almost one third (32,7%) of homes had no alternative exit to the front
door. In 57 homes the amount of combustible material exceeded the
norm and on nine cases (0,5%) the dwellings looked like storerooms
and combustible material was preventing safe evacuation and fire detec-
tion. In approximately one sixth (17,6%) of the dwellings the distribution
of fire to the neighbour apartments was not impeded. The risk of fire
caused by neighbours was perceived as high by inhabitants of 59 of vis-
ited homes (3,0%).
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37,8% of the living dwellings were situated within five-minutes of a res-
cue team with a life-saving capacity. 40,1% of homes were 6-15 minutes
away from a rescue team. In about one sixth of the dwellings (17,7%) the
residents were aware that the arrival of the rescue team to them will take
more than 15 minutes. But in 86 homes (4,3%) the inhabitants were not
aware that professional help would take more than 15 minutes to reach
them.

21,9% of dwellings had a primary fire extinguishing tool (extinguisher
or any other) which they can use. In a few homes the fire extinguisher
was not checked or was with defects during the observation (2,0%).
Only in six cases the people claimed that they could not use the existing
extinguisher, which shows that the main problem in that sense is hidden
rather in the absence of fire extinguishers.

For analysis, results are given one of four categories: very good, good,
moderate, unsafe. The particular objective was also to follow how the
determined weights implicated the grouping by risk level. The four
groups were compared using chi-squared post-hoc testing based on
adjusted standardised residuals (> 1,9) to find out if and to what extent
these groups differ from each other and the general result (Table 1, where
the data are in percentages). The unsafe home group (score higher than
60 points, only 32 homes) differ from others mostly by having more
disabilities, regularly using alcohol, unemployed inhabitants, smoking
inside, using more open flame devices and tools, have problems with
heating and electrical devices, had everyday money problems, have pre-
viously experienced fires, don’t have a working fire detector, have a lot
of flammable materials, there are less possibilities to hinder the spread
of fire, have more dangerous neighbours and don’t know that the arrival
of the rescue team to them would take more than 15 minutes. The very
good group (694 homes) had more only 40-64 years old inmates than
general. There were not any big families in the unsafe group. Three quar-
ters of very good homes have two to five members, almost all of them are
working, don’t smoke inside, don’t use alcohol (or use only feast days),
use open flame devices and tools safely, have safe electrical devices and
fire detectors and can prevent the spread of fire.
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2.2. COMPARATIVE ANALYSIS OF RISK AND
ORDINARY HOMES

To validate the questionnaire the sample was divided into two groups,
depending on the basis of the home consultation. The group of at risk
homes (32,7%) was formed on the basis of information received from co-
partners (10,6%), risk area (14,7%) and previous fire (7,4%). The following
analysis demonstrated if and to what extent at risk homes differ from
other homes (Table 1, where the data are in percentages). The significant
difference of risks in comparison to two groups was found as a result of a
t-test: £(1090) = 4,5 (p < 0,001). The average risk rate of at risk homes was
2,7 points higher than the others. The score of at risk homes (1 = 650)
was in the range from 3,1 to 78,68 and the average score 27,8 (standard
deviation 3,1). The score of other consulted homes was between 4,1 and
85,4 and with an average score of 25,1 and standard deviation 10,8. A
score below 20 points was obtained in 31,2% of at risk homes and 36,9%
other homes and below 40 points in 84,0% of at risk homes and 90,5%
in other homes. A hazardous situation (over 60 points) was identified
in 3,1% of the group of at risk homes and only 0,8% of other consulted
homes.

The two groups were compared using chi-squared post-hoc testing based
on adjusted residuals (>1,9) to find out if and to what extent these two
groups differ from each other. In at risk homes there were significantly
more Russian or other (non-Estonian) language speaking families than
in other consulted homes. In the at risk group there are significantly
more homes where problems with alcohol consumption exist, as 4,5%
of at risk homes had residents who often use alcohol. In these homes
remarkably more indoor smoking (23,7% vs 15,3%) was detected and in
6,6% of at risk homes there were difficulties with everyday expenses (in
other homes only 2%).

Open flame devices are used in at risk homes in a more hazardous way
(2% vs 0.8%), however no difference was noticed in open flame tools.
Maintained distance or electric heating existed in about 40% of at risk
homes and in approximately 25% of other consulted homes. Local heat-
ing equipment, maintained by a competent person was found in less
than a third of at risk homes and in 35,7% of other consulted homes.
Non-maintained and hazardous heating equipment was found in both
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groups. In the sense of the use of hazardous electrical equipment, faulty
electric equipment or absence of electricity no significant difference
between groups was found.

Substantially more fires where a rescue team reacted were found in the
group of at risk homes (4,0% vs 0,6%) as one basis of the formation of this
group was was a previous case of fire. However, no difference between
the groups was found in the cases of recurrent fires and self-extinguished
fires.

Problems with fire detection devices existed in more than one third of
dwellings. In the homes belonging to the at risk group more combus-
tible materials were available (in 6,1% of these homes more combustible
materials were found than the norm) and in one fifth of at risk homes
problems with hindering the spread of fire. In the homes of the at risk
group the hazards emanating from neighbours were considerably higher
(these hazards were absent in 81,1% of the at risk group and 90,6% of
other consulted homes). There were significantly more inhabitants in the
families of the at risk group who were not aware of the distance of the
closest professional rescue team (7,7% vs 2,7%)
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CONCLUSION

A new home visit questionnaire was created as an output of the study,
which takes into account the possible causes as well as development of
residential fires and factors which have an impact on the consequences
of these fires. The list of the essential factors of fire safety with distinc-
tive weights was compiled and a risk index for the assessment of the fire
safety situation was produced. The questionnaire has been in use since
the 1st of May 2017 as a tool of home counselling, carried out by the
Estonian Rescue Board.

The home visit questionnaire was tested during home consultations in
2017, whereby a very good or good rate was achieved in 88,3% of homes.
3,1% of homes belonging to the at risk group received over 60 points,
thus being identified as unsafe. The answers obtained in the process of
the questionnaire, which concerned alcohol consumption, smoking,
working status and age of the residents, were in good accordance with
the data of Statistics Estonia.

A third of homes had problems with fire detection equipment or it was
absent. There is a remarkable reserve in this field to increase residen-
tial fire safety. Fire extinguishers, with the competence to use these were
present in every fourth or fifth home. Among the latter, a few cases were
found where a fire extinguisher was not checked or with detected short-
comings on observation. Only in six cases was it claimed that the inhab-
itants could not use an existing extinguisher, which demonstrates that
the main problem is in the absence of the extinguisher, not the skill of
using it.

Additional attention has to be turned to complementary information
about the closest rescue team, because 4,3% of homes were not aware
of the fact that the arrival of help could take more than 15 minutes.
Fire detection equipment also needs to be emphasised more seriously.
Generically we recommend to concentrate scrupulously on homes at
high risk, detecting and selecting those that require supplementary help
and advice.

The analysis demonstrated that belonging to the unsafe group was caused
not only by the questions with big weights, but it was implicated by the
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risks with smaller weights as well. The distribution into the ranges very
good, good, moderate and unsafe depends on all the risks within the
questionnaire, which confirms the expedient selection of the questions
and weights.
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APPENDIX

Question

Answer variants

| Points | Weight

QUESTIONS CONNECTED WITH PEOPLE

up to 7 years old 5
7-18 years old 3
19-39 years old 0
Age of the inhabitants 53
40-64 years old 1
65-74 years old 3
over 75 yearsold 5
Number of inhabitants ! >
altogether 2upto5 0 3,4
6 and more 3
Estonian 0
Spoken language of the .
inhabitants Russian >
Estonian and other (including 3
Russian) 2.9
Other 5
Adjustment
Are there inhabitants NO 0
in the dwellings to YES
whom special fire safety
solutions have to be HARD TO SAY 5
: 5.4
introduced?
(smoke detector, SMS in- )
formation to people with | Adjustment
hearing disability)
NO consumption or only on fete 0
days
What are the customs of | CONSUMED SLIGHTLY (at least
alcohol consumption of four days per week without 3
the inhabitants? alcohol) 10
YES, consumed often and in large
quantity (less than four days 5

without alcohol per week)

Adjustment
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Question Answer variants Points | Weight
NO, everyone of working age is
employed and earning money
(including persons on maternity | 0
leave holiday and on retirement
Are any of the inhabitants | pension) 6
unemployed?
YES, there are unemployed 5
HARD TO SAY 5
Adjustment
QUESTIONS CONNECTED TO THE USE OF DWELLINGS
Is there indoor smok- NO 0]
ing (including on the
balcony or window, in the YES 108
basement)? Adjustment
Are the devices with ABSENT o]
an open flame in the YES, equipment is maintained
dwelling used safelyand | 4 caq safely 0
are these maintained?
(fireplace, gas boiler, gas | NO. at least one unit is not main- 3
stove) tained, but used safely 35
NO, equipmentis used unsafely |5
Adjustment
Are the tools with an YES 0
open flame in the dwell-
ing used safely? (candles, NO 5 3.5
matches, lighters, kero- Adjustment
sene lamps, etc.)
Is the condition of the During primary observation
dwellings electrical electrical installations and 0
installations and equip- equipment seem to be safe
ment safe? NOT identified use of unsafe
electrical equipment but still at- 3
trition if of electrical equipment 7.6
(plugs, electric circuit, shield)
Identified use of unsafe electri-
cal equipment and /or electrical | g
installations
ELECTRICITY IS MISSING 5

Adjustment
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Question Answer variants Points | Weight
YES, there is maintained distance o
or electric heating
YES, distance heating (boiler
. system is maintained by a com- 1
Are the heatmg system petent person)
and equipment of the - —
dwelling maintained and YES, solid, gas or liquid fuel heat-
safe? (oven, stove, sauna | iNg @quipment maintained by a 2 7,6
oven, fireplace) competent person and act exists
YES, self-maintained but the act 3
of the chimney sweeper is absent
NO, not maintained and the act
of the chimney sweeper is absent 5
and/or refers to danger (usage of
heating system is inflammable)
Adjustment
Do the inhabitants cope YES 0
with making the home DEPENDS ON THE SIZE OF THE
fireproof by themselves? | EXPENSES (form certain sum 3 53
(for example the repair or | need for help/support) !
replafeme_ntlo; da_nger- NO, problems also exist with the 5
ous electrical devices) covering of daily expenses
NO 2
Has something been on EE?AE:;:EZ?:“ extinguished 1
fire in the dwelling? y
YES, has been fire where rescue 3
team reacted 1,1
YES, repeatedly (2+) fires 5
Adjustment
QUESTIONS CONNECTED TO THE ENVIRONMENT
Stone 0
What is the main building .
material of the dwelling? Mixed/other 3 2,2
Wood 5
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Question Answer variants Points | Weight
YES, a network powered fire
detection installation in working | O
order existed
Did the smoke detector YES, at least one battery pow-
exist and was it in work- | €red smoke detector in working | 1
ing order? order existed 101
YES, there was, but incorrectly
installed or was not in working 5
order (battery removed)
MISSING
Does another safe exitin | YES 0
addition to the front door
s . . NO
exist (including window)? L6
Adjustment
NO 0
YES, there is plenty of combus-
tible material, but evacuation 3
and possible detection of fire are
Is there piled dangerously | hotimpeded
much combustible mate- | YES, there is plenty of combus- 31
rials in the dwelling and is | tible material and the dwelling
evacuation impeded? resembles a storeroom, evacua- | 5
tion and possible fire detection
are impeded
Adjustment
YES 0
Is the spread of fire to - -
neighbouring dwellings NQ, tc_)o close to neighbouring
or buildings blocked? building or non-renovated apart- 5 21
' ment house, where fire barrier '
doors are missing
Adjustment
NO 0
Do_es a fire r1sk_ caused by YES, but the inhabitants consider
neighbours exist? . 3 4,0
it to be low
YES, the risk from neighbours is 5
high
Do the inhabitants know | <5 minutes away 0
how far th.e nearest res- <6-15 minutes away
cue team is and how fast - -
the aid will be in reaching .>15, minutes away bl_'lt the inhab- 4 3.4
them? (talking about fire | itants were aware of it
detection and develop- >15 minutes away but the inhab- 5

ment and calling for help)

itants were not aware of it
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Question Answer variants Points | Weight

YES, primary fire extinguishing
tools (fire extinguisher or any
other) exist and the inhabitants
can use these

Are there primary fire ex- | YES, these tools exist but the 11

tinguishing tools, which | jnhabitants cannot use properly !
the inhabitants can use?

YES, fire extinguisher exists, but
it have not been checked or were | 3
with defects during observation

MISSING 5

VERY GOOD < 20
GOOD [20 - 40]
MODERATE [40 - 60]
UNSAFE > 6
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ABSTRACT

The concept of critical infrastructure protection in Poland was defined
in the National Critical Infrastructure Protection Program (NCIPP). The
legal basis for its creation was provided by the provisions of the Crisis
Management Act and the Ordinance of the Council of Ministers of 30
April 2010 on the National Critical Infrastructure Protection Program.
NCIPP presents the vision of the Council of Ministers for the protection
of key sites, facilities, installations and services in the state.
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INTRODUCTION

Critical infrastructure is a special subject of protection for every coun-
try, including Poland. Critical infrastructure in Poland in accordance
with applicable national law is recognised and designated. Its protection
is the domain of the critical infrastructure operator and is supposed to
support it in specific cases of public administration. The overall vision
of the Polish State organising the protection of critical infrastructure in
the form of a system was adopted in 2013 by the Council of Ministers.
At present, due to the relatively short time, it is difficult to assess the
effectiveness of the defined system in light of emerging threats. Bearing
in mind the main research problem, the authors identified in the form of
a question the following: In what scope does the critical infrastructure
protection system in Poland ensure safety of critical elements of the state
in light of emerging threats? In close correlation with the research prob-
lem remains the main objective of the research, which is considered as
defining the assumptions of the critical infrastructure protection system
in Poland. Achieving the primary research goal is possible by first imple-
menting the specific objectives of: defining the genesis and idea of pro-
tection of critical infrastructure in Poland, identifying hazards, defining
interdependencies between elements of critical infrastructure, defining
formal and legal conditions for critical infrastructure protection, an
indication of the general vision of the Council of Ministers regarding
the protection of elements of the state considered critical, or defining the
scope of actions for its protection.

It should be noted that this article fulfills a practical role expressed,
inter alia, by demonstrating the critical infrastructure and identifying
the threats to it, as well as the empirical role of assessing measurably
the effects of the implemented critical infrastructure protection system,
including measures to ensure its safety.
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1. CRITICAL INFRASTRUCTURE IN POLAND

The term critical infrastructure was first used in Poland in 2002 during
work carried out within the framework of NATO. It defined the criti-
cal infrastructure as “a set of essential facilities and services necessary
for the proper functioning of the productive sectors of the economy
(Wojciechowicz 2004)”. Another working definition in the concept paper
approved by the High Civil Planning Committee in December 2003
defined critical infrastructure as “buildings, services and information
systems that are so important to states that their inefficiency or destruc-
tion would have a devastating effect on national security, economy, pub-
lic health, public order and the effective functioning of the government
(Soloch)”.

A milestone in the protection of European critical infrastructure was
the directive issued by the Council of Europe in December 2008 on the
identification and designation of European critical infrastructure and
the assessment of the need to improve its protection (Council of Europe
Directive 2008/114 / EC of 8 December 2008). In view of the solutions
taken at the EU level, Poland has also commenced implementation work
on this issue. One of the basic issues in this matter has been the prepara-
tion of the National Critical Infrastructure Protection Program (NCIPP)
defining the conditions for improving the safety of critical infrastructure.

Formal-legal determinants that encourage critical infrastructure work
and its protection have been strengthened by reference to the need to
protect critical infrastructure in the National Security Strategy of the
Republic of Poland 2007 (National Security Bureau, 2007). The National
Security Strategy of the Republic of Poland 2007 pointed to the threat to
the ICT system and networks that could result from cyberspace and could
imply both material losses as well as the paralysing of important spheres
of public life (Ibidem). In addition, the Strategy referred to the transport
infrastructure and communications, the state’s telecommunications infra-
structure, the banking system and, in view of the transnational dimension
of the functioning of critical infrastructure, Poland’s active participation
in the work of its protection in NATO and the EU (Ibidem). The Act of
26 April 2007 on Crisis Management in its original version defined the
critical infrastructure and its protection in a slightly different way than it
is today. According to the records, critical infrastructure meant “systems
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and mutually bound functional objects contained therein, including con-
structions, facilities, installations and services of key importance to the
security of the state and its citizens as well as serving to ensure the effi-
cient functioning of public administration authorities, institutions and
enterprises” and included such systems as: energy and fuel supply; com-
munication and telecommunications networks; financial; food and water
supply; health care; transport and communication; rescue; ensuring the
continuity of public administration; production, storage, curation and use
of chemicals and radioactive substances, including pipelines of hazardous
substances (Act of 26 April 2007).

The protection of critical infrastructure was understood by “as all steps
aimed at ensuring the functionality, continuity and integrity of critical
infrastructures in order to prevent threats, risks or vulnerabilities as well
as limiting and neutralising their effects and the quick reconstruction of
infrastructure in case of failures, attacks and other events disrupting its
appropriate functioning (Ibidem)”.

Recalled elements over time have been redefined and in the new form
they are listed in the Act of 29 October 2010 on the amendment of the
Crisis Management Act (The Act of 29 October 2010), including the defi-
nition of critical infrastructure and the updated division into systems.
The systems referred to are: energy, fuel and energy resources supply sys-
tems (1); communication systems (2); tele-information network systems
(3); financial systems (4); food supply systems (5); water supply systems
(6); health protection systems (7); transportation systems (8); rescue
systems (9); systems ensuring the continuity of public administration
activities (10); systems of production, storing and use of chemical and
radioactive substances, including pipelines for dangerous substances (11)
(Ibidem).

Critical infrastructure protection in Poland is the domain of crisis man-
agement. Responsibility for coordinating the organisation and co-oper-
ation of critical infrastructure protection activities in Poland has been
entrusted to the Governmental Center for Security, an over-the-counter
structure designed to optimise and unify the perception of the threats
of individual entities (Skomra, 2011) and thereby increase the ability to
respond to symptoms and real and virtual threats with symmetric and
asymmetric properties.
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Implementing measures for effective protection of critical infrastruc-
ture in Poland is the domain of critical infrastructure operators and
public administrations, including ministers responsible for criti-
cal infrastructure systems and therefore requires the involvement of
public and private sector representatives in order to develop a unified
approach. The adopted philosophy of collaboration enables organisa-
tions to implement the functionality, continuity, and integrity of criti-
cal infrastructure, help prevent threats, vulnerabilities or risks, and
mitigate and neutralise their impact, and quickly recover the infra-
structure in the event of a disaster, attacks and other events that inter-
fere with its proper functioning. Unified methodology contributes to
the promotion of public-private relations as well as increased resilience
of critical infrastructures. Mutual cooperation is carried out at the
strategic and operational level, in accordance with the adopted chan-
nels of information exchange.

Alist of critical infrastructure facilities based on the accepted system and
cross-criteria is prepared by the Director of the Governmental Center for
Security in cooperation with the coordinators of the critical infrastruc-
ture systems. The criteria in question are also subject to update, which
is one of the reasons for the changing number of elements in critical
infrastructure systems. The number of critical infrastructure elements
(critical infrastructure elements within the article mean facilities, equip-
ment, installations and services considered critical infrastructure based
on accepted IK identification criteria) within the time preriod 2012-2015,
is broken down into systems and presented in Table 1.

TABLE 1. The number of critical infrastructure elements in 2012-2015 with further
breakdown into systems

1 2 3 4 5 6 8 9 10 |11 | Together

2012 | 186 | 230 | 60 58 1 5 73 20 47 0 682

2013 | 188 | 225 | 56 84 1 69 64 20 47 3 760

2014 | 188 | 162 |54 |85 |1 67 63 |20 |44 |2 689

W | W W N

2015 | 191 [162 |53 |85 |1 67 63 |20 |28 |2 675

where: 1.2, (...) means the system referred to in Article 3, item 2 of the Act of 26
April 2007 on Crisis Management
Source: own elaboration based on [15], [30], [32], [42].
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The majority of constructions, facilities, installations and services
included in the critical infrastructure over the years have been in the
energy, fuel and energy resources supply systems, and the least in the
food supply system. The latter, together with the rescue system, are
systems where the number of critical infrastructure elements have not
changed over the years 2012-2015. In addition to assigning a specific
number of critical infrastructure components to each system, there is
yet another criterion for CI labeling. Its location determines the division
of critical infrastructure elements into voivodships. A sample register,
based on the mentioned criterion, covering the years 2013-2014, is pre-
sented in Table 2.

TABLE 2. Number of critical infrastructure elements in 2013-2014, broken down by
voivodship
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Source: own elaboration based on [32], [42].

' The list does not include three objects located outside the Republic of Poland.
> Ibidem.
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2. CONDITIONS OF CRITICAL INFRASTRUCTURE
SAFETY IN POLAND

Defining the determinants of critical infrastructure security in Poland
is essentially a response to the key question about what elements affect
its normal functioning, whereby “normal functioning” is understood to
be the fulfillment of functions dedicated to this infrastructure, whether
economically, public administration, entrepreneurial activity or citizen
security. It is also a question of what elements of the environment should
be addressed in order to answer the question of which ones may have a
dysfunctional impact on the operation of critical infrastructure.

It is well-known that critical infrastructure can be dysfunctional as a
result of destruction, damage or distortion of the economic development
of the state, hence posing a threat to human life, health and property
(Wrébel, Kulik, 2012). It is not without significance that the source of
these negative events can be not only the forces of nature but also the
activities of man, including intentional activity.

In addressing threats to critical infrastructure, A. Tyburska divides
threats from natural forces and threats to human activity, including the
abandonment of specific activities (Tyburska, 2012). In turn, W. Lidwa
distinguishes three groups of threats to critical infrastructure systems
and objects. These are (Lidwa et la, 2012):

o Natural hazards
» Hazards caused by human activities
o Terrorist threats to critical infrastructure

The latest approach seems to be to delineate the dangers associated with
human activity, depending on whether the action is intentional (an act
of terrorism) or not.

The threats of the forces of nature, in principle, does not depend on man,
but are often the result of his expansive activity. The catalog of natural
disasters was defined in Polish legislation in the Act of 18 April 2002 on
the state of natural disaster (Act of 18 April 2002). These include (Ibidem):
atmospheric discharges, seismic shocks, strong winds, intense precipita-
tion, long-term extreme temperatures, landslides, fires, droughts, floods,
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rivers and sea ice, lakes and water reservoirs, mass pests, plant or animal
diseases or human infectious diseases, the action of another element.

« Man-made hazards arising from ongoing operations (exploitation)
include

« Failures in industrial plants

« Uncontrolled release of large quantities of hazardous substances in
transport (road, sea, rail, air, inland, pipeline, etc.)

+ Collapsing buildings

 Mining shocks and accidents

o Traffic disasters (mainly rail and road)

Terrorist activities may have different backgrounds. While in most cases
its primary purpose is to create fear and pressure on political groups, the
causes of such activity may be many. Abstaining from the motive, terror-
ist activity is particularly important because of the possible effects, both
physical (effects on life and health, property, environment and continu-
ity of action) and psychological (health problems, fear of re-occurrence,
psychological barrier manifesting in reluctance to invest in financial
markets, etc.).

These groups of hazards should be supplemented with the possibility of
critical infrastructure disruption due to its overhaul or lack of adaptabil-
ity to the needs of the recipients of its services.

Among the determinants of critical infrastructure safety in Poland not
only “freedom from threats” should be listed. There are also a series of
conditions related to its environment, the nature of the environment,
developed mechanisms of protection and maintenance of business con-
tinuity. This is as well an increase in the demand for services, networks,
information systems and other critical resources. The latter are not mean-
ingless in the context of globalisation in the area of critical infrastruc-
ture (Jakubczak, 2010) identified within corporate civilisations, whose
task is to prevent or keep a crisis under control (Ibidem). Protection of
critical infrastructure, already difficult in ever-changing environmen-
tal conditions, implemented through legal, organisational, continuity of
action, technical and physical security, must take into account the trans-
national nature of critical infrastructure and the effects of its disrup-
tion or destruction. This means that it must be conducted in accordance
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with clearly defined and well-known individual arrangements, rules and
procedures that allow the desired protection effect to be achieved in a
synergistic manner. It seems difficult, given the diversity of the involve-
ment of individual European countries (e.g. Poland and non-European
Union countries outside its structures neighboring our country) and
in the first place requires the identification and designation of critical
infrastructure. Difficulties in protecting critical infrastructure can also
include inadequate levels of risk, and, most importantly, the unknown
nature of the relationships and dependencies of critical infrastructures
against each other. The effectiveness of critical infrastructure protection
measures is not possible in the absence of involvement of the private sec-
tor, in most cases the critical infrastructure manager and public admin-
istration, which on the one hand guarantees the state’s attention to the
protection of public goods and critical assets identified as critical infra-
structure, and on the other hand is also the operator of a certain number
of critical infrastructures.

Critical infrastructure operators in Poland carry on their shoulders a big
responsibility for the accuracy and effectiveness of their actions. These
activities require constant cooperation, suitable for the needs of prepara-
tion for performing tasks and exercises of different types. Concern for
critical infrastructure should be particularly prominent in the event of
political involvement in international affairs and military intervention
in the scene of events.
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3. INTERDEPENDENCE OF CRITICAL
INFRASTRUCTURE

Critical infrastructure and the network of its interrelations are complex
and not fully recognised. However, it should be stressed at the outset that
critical infrastructures may be dependent or interdependent. This means
that the operation of one infrastructure determines the affect on another
or that the infrastructures interact with one another.

By analysing the literature of the subject, one can notice that the selected
authors perceive the multidimensionality of the relationship, i.e. the
relations between the infrastructures. According to S. Rinaldi and J.
Peerenboom, these relationships can be identified in terms of:

o Physical - the functioning of the infrastructure depends on the flow
of resources from another infrastructure

« Information (virtual) - the operation of the infrastructure depends
on access to information

 Geographic (geospatial) - nearly - in terms of position - the loca-
tion of infrastructures in relation to one another causes them to be
destroyed or disrupted as a result of a failure in one of them

 Logical (in the sense of relation) - this group forms associations
not categorised in any of the existing relationships (Rinaldi,
Peerenboom & Kelly, 2001)

Initially, the seen form of links was only physical and geographical
(Gilette, Fisher, Peerenboom & Whitfield, 2002).

In addition to the above presented, there is another division of depen-
dency and interdependence that allows, besides the mentioned physical,
information, spatial and logical links, to identify:

o Procedural links - resulting from the rules and procedures associ-
ated with the operation of the infrastructure in question and affect-
ing the behavior of others

« Social connections - due to the importance of infrastructure for
society, which is influenced by public opinion, level of social trust,
emotions or social moods, cultural and ethnic conditions (Miasek).
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Apart from the class criterion, the dependency and interdependence of
critical infrastructure can be broken down according to the type, nature,
type of failure that results in linkage, range, mode of operation of infra-
structure, the characteristics of the couplings and reactions to them or
the factors shaping the environment of the functioning of critical infra-
structures (Confer Terrence). Criteria for the division of dependencies
and interdependencies of critical infrastructure and linking features,
depending on the criterion, are presented in Table 3.

TABLE 3. Dimensions of the dependencies and interdependencies of critical
infrastructure

Division criteria Features of the links depending on the
criterion
Type - Dependence
- Interdependence
Class - Physical
- Cybernetic (virtual)
- Geographic
- Logical
Character - Static (binding occurs continuously, regard-
less of system state)
- Dynamic (link occurs when certain circum-
stances occur)
The kind of failure that a link - Cascading
causes - Common cause
- Growing
Range - Elementary
- Systematic
- Sector
- Intersectoral
Infrastructure mode, during which | - Normal system work
dependency or interdependence - Disturbance, destruction
manifests itself - Restoration, regeneration
Order of - Linear
Characteristics | dependence - Complex
of coupling Intensity of - Loose
and reactionto | dependence - Strict
them Infrastructure - Adaptive
response - Inelastic
Factors shaping the environment of | - Social/political
infrastructures functioning - Health care
- Safety
- Technical
- Legal/Regulatory
- Business
- Economic

Source: P. Migsek, Dependencies and interdependencies of critical infrastructures, work on typographic rights, p. 7.
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The dimensions of the dependency classification and interdependence
of critical infrastructure presented in Table 3 determines both; opportu-
nities and threats. A. Skolimowska defines these elements as a “double
dimension” of the functioning of critical infrastructure: on the one hand
increasing the efficiency of critical infrastructure systems by integrat-
ing their components, on the other hand increasing their susceptibility
to all kinds of interference (Skolimowska, 2013). A similar approach is
presented by W. Wojciechowicz, who recognises that the interconnec-
tion and dependence of critical infrastructure increases the effectiveness
of its operation, but also raises the danger that any disturbance in one’s
functioning will adversely affect the others (Wojciechowicz, 2004). The
chain character of the spread of threats, and consequently the effects of
the growing disruptions in the functioning of societies, and the need to
face the domino effect, which, as G. Abgarowicz suggests, would cer-
tainly lead to a weakening of the country’s economic and social situation
and, consequently, a decrease in the level of security and the emergence
of a crisis (Abgarowicz, 2013).
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4. THREATS TO CRITICAL INFRASTRUCTURE IN
POLAND

Nature forces are one of the fundamental causes of critical infrastruc-
ture dysfunction. In the case of threats from their side, it is often diffi-
cult to determine the exact scope of the impact, but the expected conse-
quences of a critical infrastructure failure make the protection tasks at
all levels of government, from governmental administration to the local
administration (Skomra, 2010).

In specific cases, i.e. when the constitutional forces and resources are
insufficient to prevent the effects of natural disasters and technical fail-
ures, the state may exercise legal protection measures in the form of the
introduction of one of the emergency states — state of natural disaster.
The mode of introduction and removal of the state of natural disaster is
determined by the Act of 18 April 2002 on the state of natural disaster
(Act of 18 April 2002). In addition, it clarifies issues and rules of opera-
tion for the authorities and the scope of restrictions and freedoms on cit-
izens during the time of the natural disaster. Apart from the fact that this
solution is generally criticised for attributing to the state of emergency
limited emergency measures (Brzezinski, 2007), since its establishment
it has not yet been utilised despite the occurrence of catastrophic events
and technical breakdowns.

The biggest events of this type in recent years in Poland include:

« Floods in the years 1997, 2001, 2003 and 2010
« Power shortages in a vast area covering a large group of people
(Szczecin 2008, Warsaw 2012)

The biggest flood in recent years, which took place in late May and June
2010, covered 15 of Poland’s 16 voivodships and resulted in many dis-
ruptions, including critical infrastructure functioning and key objects of
local infrastructure (KOLI). Examples for this are:

 Energy and fuel supply systems (closed petrol stations, protection
of power plants, pumping stations and fuel depots)

« Food supply system (destroying hundreds of hectares of crops in
the form of orchards, fruits, vegetables and cereals)
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« Financial system (need to mobilise the budget reserve)

+ Rescue system (involving more than twenty thousand officers
of the State Fire Brigade and over eighty thousand officers of the
Voluntary Fire Brigade)

« Transport infrastructure (damaged and flooded roads and bridges)

« Communal infrastructure (closed schools, kindergartens, evacu-
ated hospitals, flooded sewage treatment plants, damaged water

supply facilities)

« Production facilities (work stopped in the glassworks, piston fac-
tory, etc.)

o Hydraulic structures (interruption or damage of flood
embankments)

The scale of cascading effects for over a dozen days killed nearly thirty
people, and due to its dynamic character, it required assistance from
other European Union countries.

A particularly interesting case of critical infrastructure dysfunction, also
triggered by heavy rainfalls of freezing rain and wet snow, wass the lack
of electricity in north-western Poland (Szczecin and its surroundings) in
2008 (Pawelczyk, 2013). Its occurrence resulted in a domino effect, indi-
cating the complexity and incomprehensible nature of the dependency of
critical infrastructure. In addition, this scenario draws particular atten-
tion to - the element of time had on the primary effects.

The incident covered more than six hundred thousand people and
directly affected the critical infrastructure of other systems such as:

o Energy and fuel supply systems (closed gas stations, no heating in
houses)

« Communication systems (non-operation of powered telephone
devices, lack of access to the Internet)

« Financial systems (inactive banks and withdrawals of cash due
to ATM failures, difficulties in selling due to failures with cash
registers)

« Water supply systems (non-functional water supply systems that
prevent water supply)

o Health protection systems (cancelations of planned hospital
operations)
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 Transportation systems (trains stopped on selected cuttings due
to lack of power, paused tram traffic in Szczecin) (Confer Swiecka,
2010).

A noteworthy case is the blackout that occurred in December 2012 in
Warsaw (Vide Owczrek, Paszcza, 2011), which was caused by damage to
one of the transformers. Tens of thousands of people were without power
for several hours. In addition, difficulties appeared in urban transport,
supply of electricity and heat to houses. The breakdown caused a signifi-
cant number of firefighting calls to people trapped in elevators, which is
the primary result of similar events in the area of collective residence,
mainly in middle and high-rise buildings.

A technical fault is a failure or destruction of a building or system of
technical devices causing a break in their use or destruction (property
loss), which has occurred in a violent and unforeseen manner. The tech-
nical failures that have taken place in Poland over recent years, resulting
in a wide discussion of the causes of their emergence, include:

« Collapse of the International Katowice Fair (2005),
« Crash in the Warsaw subway (2014).

The collapse of the exhibition hall on the border between Katowice and
Chorzoéw is the biggest catastrophe of a construction nature in recent
years in Poland. As a result, sixty-five people died and several hundred
were seriously injured. The cause of the collapse was a thick layer of fro-
zen snow on the roof as well as mistakes made during construction and
execution. The rescue operation lasted several days - including aid from
other countries - and had a significant impact on political involvement,
visible both at the scene of the action (the presence of the President, the
Prime Minister, the Minister of Health and the Minister of Transport)
as well as work on the amendment of the Building Law (Building Law
of 7 July 1994), introducing more restrictive regulations on the safety of
buildings, mainly large-area buildings.

Recalled construction failure is one of the types of technical faults that
may arise for various reasons. Another type may be a malfunction in the
metro caused by a sudden and uncontrolled drop in traction voltage. A
tragic case was reported in July 2014 in Moscow. An analogous scenario
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for the Warsaw subway is the February 2014 event, which resulted in a
crash caused by a power malfunction. The irrational and uncontrolled
behavior of some travelers created additional dangers. Nevertheless, due
to the fact that the metro driver carried out procedure, the train crew
was able to take the train to the nearest station and help deescalate the
consequences of the accident.

As aresult of the experience, the Subway Management Board in Warsaw
decided to organise a program for social subway assistants who, as civil
servants, will influence the attitude of passengers in similar situations.
The metro social assistance program was launched in July 2014 and serves
to improve the safety of people using the metro in unusual situations'.

The threat of terrorism and political-military clashes is a wide-
spread and serious phenomenon. The act of terrorism is its realisation.
Regardless of its cause, the desire to induce fear, the fulfillment of mis-
sions, such events cause damage counted in the number of people killed
and wounded, in property, and in the form of a decrease in confidence
in ruling governments. The threat of terrorism in Poland is real. Apart
from the commonly mentioned terrorist threat in the subway (Grosset,
Ciekanowski, 2010), other examples of terrorist activities can be identi-
fied. The most known recent attempt to commit a terrorist attack was a
case foiled by the Internal Security Agency, an attack on the Sejm of the
Republic of Poland?.

In addition to the long-standing nature of this type of activity, cyberat-
tacks have become increasingly popular over the last few years in the area
of production and exchange of information, created by communication
systems. Not every incident in the network generating negative effects
is directly related to cyberterrorism (soft terrorism (Le$nikowski, 2011),
information terrorism or hi-tech terrorism (Confer Szubrycht, 2005));
however, due to the potential range of adverse effects on the integrity
and undisturbed nature of critical infrastructure operations, NATO,
the European Union and its individual member states treat this type of
threat very seriously. Confirmation may be the announcement of cyber-
security strategies and programs, the search for legal protection tools

' http://infotram.pl/text.php?id=64946 (access: 24.07.2014).
2 http://www.polskieradio.pl/5/3/Artykul/1034217 (access: 24.07.2014).
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within the indicated scope, or the establishment of teams to respond to
computer incidents. These activities are the result of the experience of
countries in trying to interfere with their key systems and resources.
Examples include the following:

o The attack on servers of Estonian state institutions and banks in
2007 (Confer Lichocki, 2011)

« Attack on the website of the President of Georgia in 2008

« Attacks by a worm named Stunxnet in 2010 on industrial
installations

« Attack on the Chancellery of the Prime Minister of the Republic of
Poland in 2012

The above examples of cyberattacks were planned and carried out by
diverse, motivated groups of people and caused a range of effects.
However, one can notice the common object of these attacks, informa-
tion. In the sense of protecting critical infrastructure systems, it is key
for the state, the entrepreneur, the corporation, and finally for society.
It therefore appears that priority is given on critical infrastructure to
information with a security classification.
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5. THE LEGAL BASIS FOR THE CREATION OF
THE NATIONAL CRITICAL INFRASTRUCTURE
PROTECTION PROGRAM IN POLAND

The issue of critical infrastructure and its protection has been reflected
in the provisions of the Act of 26 April 2007 (Law of 26 April 2007).
It defines basic definitions for critical infrastructure protection, the
purpose of creating the National Critical Infrastructure Protection
Program, the principles for designating national and European critical
infrastructure as well as critical infrastructure protection tasks. These
tasks include:

« Collecting and processing information on critical infrastructure
threats

 Developing and implementing procedures in the event of critical
infrastructure threats

« Restoring critical infrastructure

» Cooperation between public administrations and owners of auton-
omous or dependent facilities and installations of critical infra-
structure, for its protection (Ibidem).

In addition to the elements mentioned above, the Act also clarifies the
obligations of critical infrastructure operators to protect their infrastruc-
ture by preparing and implementing critical infrastructure protection
plans and maintaining their own backup systems to ensure the security
and maintenance of the infrastructure until it is fully restored. At the
same time, in implementing the requirements of the Council of Europe
Directive (Council of Europe Directive 2008/114/EC of 8 December
2008), the law obliged those critical infrastructure operators to designate
a person responsible for maintaining contacts with the relevant critical
infrastructure protection authority.

Responsibilities for critical infrastructure operations are also defined
for the Director of the Governmental Center for Security and ministers
responsible for critical infrastructure systems and ministers competent
for national security issues.

The abovementioned Act provides delegations with detailed solutions
on how to implement obligations and co-operation within the National
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Critical Infrastructure Protection Program by public administrations
and national security services with critical infrastructure operators
(Ordinance of the Council of Ministers of 30 April 2010), and how to
create, update and structure critical infrastructure protection plans
developed by operators of this infrastructure, the conditions and proce-
dure for recognising the fulfillment of the obligation to have a plan that
meets the requirements of the Critical Infrastructure Protection Plan
(Ordinance of the Council of Ministers of 30 April 2010).

In addition to the listed critical infrastructure elements, the Crisis
Management Act, defining the structure of crisis management plans at
national, provincial, district and municipality level, indicates that they
contain (Wrébel, Mytkowska, 2012):

o Hazard characteristics and risk assessment, including critical
infrastructure

o Procedures for the implementation of crisis management tasks,
including those related to the protection of critical infrastructure

o A list of critical infrastructure located in the voivodship, county,
municipality for which a crisis management plan is being prepared

o Priorities for the protection and recovery of critical infrastructure

In addition to the Crisis Management Act and the regulations issued
on 30 April 2010, the following directives on the protection of critical
infrastructure include:

1. Act of 18 March 2010 on special powers of the Minister responsible
for energy affairs and their execution in certain capital companies
or groups operating in the electricity, oil and liquid fuels sectors
(Act of 18 March 2010),

2. Ordinance of the Council of Ministers of 3 December 2015 on the
Government Plenipotentiary for Strategic Energy Infrastructure
(Ordinance of the Council of Ministers of 3 December 2015).
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6. NATIONAL CRITICAL INFRASTRUCTURE
PROTECTION CONCEPT

The National Critical Infrastructure Protection Program is a doctrinal
document in the field of critical infrastructure protection in Poland,
which creates conditions for its improvement by preventing disturbances
in its operation, crisis preparedness transferring critical infrastructure
impact, responding to disruptions or destruction and its recovery (Vide
Kowalczyk, 2012).

Coordination of its preparation, the legislator ceded the Director of the
Government Security Center, although the process of its preparation was
based on the cooperation of the Governmental Center for Security with
the ministers-coordinators of critical infrastructure systems. The prepa-
ration of the National Critical Infrastructure Protection Program is a
multi-stage work involving multilateral consultations, both on the defi-
nition of criteria to distinguish critical infrastructure within its systems
as well as the ready-made project of the National Critical Infrastructure
Protection Program.

The program identifies national priorities, objectives, requirements and
standards to ensure the effective functioning of critical infrastructure
and detailed sectoral and cross-sectoral criteria in the form of numerical
thresholds to distinguish facilities, installations, equipment and services
included in critical infrastructure systems, taking into account their
importance for the functioning of the state and the needs of citizens.
The program identifies the bodies and entities implementing its objec-
tives, primarily the role of the Governmental Center for Security, critical
infrastructure operators and ministry hosts (coordinators) of the sys-
tems, their tasks, and responsibilities in the process of improving critical
infrastructure protection. The manner of the realisation of duties and
cooperation within the scope of the National Critical Infrastructure
Protection Program is laid down in the Ordinance of the Council of
Ministers of 30 April 2010.

The National Critical Infrastructure Protection Program integrates the

elements previously provided for in the National and Voivodship Critical
Infrastructure Protection Plans.
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The methodology of its preparation was based on the will and the need
to maintain good relations between stakeholders. Participation in co-
operative work to improve critical infrastructure security is based on
cooperation, mutual trust and sharing of responsibility. These principles
contribute to the strengthening of public-private partnerships through
conferences, seminars, forums for information exchange, preparation
and participation in exercises and training.

The National Critical Infrastructure Protection Program was adopted
by the Council of Ministers by way of a resolution. It is also updated
- at least once every two years, on the initiative of the Director of the
Governmental Center for Security or at the request of the competent
minister-coordinator of the critical infrastructure system. Voivodes and
operators of critical infrastructure may also apply for changes in it.
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7. MEASURES TO ENSURE THE SAFETY OF
CRITICAL INFRASTRUCTURE

The National Critical Infrastructure Protection Program defines the
scope of activities undertaken by the stakeholders of the program. Their
contemporary character differs slightly from the actions to protect the
critical infrastructure defined in the original concept. They include
organisational and technical activities, as well as educational activities
aimed at providing physical, technical, personal, ICT and legal security
for critical infrastructure components and for maintaining and restor-
ing CI functions.

The National Critical Infrastructure Protection Program for the years
2015-2017 contains a clearly defined organisational, legal, technical, edu-
cational and training plan.

The need for continuous education in the light of emerging challenges
and dangers cannot be surprising and becomes something completely
understandable. It fits perfectly into the concept of protection as a pro-
cess and is something that is continuous and repetitive.

Education and the organisation of exercises are essential to improve crit-
ical infrastructure operators’ skills and ability to respond to emergen-
cies. On the other hand, due to the fact that public administration also
has critical infrastructure and coordinates the intervention and correc-
tive actions taken as a result of critical infrastructure dysfunction, it is
interested in raising awareness and knowledge about critical infrastruc-
ture and its protection.

Special tasks in the field of educational activities in the process of critical
infrastructure protection are:

« Ministers responsible for critical infrastructure systems - promot-
ing educational programs at the system level and engaged in the
preparation and dissemination of strategies that encourage the
private sector to participate in the National Critical Infrastructure
Protection Program
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» Governmental Center for Security - most interested in promoting
educational programs and activities to raise public awareness of the
dangers and forms of critical infrastructure protection

Education, its popularisation and training in critical infrastructure pro-
tection are implemented by all parties involved in the process of critical
infrastructure protection in a variety of areas.

Admittedly, inthestrategicdocument, the National Critical Infrastructure
Protection Program, education and training activities have been sepa-
rated from the mechanism of ongoing information exchange and the
organisation of critical infrastructure protection forums, nevertheless,
participation in these projects is inextricably linked to the possibility of
gaining experience, acquiring knowledge of new solutions, legal inter-
pretations and working in expert teams. In the area of training, counsel-
ing and conferences, a particularly desirable and valuable initiative is the
latter, on the one hand, to exchange information between critical infra-
structure operators, public administrations and the science world, and
on the other hand, the opportunity to popularise critical infrastructure
issues, ask questions and respond by meeting parties.
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CONCLUSIONS

Critical infrastructure and its protection in Poland are part of a broader
European Union strategy focused on recognised and identified poten-
tially European critical infrastructure. The first steps in the implementa-
tion of the 2011 directive have resulted in the form of the provisions of
the Crisis Management Act.

Critical infrastructure protection in Poland is based on critical infra-
structure operators, but public administration interested in critical infra-
structure security support a specific range of private sector operations.

The problem of research in the article “What is the scope of the critical
infrastructure protection system in Poland ensuring the safety of criti-
cal elements of the state in the light of emerging threats?” was resolved.
This was possible thanks to the goal of the main research (defining the
assumptions of the critical infrastructure protection system in Poland)
and the specific objectives.

This article aggregates critical infrastructure protection requirements
arising from potential and emerging threats to critical infrastructure, its
dependencies and its efforts to improve its security.

The content presented for private sector practitioners, on the one hand
shows the dependencies between the different elements of critical infra-
structure and identifies threats to it, and on the other hand empirically
validates the assumptions of the implemented critical infrastructure
protection system, including measures to ensure its safety, physical,
technical, personal, teleinformatic, legal and reconstruction plans.

Obtaining answers to problems and thus achieving objectives is possible
using two-way methods, both theoretical and empirical. In the prepara-
tion of the paper the authors used research methods such as analysis,
synthesis, abstraction, comparison, generalisation, classification, inter-
view and observation. Analysis (elementary, conceptual, qualitative,
functional, comparative, systematic, etc.) allows for individual consider-
ation of elements and consists of examining individual events, states or
functions. Thanks to the synthesis, it is possible to take a comprehensive
look at the cooperation of critical infrastructure protection organisations
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in Poland. Methods such as interview and observation were used in the
context of collecting quantitative data on the critical infrastructure in
each system, identifying threats to critical infrastructure and defining
their interdependencies.

Applied research methods are divided into theoretical and empirical.
The most important are: analysis, synthesis, abstraction, comparison,
generalisation, classification, interview and observation. Each of the
described methods has been applied in particular elements of the study,
e.g. analysis (elementary, conceptual, qualitative, functional, compara-
tive, systemic, etc.) in the analysis of elements and in examining indi-
vidual events, states or functions, while synthesis generated a compre-
hensive view on the interaction of entities and protection of critical
infrastructure in Poland.
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ABSTRACT

Belief in superstition is common in our society and can create an illu-
sory feeling that a person has control over the uncertain. This study aims
to examine more closely the relation of belief in superstition and locus
of control among Estonian rescue workers. It is of interest whether and
which superstitious items and activities the rescue workers use. It is pro-
posed that locus of control is positively associated with belief in super-
stition. Also differences between paid and voluteer rescue workers are
examined. One hundred rescue workers filled in a questionnaire includ-
ing Rotter's (1966) locus of control scale and Fluke et al.,'s (2014) belief in
superstition scale. It was found that locus of control and belief in super-
stition were positively associated. Those rescue workers who mentioned
at least one item also scored higher in both scales. However, there were
no differences between professional and volunteer rescue workers.
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1. INTRODUCTION

1.1 BELIEF IN SUPERSTITION

Belief in superstition is common in our society (Matute, Yarritu &
Vadillo 2011; Vyse 2000), for example that knocking on wood keeps the
bad away or certain items bring good luck or help in avoiding bad luck.
Fluke, Webster and Saucier (2014) claim that belief in superstition as a
rule is harmless, but can lead to irrational decisions (see also Matute,
Yarritu & Vadillo 2011).

In common knowledge, belief in superstition is a broad definition, start-
ing from believing in supernatural power to certain omens (Rudski
2004). Previous research has narrowed the definition, for example Fluke
et al. (2014) define superstitious beliefs as a perceived causal relation-
ship between the behaviour and the result in a situation where there is
no causal relationship present, e.g. beliefs in good and bad luck (see also
Carlson, Mowen & Fang 2009; Matute, Yarritu & Vadillo 2011). Believing
in good and bad luck is a factor which influences human behaviour and
can be domain specific (e.g., seen in weddings, gambling, sport or health,
see Jahoda 1969). Also, belief in superstition has been found to be linked
to other constructs, for example Sachs (2004) noted among Chinese stu-
dents that when self-efficacy was lower then the level of belief in supersti-
tion was higher.

Belief in superstition is related to cultural norms and thus differs between
certain areas (Simmons & Schindler 2003). In their study in China it was
found that prices ending with the digit 8 are common as there is a belief
that the number 8 brings luck, prosperity, and happiness, whereas prices
ending with the digit 4 are less prevalent as this number is believed to
bring bad luck. Hence, it is no surprise that the Beijing Summer Olympic
games were scheduled to be opened on August 8 2008 at 8 PM. In another
study it was noted that people may not want to go to their workplaces on
Friday the 13th so the economy may also suffer (based on Kramer &
Block 2008, in the US, up to 900 million dollars for each such Friday).
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Thus, belief in superstition can create an illusory feeling that a person
has control over the uncertain (Matute 1994). Superstition can appear in
a larger magnitude in situations with increased uncertainty and stress
(such as sports events, gambling and activities related to highened risks).
A way of coping with the uncertainty can be believing in superstition
(Matute 1994) to gain control over the situation. Previous research has
shown that superstitious behaviours can increase with the uncertainty
of a situation (Rudski, Lischner, & Albert 1999). Campbell (1996) argues
that belief in superstition is somewhat paradoxical as on one hand
our modern society strongly believes in science and rational thinking.
However, if a person starts to practice superstition in uncertain situa-
tions to gain (illusory) control over the situation, then society’s belief in
rationality is violated. Thus, superstitious beliefs can be related to indi-
viduals’ perceived control over the environment.

1.2 LOCUS OF CONTROL

According to Rotter (1966), people who believe that the events taking
place in their life are based on their behaviours, personality characteris-
tics and efforts have internal locus of control, whereas those who think
that events in their lives are based on luck, circumstances, the will of
god, have an external locus of control. Thus, people with internal locus
of control can believe that achieving the result is controllabe and related
to the environment, however, those with external locus of control believe
that the world is not controllabe, but guided by some external features.
Previous research has found that those who have internal locus of con-
trol, achieve more in school and work, act more independently and feel
less depressed than the ‘externals’ (Lefcourt 1982; Ng et al. 2006). Similar
findings have also been found in long-term studies (Gale et al. 2008) and
also in different samples such as mineworkers (Sims, Graves & Simpson
1984). There is also a positive relationship between external locus of con-
trol and beliefs in superstition (see Fluke et al. 2014) and this relationship
has also been examined in adolescents (Sagone & De Caroli 2014) and in
athletes (Todd & Brown 2003; Burke et al. 2006).
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However, Fluke et al. (2014) claim that these behaviours related to sports
are rituals and thus not the same as beliefs in superstition because an
athlete may not necessarily believe that only the ritual has an effect on
his/her performance. Still, individuals who wish in a larger extent to
control the situation demonstrate higher levels in believing superstition
in stressful situations (Keinan 2002) and may also believe that supersti-
tion helps them to achieve their goals. Thus, we have several confirma-
tions that a need for control (Burger & Cooper 1979) is related to larger
superstitious beliefs (see also, Darke & Freedman 1997).

1.2.1. Rescue workers, belief in superstition and locus of control

Now, imagine a situation where a fire rescue team is on their way to the
site and one of the rescue workers discovers that his/her necklace that
brings good luck has gone missing. The team arrives to the scene and
every member of the team starts to work based on their role in the team,
but all the one team member can think of is his/her missing necklace
and what bad luck this could bring to him/her and the team. Suppose
nothing major happens but if it does then the rescue worker’s beliefs are
confirmed, so if he/she does not find the necklace before the team’s next
call then it can continue to influece the work.

In Estonia, every day nearly 350 rescue workers are ready to react in the
professional rescue system, divided between 72 commandos and 1695
workers in total (Pdasteamet 2017). Besides the professionals, the rescue
system also relies on volunteer rescue workers. There are over a hundred
volunteer commandos in Estonia with over 1700 volunteers (Padsteamet
2017). It is known that rescue workers face unexpected situations in their
daily routine and are at increased risk of stress reactions (including post-
traumatical stress disorder), which can affect both their physical and
mental health, and decrease their performance (see Berger et al. 2011).
Thus, it is of interest how the rescue workers cope with these situations.

Previous research has indicated differences between paid workers and
voluteers. For example, Elshaug and Metzer (2001) found differences
between paid food preparers and volunteer food preparers and volun-
teer firefighters, namely voluteers were more agreeable and extraverted.
Lee and Olshfski (2002) noted that paid firefighters were higher on their
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commitment to their supervisor, while volunteers were higher on com-
mitment to the organisation.

1.3 AIMS OF THE STUDY

This study aims to examine more closely the relation of belief in super-
stition and locus of control among Estonian rescue workers. Previous
research has also found that people use either behaviours or charms to
bring good luck or keep bad luck away (Fluke et al. 2014). Thus, belief
in superstition is operationalised in present research as beliefs in good
and bad luck.

These constructs have been examined previously in several samples
(see Fluke et al. 2014; Sagone & De Caroli 2014; Todd & Brown 2003;
Burke et al. 2006) but these issues are not examined in terms of rescue
workers. It is proposed that external locus of control is positively asso-
ciated with belief in superstition.

Some research has found that superstition is negatively associated
to self-efficacy (Tobacyk & Shrader 1991) whereas another has noted
improvement in performance (Damisch, Stoberock, & Mussweiler
2010). Therefore, it is also of interest whether and which superstitious
items the rescue workers use and how these are related to the belief in
superstition and locus of control.

Finally, as the differences in locus of control and believing in supersti-

tion have not been examined previously in paid and voluteer rescue
workers then this notion is examined more closely.
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2. METHOD

2.1. SAMPLE

One hundred rescue workers (mean age 34.12, SD = 3.14; 98 men) filled
in the questionnaire the pen-and-pencil method, 50 paid (all men) and
50 volunteers (two women). 83 respondents considered their native lan-
guage Estonian and 17 Russian. Mean work experience among the paid
workers was 11.84 years (SD = 7.67, range 1-30 years) and volunteers
10.66 years (SD = 9.88, range 1-51 years).

2.2 INSTRUMENTS

The Belief in Superstition Scale (BSS, Fluke et al. 2014) was used to
measure belief in superstition and the Locus of Control scale (LOC,
Rotter 1966) was used to measure locus of control. The instrument con-
sisted in total of 46 items.

First, three open-ended questions were created to examine the items
rescue workers may use in their work (name items that bring you luck;
name your commando items that bring you luck; and name the items of
your commando technical equipment that bring you luck). The respond-
ents could answer the questions or leave them blank. These answers were
coded later to categories using qualitative content analysis (Laherand,
2008). Based on the content analysis the following three categories were
formed, 1) jewellery (i.e. cross), 2) items (i.e. crystals), and 3) symbols (i.e.
numbers). The answers were coded independently by two coders. The
codes were compared and differences were solved during the discussion.
The inter-coder reliability was Cohen’s kappa k = 0.95 (p < 0.001).

LOC consists of 29 paired items (Rotter, 1966). In each of the item pairs,
one is worded internally and the other externally. The respondent has to
choose each of the pairs of items which he/she prefers. Six items are fill-
ers and not taken into account in the final result. The scale is coded in a
way that the higher the score the stronger the external locus of control is.

187



PROCEEDINGS « XVI+ 2017 « FROM RESEARCH TO SECURITY UNION

The internal consistency of the scale is Cronbach’s alpha a = 0,65 - 0,79
(M =5.48..10.00,SD =2.78 .. 4.20, Rotter, 1966). In the Estonian version
of LOC the internal consistency was found to be Cronbach’s alpha o =
0.67 (Sild, 2004). Examples of paired items are: “The average citizen can
have an influence in government decisions’” or “This world is run by the
few people in power, and there is not much the little guy can do about it’.

BSS consists of nine items (Fluke et al. 2014) that form three factors:
belief in good luck (Cronbach’s alpha a = 0,68, M = 3.26, SD = 1.80);
belief in bad luck (Cronbach’s alpha a = 0.75, M = 4.21, SD = 1.88) and
belief in change of luck (Cronbach’s alpha a = 0.65, M = 3.75, SD = 1.84).
The respondent had to answer items in a nine-point Likert scale (1 -
strongly disagree to 9 — strongly agree). The higher the score, the more
a respondent believes in supersitition. One statement is coded reversely.
Examples of items are presented in Appendix A.

APPENDIX A

Items in EST Originalitemsin ENG Back-translation from
ESTinto ENG

Reede 13 on ebadnne Friday the 13this unlucky | Friday 13th brings bad
toov pdev luck
Kui palutakse valida When asked to choose a If I'm asked to pick a num-
number, siis ma valinoma | number | tend to go with a | ber, then I'lLl pick my lucky
onnenumbri lucky one number number

Note: Two items of the scale are provided.

The procedure of DeVellis (2003) was used to translate BSS into the
Estonian language. The items were translated into Estonian by two per-
sons. An expert group consisting of three persons compared the trans-
lations and a final set of items were selected. The items were translated
back into English by one person and compared to the original items. If
necessary, then corrections were made (see Appendix A).

Finally questions about respondents gender, age, native language, sta-
tus (paid or volunteer rescue workers) and average work experience were
asked.
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3. RESULTS

In Table 1 are presented the numbers and proportions of answers to
open-ended questions for the items used. As can be seen, a large propor-
tion of the participants did not mention any of the superstitious items.

Next, the differences between paid and voluteer rescue workers concern-
ing answers to the statements about the items was analysed using chi-
square analysis in Fisher’s Exact method (see Table 2). As one participant
could mention several items then the proportions of the ‘did not answer’
differs between Tables 1 and 2. Overall, there were no statistically sig-
nificant differences between paid and volunteer rescue workers present
in the usage of items.

TABLE 1. The distrtibution of answers of paid and volunteer rescue workers to the
open-ended questions

Statement Paid Volunteer
Did not Responded Did not Responded
respond respond

Personal items that bring 37 (74%) 13 (26%) 39 (78%) 11 (22%)
Lluck

Commando items that 42 (84%) 8(16%) 44 (88%) 6(12%)
bring luck

Techiqal equipment 46 (92%) 4 (8%) 47 (94%) 3 (6%)
items in commando that

bring luck

TABLE 2. The distribution of answers concerning items of paid and volunteer rescue
workers to the open-ended questions

Statement  Group Did not Jewellery Items Symbols
answer

Personal Paid 32 (64%) 8(16%) 8 (16%) 2 (4%)
items that

bring luck Volunteer 37 (74%) 6(12%) 5(10%) 2 (4%)
Commando Paid 38 (76%) - 12 (24%) 0 (0%)
items that

bring luck Volunteer 42 (84%) - 7 (14%) 1(2%)
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Statement  Group Did not Jewellery Items Symbols
answer

Techiqal Paid 46 (92%) 4 (8%) - 0 (0%)

equipment

itemsin

commando

that bring

luck Volunteer 47 (94%) 1(2%) - 2 (4%)

Now the data about BSS is presented. The Kaiser-Meyer-Olkin’s index
KMO = .815 (p < .001) indicated that the sample was large and had
enough power to conduct exploratory factor analysis. Next, principal
component analysis with varimax rotation (communalities and factor
loadings) and reliability (if item deleted) analysis was performed. The
first analysis was done using all items. Principal component analysis
(EIGN = 1) showed a three-component solution which explained 65.48%
of the variance of data. One factor consisted of four items (two bad luck
and two change luck, loadings between .65 - .84), the second factor con-
sisted of four items (three good luck and one bad luck, loadings .49 - .90),
and the third factor consisted of one item (change luck, loading .89). The
first two factors were correlated (Pearson), r = .56; p < 0.01 but the third
factor was not correlated with any of the first two factors.

Thus, the item from the third factor was removed and another principal
component analysis was performed with eight items where the number
of eigenvalues was set to two. Principal component analysis now showed
a two-component solution that explained 59.69% of the variance of data.
The first factor, labelled bad and changing luck, consisted of four items
(two bad luck and two change luck, loadings between .65 - .84, M = 14.61,
SD = 7.30, range 4 - 33, Cronbach’s alpha a = .754), the second factor
labelled good luck, consisted of four items (three good luck and one bad
luck, loadings .54 - .89, M = 12.47, SD = 7.80, range 4 to 34, Cronbach’s
alpha a = .738).

Now the association between LOC and BSS subscales are analysed. The
mean score in LOC was M=10.50, SD=3.39, range 2-21, Cronbach’s alpha
a = .610. LOC and BSS subscale belief in good luck were positively cor-
related (Pearson), r = .276, p < .01 and LOC and BSS subscale belief in
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bad and changing luck were also positively correlated (Pearson), r = .202,
p <.05.

Next, it was examined whether mentioning items in the first part of
questionnaire was related to LOC and BSS subscales using independent
samples t-tests. Those rescue workers who mentioned at least one item
that brings them luck scored higher (i.e. had more external locus of con-
trol) in LOC scale, t(98) = -2.17, p < .05 (M = 10.10, SD = 3.16 vs M = 11.79,
SD = 3.82), in the BSS bad and changing luck scale (i.e., believed more in
superstition), t(98) = -3.31, p < .001 (M = 13.32, SD = 6.70 vs M = 18.70,
SD =7.73) and in the BSS good luck scale, t(98) = -7.81, p <.001 (M =9.91,
SD =6.06 vs M = 20.58, SD = 7.23). Those rescue workers who mentioned
at least one commando item that brings them luck scored higher in the
BSS good luck scale, t(98) = -2.52, p <.05 (M = 11.70, SD = 7.65 vs M =
17.21, SD = 7.22).

Finally, the LOC and BSS subscales were compared between paid and

volunteer rescue workers with an independent samples t-test. No signifi-
cant differences were found (see Table 3).

TABLE 3. The results of LOC and BSS of paid and volunteer rescue workers

Questionnaire Group N M SD
LocC Paid 50 10.00 3.25
Volunteer 50 11.02 3.46
BSS good luck Paid 50 12.30 8.37
Volunteer 50 12.64 7.28
BSS bad and Paid 50 14.44 7.25

changing luck Volunteer 50 14.78 7.41
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4. DISCUSSION

This study aimed to examine the relation of belief in superstition and
locus of control among Estonian rescue workers. Roughly one forth of
the participants (both paid and volunteer rescue workers) mentioned at
least one item they use. It is difficult to estimate whether this proportion
is small or large. If we compare it to the available data of religiosity (bear-
ing in mind that religiosity and believing in superstition, including spiri-
tuality, are different constructs), then according to the 2011 census in
Estonia 29% of population stated that they are religious (Statistikaamet
2017), which is rather a similar proportion in terms of our results.

Locus of control and belief in superstition were positively associated,
which is similar to previous findings (see Fluke et al. 2014; Sagone & De
Caroli 2014; Todd & Brown 2003; Burke et al. 2006). Also, those par-
ticipants who mentioned at least one item that brings them luck scored
higher in both LOC and BSS (see also Fluke et al. 2014). Thus, the more
external the locus of control is, the more one believes in either good, bad
or changing luck.

Although previous research has indicated differences between paid
workers and voluteers in some domains (Elshaug & Metzer 2001; Lee
& Olshfski 2002), there were no statistical differences between the two
groups in this study. Also, there were no differences between profes-
sional and volunteer rescue workers in LOC and BSS subscales. Thus, we
can conclude that persons who either are paid or devote their time and
energy by volunteering share similar characteristics in this domain.

As a limitation, it can be pointed out that the sample size was small and
not representative to the rescue worker population. Also, as this topic
may have been delicate and personal then some of the participants may
not have to wished to disclose their items (see also Stone, Bachrach, Jobe,
Kurtzman & Cain 2000). The proportion of those rescue workers who
mentioned an item was small. Thus, future studies with a larger sample
and additional qualitative research methods (for example, interviews)
may shed further information on this interesting area of research.
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In conclusion it can be said that locus of control and belief in superstition
were positively associated. Those rescue workers who mentioned at least
one item scored also higher in those two scales. However, there were no
differences between professional and volunteer rescue workers in their
belief in superstition or in their locus of control.
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ABSTRACT

In 2015, domestic violence accounted for an estimated one-tenth of all
crimes, 38% of violent crimes. Since 2011, the proportion of domestic
violence crimes has increased steadily in comparison with all other cat-
egories of crime, including violent crimes. Domestic violence is at once
a social, legal and medical problem that requires cooperation between
different organisations and institutions, i.e. interactions, which con-
sider each other's interests and goals. An important factor in prevention
and suppression of domestic violence is the attitude towards the victim,
both in terms of law enforcement agencies as well as society - the atti-
tude towards victims will have an effect on whether and to what extent
victims dare to press charges against perpetrators. The article discusses
victim blaming through the eyes of the victims themselves as well as
the population (using sociological surveys) and determines, if and to
what extent victim blaming attitudes can affect the cover-up in cases of
domestic violence and retraction of testimonies in criminal proceedings.
Victim blaming may to a larger or a lesser extent also hinder the coop-
eration between victims and law enforcement agencies and affect both
criminal proceedings as well as trials.

The attitudes to domestic violence and to those involved are constantly
changing over time. Acceptance of changes in society is a time consum-
ing process, where various institutions-socialising agents have their roles
to play. The article identifies the role of family, school and the media in
fighting domestic violence and contributing to positive changes.
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1. DESCRIPTION OF THE PROBLEM

Domestic violence is widespread and on the rise in Estonia. In 2015, 2997
domestic violence cases were registered, an increase of one tenth com-
pared to 2014 and 55% more than in 2011. In 2015, domestic violence
was estimated to constitute one-tenth of all crime, and 38% of violent
crime.! An estimated 3017 cases of domestic violence were registered in
2016, which is 20 more than in 2015. As for the last six years, the number
of domestic violence crimes peaked in 2016, but its growth has slowed
down compared to 2012, 2013, and 2015. In 2016, domestic violence con-
stituted for a tenth (10.4%) of all crime and 39% of violent crime cases.
Since 2011, the proportion of domestic violence crimes has steadily
increased compared to both all crime and violent crime specifically.?
Understandably, the statistics reported reflect the number of registered
cases of domestic violence. (Table 1).

TABLE 1. Number of registered cases of domestic violence per year

Year Number of cases
2012 2231
2013 2752
2014 2721
2015 2997
2016 3017

Given that a large number of domestic violence cases are latent, one can
conclude that there is no sign of a marked decline in this type of violence
in society, even if the cases of domestic violence were to be linked to
different types of cases of abuse (and to statistics). First of all, it is impor-
tant to emphasise the nature of domestic violence as a specific type of
violence - it takes place in close (intimate) relationtionships and is sys-
tematic by nature. (See the concept of domestic violence via the link to

' Justiitsministeerium, “Kuritegevus Eestis 2015.” (The Ministry of Justice, Estonia 2015
Crime in Estonia 2015) (2016), pg 34, (in Estonian) < http://www.kriminaalpoliitika.ee/sites/
krimipoliitika/files/elfinder/dokumendid/kuritegevus_eestis_2015.pdf > (09.08.2017).

Justiitsministeerium, “Kuritegevus Eestis 2016”. (Crime in Estonia 2016) (2017), pg 41, (in
Estonian) <http://www.kriminaalpoliitika.ee/sites/krimipoliitika/files/elfinder/dokumendid/
kuritegevus_eestis_est_web_0.pdf> (09.08.2017).
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the Instanbul Convention). Thus, the equation of the cases of domestic
violence with any other violent crime is not justified. As far as criminal
statistics are concerned, it relates to penal policies: “compared to 2015,
the number of recorded gross violations of public order (+715, +166%)
saw a sharp increase in 2016; meanwhile the number of recorded crimes
of physical abuse decreased (-834; —-15%) - as a result of major changes
in procedural practices - starting from spring 2015, violent crimes com-
mitted in public are registered as gross violations of public order instead
of physical abuse. Therefore, the number of criminal offenses registered
under § 263 of the Penal Code has increased and the number of criminal
offenses registered under § 121 of the Penal Code has decreased accord-

» 3

ingly”.

The main elements of domestic violence crimes are covered by Part 2 of
the Penal Code (violent offences), which currently include two articles: §
120 - threat and § 121 - physical abuse. Amendments to the Penal Code,
in force as of January 1, 2015, (§ 121 1g 2 p 2) stipulate stricter punish-
ment for physical abuse carried out in intimate partnerships or against
dependants. This is also the sole article of the Penal Code referring to
domestic violence. It is important that domestic violence as a term has
been included in the existing laws, which reflects the need to differenti-
ate between domestic violence as a specific form of violence and other
types of violence.

Besides Article 121 of the Penal Code, all articles of the Penal Code
including the element of violence are used to charge perpetrators of vio-
lence. Threat to kill, cause health damage or cause significant damage
to or destroy property, if there is reason to fear the realisation of such
a threat, causing damage to the health of another person, or beating,
battery or other physical abuse which causes pain, continuous physical
abuse or physical abuse which causes great pain, are all punishable as
criminal offences.

Indeed, physical maltreatment incidents predominated in Estonia in 2015
among domestic violence cases: 85% out of all domestic violence crimes
and 45% out of all physical maltreatment cases (in 2014 respectively 79%

> Justiitsministeerium, “Kuritegevus Eestis 2016” (The Ministry of Justice, Crime in Estonia
2016). (2017), lk 33, <http://www.kriminaalpoliitika.ee/sites/krimipoliitika/files/elfinder/
dokumendid/kuritegevus_eestis_est_web_0.pdf> (23.09.2017).
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and 40%).Compared with 2014 the share of physical maltreatment in
intimate partner relationships has increased in domestic violence and all
cases of physical maltreatment, which primarily can be explained with
the abolition of the crime of torture. Compared with 2014, the share of
domestic violence cases in threatening and sexual crimes has slightly
declined. The share of manslaughter and murder in intimate partner
relationships out of all crimes qualified according to Articles 113-114 of
the Penal Code was 20%. According to the police the share of manslaugh-
ter and murder related to domestic violence remained the same com-
pared to 2014. According to preliminary data, 10 cases of manslaughter
or murder related to domestic violence were registered in 2015, resulting
in the death of five individuals. Approximately 2/3 of domestic violence
cases are related to the violence of current or former spouses/partners,
but there are also cases of parental violence against children or stepchil-
dren (altogether 14%) and children’s violence against parents (9%).*

In 2016, physical abuse accounted for the highest proportion of domestic
violence crimes (85%). Domestic violence crimes consituted more than
half of the all crimes of physical abuse. Compared to 2015, the propor-
tion of physical abuse related to domestic violence has grown by almost
8% out of all crimes of physical abuse - this is a result of major changes in
procedural practice. On January 1, 2015, amendments to the Penal Code
§ 121 (2) 2) entered into force, stipulating a more severe term of punish-
ment for physical abuse committed in close or dependency relationships.
In 2016, about 520 individuals were convicted under this provision. The
number of other types of crimes committed under the domestic vio-
lence category is significantly lower. Threats, for example accounted for
one-tenth of domestic violence crimes in 2016, sexual crimes 3% and
offences against life and health (killing, murder, serious physical harm)
slightly more than 1%. According to preliminary data from the police,
9 domestic violence connected killings, murders and related attempts
were registered in 2016, which is one less than in 2015.° In the estima-
tion of the author, the percentage of domestic violence and other violent

* Justiitsministeerium, “Kuritegevus Eestis 2015.” (The Ministry of Justice, Estonia 2015

Crime in Estonia 2015) (2016), p 35, (in Estonian) < http://www.kriminaalpoliitika.ee/sites/
krimipoliitika/files/elfinder/dokumendid/kuritegevus_eestis_2015.pdf > (09.08.2017).

> Justiitsministeerium, “Kuritegevus Eestis 2016“(The Ministry of Justice, Crime in Estonia
2016). (2017), lk 42. <http://www.kriminaalpoliitika.ee/sites/krimipoliitika/files/elfinder/
dokumendid/kuritegevus_eestis_est_web_0.pdf> (23.09.2017).
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crime statistics is proportional - the number of killings and murders has
decreased in both categories of crime statistics. The author also finds
that killings and murders are not the key indicators in domestic violence
statistics, all the more so because domestic violence is not always physi-
cal in nature.

According to the World Health Organization (WHO), domestic vio-
lence involves all forms of violent aggression, psychological harassment,
forced sexual intercourse and other acts of sexual coercion, as well as
social control, which results in one person being isolated from the rest of
the world, including one’s own family. ©

In addition to physical violence, forms of psychological, sexual and eco-
nomic violence are also distinguished as types of domestic violence.
Obviously, there is a reasonable assumption that the main latent part of
domestic violence falls under these last three types, as the current legal
system lacks the relevant provisions for these types of domestic violence.

As domestic violence’ is simultaneously a social, legal and medical prob-
lem, solutions require the cooperation of different organisations and
institutions. The issue falls mainly under the competence of law enforce-
ment agencies, social workers, child protection workers, medical person-
nel and the staff of women’s shelters. Less attention has been paid to what
the family, school and media, as important socialisation agents, and
what society as a whole can do to prevent and combat domestic violence.

It is not possible to overestimate the effect of socialising agents in pre-
venting and combating domestic violence - as their main tasks are: 1)
shaping a person, starting with the fact that the child is made aware of
what is good and what is bad, what should and should not be done; 2)
affirming positive social attitudes - specific (legal) education will affect

¢ Intimate partner violence. World Health Organization. <http://www.who.int/violence_
injury_prevention/violence/world_report/factsheets/en/ipvfacts.pdf> (23.09.2017).

Domestic violence (also referred to as intimate partner violence) shall mean all acts of physical,
sexual, psychological or economic violence that occur within the family or domestic unit or
between former or current spouses or partners, whether or not the perpetrator shares or has
shared the same residence with the victim. See Council of Europe Convention on preventing
and combating violence against women and domestic violence Art. 3. Istanbul, 11V. 2011.
<https://www.coe.int/t/DGHL/STANDARDSETTING/EQUALITY/03themes/violence-
against-women/Conv_VAW_en.pdf> (09.08.2017).
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the consciousness and behavior of a person when he or she has already
achieved a certain social maturity and is able to understand the content
of different behavioral norms; 3) establishing the basis for the rational
choice behavior - a person selects information from the socialisation
agents about the correct behavior and shapes his or her behavior on the
basis of such information; 4) introducing the principles of social behavior
- all forms of social relations require contacts between members of soci-
ety, whereupon various types of relationships between people are formed
and developed. Regardless of the nature of a relationship, individuals
affect each other through every interaction, striving to get the other per-
son “to tune into their frequency” so-to say, and adapt that person (and,
if possible adapt themselves) to “the game rules” of that relationship; 5)
improving self-control in the system of social control - mutual coordination
of the behavior of individuals and social groups; 6) developing advanced
behavioral-regulatory legal consciousness — directing people (especially
young people) to the internalisation of social values, that is to say, their
acceptance of the level of consciousness; 7) guiding individuals towards
lawful behavior - by trying to solve this task through the dissemination
of legal knowledge and intensification of legal propaganda, we should
not forget that the mere knowledge of the law, without the support of
deeper behavioral regulators, cannot ensure the legitimate conduct of an
individual. The psychological aspect of an individual is the starting point
for identifying the causes of a norm-abiding behavior®.®

Therefore, quite a lot of subjective regulators of human behavior (includ-
ing legally meaningful regulators) are internalised through direct imita-
tion and identification of legal knowledge. This means that by the time
that a person comes of age when his or her legal consciousness can be
shaped through the provision of legal knowledge, the basic structure
of legal consciousness has already developed. However, the quality of
this structure depends on the behavioral patterns that the person has
imitated previously or with whom the person has identified with in his

¢ Of course, the state will also use the means at its disposal (sanctions and their application, the

development and implementation of general and special prevention methods, etc.) to ensure
that subjects of law comply with the law, but the behavior of a person is still mainly based on
mental models of behavior that he or she consciously or less consciously associates to real
behavioral standards.

See more Kaugia, S. “Oigusteadvuse olemus ja arengudeterminandid” (2011) (Essence of
Legal Consciousness and Determinants of Development), pg 73-85.
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or her behavior. The higher the level of human legal consciousness, the
more justified is the hope that in any living situation, he or she opts
for a norm-abiding behavioral variant. Here lies the key to the success
for well-coordinated socialisation agents - shaping a person’s attitudes,
behaviors, and offering knowledge of norm-abiding behaviors that, in
their totality, create the basis for developing behavioral tendencies for a
safer society.

2. THE MOST IMPORTANT FORMAL AND
INFORMAL SOCIALISATION AGENTS AND
HOW THEY CAN HELP TO CONTROL FAMILY
VIOLENCE

Socialisation is a process between a social environment and an indi-
vidual, in which the individual acquires a system of knowledge, norms
and values that enables him or her to be a full member of society. The
socialisation process is carried out through socialising agents. It is a life-
long process, during which the socialisation agents will change, and so
will the significance of their impact and importance. The socialisation
process of a person has several agents acting at the same time, some of
which have a dominant, and others a secondary role. While different
socialisation agents have a different effect on the socialised person, they
relate directly to the acceptance and internalisation of social norms (i.e.,
acceptance at the level of consciousness). The impact of various sociali-
sation agents on human development depends on these agents’ level
of authority for that particular person. The influence and authority of
socialisation agents changes over time. Socialisation agents represent
a connecting link between the subject and society and their role is not
to be underestimated. In the context of this writing, the unavoidable
social integration aspects are the formation of social justice attitudes,
the guidance of the rational choice behavior and the awareness of the
need for self-control. The extent to which the legal consciousness of a
person (legal awareness) and their actual behavior coincides, depends on
the role models that the person has identified with or imitated in their
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behavior, that is to say, with the socialisation agents which are important
for that person.*

While socialisation agents can be classified in various ways, this paper
focuses on formal and informal agents.

2.1. Formal socialisation agents for the prevention and combating of
family violence

The most important formal socialisation agent is the state, as well as
national organisations and institutions whose role in socialising is lim-
ited to their specified competence.

The state has many alternatives for controlling domestic violence; these
relate to the expectations and hopes of society. The state’s capacity to
deal with domestic violence cases is the key in ensuring the victims
security and preventing domestic violence. There are several parameters
for assessing this, the most important of which were added in an expert
review'! survey prepared by the Estonian Open Society Institute and UT
Institute of Public Law in 2014. 2

The results of the survey (Table 2) indicate that opinions on the capacity
of the state vary. People are most satisfied with the treatment of victims
by the legal authorities, as well as ensuring the safety of victims’ chil-
dren. However, respondents also stated that several key issues remain
unresolved.

1 Kaugia, S. “Oigusteadvuse olemus ja arengudeterminandid” (2011) (Essence of Legal

Consciousness and Determinants of Development), pg ( 138-139.

In November and December of 2014, a nationwide expert survey of legal practioners was
organised by the Norwegian Financial Mechanism and the Estonian Ministry of Social
Affairs, entitled “Building an integrated system for combating intimate partner violence in
Estonia” which received responses from 203 specialists: 122 practicing lawyers (prosecutors,
lawyers, judges and other legal professionals) and 81 police investigators. The research
methodology was developed by the Estonian Open Society Institute (Ivi Proos and Iris Pettai)
in cooperation with the Institute of Public Law of the University of Tartu (Silvia Kaugia, Raul
Narits, Jiiri Saar), with consultations by Kati Arumaée of the Police and Border Guard Board.

2 See Pettai, I, Narits, R., Kaugia, S, “Of the Current State and Outlook of the Legal Regulation
on Domestic Violence Based on the Results of an Expert Poll Carried Out Among the Estonian
Legal Practitioners” — IX, Juridica (2015), pg 645-658.
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TABLE 2. What do you think of the capacity of the Republic of Estonia in dealing with
cases of domestic violence? (%)

Prosecutors Judges Police
investigators

Good+ |Poor Good+ | Poor Good+ | Poor

satis- satis- satis-

factory factory factory

I. High capacity
Ensure safe and fair 91 7 64 28 82 10
treatment of victims
by law enforcement
agencies

Il. Medium capacity
Ensure the safety of 60 33 48 40 56 41
victims’ children
IIl. Low capacity
Prevent family violence |33 60 12 72 38 58
and serious incidents
Supervise violent 29 62 16 72 28 68
families

lll. Very low capacity
Have an overview of 19 71 16 68 27 70
perpetrators and to man-
age them

Provide victims with 10 74 16 88 10 81
subsistence allowance
and material conditions
to cope independently
Source: Estonian Open Society Institute, 2014

The majority of respondents (58-72%) find that the state is unable to pre-
vent domestic violence and avoid serious incidents, and assert that there
is no control over perpetrators of violence (60-68%) and violent families
(60-68%). According to experts, the total failure of the state is indicated
by its inability to provide survivors with support payments and ensure
other material conditions that would allow them to cope independently:
88% of judges, 81% of police investigators and 74% of prosecutors deem
the state support insufficient. The study shows that judges are somewhat
more critical of the abilities of the state.”

3 It would appear that the requirements for the “Development Plan for Reducing Violence for
2010-2014” have not been fully realised in Estonia. This is evidenced by the “Violence Prevention
Strategy 2015-2020”, in which a number of bottlenecks are highlighted alongside the positive
outcomes of the development plan: prevention of violence is not consistent and systematic;
professionals can not recognise the signs of violence; services for victims do not cover all the
needs of victims; the safety of child victims is not always guaranteed; law enforcement cannot
always prevent secondary victimisation; statistics on victims and perpetrators of violence
are flawed and not readily available. <https://valitsus.ee/sites/default/files/content-editors/
arengukavad/vagivalla_ennetamise_strateegia_2015-2020_kodulehele.pdf> (09.08.2017).
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The experts’ answers suggest that the capacity of the state is lower in
those aspects related to the prevention of domestic violence, and higher
in the areas dealing with its consequences. It would probably be wise
to concentrate more on the cooperation between local governments and
the state, and increase the role of the local level. This is also indicated
in Item 7 of the appendix to the Riigikogu resolution of June 9th 2010,
which notes that crime prevention must primarily occur at the local level.
The task of the local government is to reduce the factors fostering crime by
involving local residents and the private and non-profit sector™.

There is no separate family violence law in Estonia, and this may be one
of the reasons why we primarily deal with the consequences of violence,
and less with prevention of violence. Such law would give a strong signal
to society that the state condemns family violence and acts of domestic
violence will have more sanctions. The latter requirement stems directly
from the Istanbul Convention®, which Estonia has signed and which is
to be ratified in the near future.

We have made a number of suggestions in the legal literature for the
development of this law."® The more developed the society and the more
there are different institutions and cooperations between them, the more
effective the prevention of domestic violence as well as combating the
manifestations of domestic violence will be.

The task of formal socialisation agents is to serve the interests of soci-
ety by providing solutions for organising damaged social relationships.

4 Justiitsministeerium, “Kriminaalpoliitika arengusuunad aastani 2018.” (The Ministry

of Justice, Estonian Guidelines for Development of Criminal Policy until 2018.) (in
Estonian) <www.just.ee/sites/www.just.ee/files/elfinder/article_files/kriminaalpoliitika_
arengusuunad_aastani_2018.pdf > (29.07.2015).

Euroopa Noukogu naistevastase vagivalla ja perevégivalla ennetamise ja tokestamise
konventsioon. (Istanbuli konventsioon). Istanbul, 11V.2011. (Council of Europe Convention
on preventing and combating violence against women and domestic violence. (I.e. the Istanbul
Convention)) (in Estonian) <https://rm.coe.int/1680462531> (09.08.2017).

Pettai, 1., Kaugia, S., Narits, R. “Perevidgivald nouab joulisemat juriidilist sekkumist” —
Riigikogu Toimetised, 31, 2015, 1k 155 - 167; Pettai, L., Narits, R., Kaugia, S. “Perevigivalla
juriidilise regulatsiooni hetkeseis ja perspektiiv Eesti diguspraktikute kiisitluse pohjal” —
Juridica, IX, 2015, 1k 645-658; Narits, R., Kaugia, S., Pettai, I. “The Significance of Recognising
Domestic Violance, in Light of Estonian Legal Experts” Opinion and the Prospects for
Systematising the Relevant Legislation” — Juridica International 24, 2016, pp 128-138.
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However, it is not right to underestimate the role of society (i.e. various
non-formal socialisation agents) in guaranteeing social security.

2.2. Non-formal socialisation agents for preventing and combating
domestic violence

One of the most important means available to society for ensuring
social security is to improve the level of socialisation and thereby ensure
the social integration of different social groups. Non-formal socialisa-
tion agents are primary and their role is invaluable in the prevention of
domestic violence - attitudes, views and perceptions that develop on the
social level, become important guides of human behavior. When soci-
ety still holds on to the stereotype that the victim of domestic violence
has brought it upon themselves, law enforcement agencies continue to
face problems in dealing with this type of violence. Uncertainty and
fear of accusations are one of the reasons why a woman suffering vio-
lence rarely dare to turn to law enforcement agencies. A study by the
European Union Agency for Fundamental Rights on violence against
women revealed that only 14% of women turn to the police even after the
most serious incidents (10% in Estonia). Only one in three women seeks
medical attention after violent incident, 4-6% seek help from women’s
shelters or from victim support.”

According to the EMOR survey conducted in 2014, more than half (54%)
of the respondents consider victims of domestic violence partly at fault
and almost half (47%) consider that women are to blame for their own
rape based on the clothes they wear.”®

7 A total of 4,200 women were surveyed throughout the EU. See Violence against women: an
EU-wide survey. Main results report .FRA (2014). <http://fra.europa.eu/sites/default/files/fra-
2014-vaw-survey-main-results-aprl4_en.pdf> (10.08.2017).

'8 Sotsiaalministeerium. “Eesti elanikkonna teadlikkuse uuring soopohise végivalla ja
inimkaubanduse valdkonnas. Uuringu aruanne”. TNS EMOR (2014). (The Ministry of
Social Affairs. Attitudes of Estonian inhabitants in relation to gender-based violence and
human trafficking. Survey report.) (in Estonian) <https://www.sm.ee/sites/default/files/
content-editors/eesmargid_ja_tegevused/Norra_toetused/Koduse_ja_soopohise_vagivalla_
vahendamise_programm/elanike_hoiakud_soopohise_vagivalla_ja_inimkaubanduse_
valdkonnas2014_aruanne_tns_emor_loplik.pdf> (10.08.2017).
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In the previously referred expert survey of 2014, 67-71% of respondents
supported the perception that reckless women who hitchhike with
strangers, get drunk, and go along with strange men, bring violence
upon themselves with their careless and foolish behavior. Another wide-
spread belief is that women nag men until men finally break and hit their
partners. This position was supported by 60-76% of respondents. The
attitude that women fall victim to sexual violence primarily because of
their provocative behavior and clothes, received much less support from
experts - only 24% of prosecutors, 40% of judges and 42% of police inves-
tigators were in agreement. (Table 3).

TABLE 3. Why do women fall victim to physical or sexual violence? (Answers to the
scale item “especially + as"”) (%)

Prosecutors |Judges Police
investigators

I. Itis the fault of women who...

...are careless — hitchhike in random cars, | 69 72 71
get drunk, go along with unfamiliar men

... provoke men to violence by their 76 60 75
constant nagging

... provoke men with their provocative 24 40 42

behavior, clothes

II. It is the fault of men who...
...do not control their aggression, have |98 96 97
rage issues and become quickly violent
when angered

... try to control everything, to enforce 95 88 97
their will and to put women in their

place

II. Violence is caused by

alcohol, drugs 95 84 96
unemployment 62 48 79
poverty 60 56 70

Source: Estonian Open Society Institute, 2014

Prevention of domestic violence begins primarily by encouraging vic-
tims to seek assistance from an appropriate organisation. Victims need
to be assured that their problem will be addressed. Cooperation between
different organisations must be improved in order to avoid situations in
which the victim is forced to talk about the problem to different insti-
tutions and to re-live the experience repeatedly. These changes would
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contribute to ensuring the victim’s security, which is something that
remains within the competence of both the state and social organisations.

Socialisation by external forces is inextricably linked to the concept of
self-socialisation. In the latter case, the determining factor in the devel-
opment of personality is the environment of a person - this leads to the
comprehensive development (legal consciousness, behavioral tenden-
cies, norm-abiding, etc.) of a person and whether a person supports or
obstructs the actions of socialisation agents. Both the environment and
the socialisation agents may either be of a norm-abiding or anti-norma-
tive nature.

In the socialisation process, particular emphasis should be placed on the
development of children and young people - the formation of a person
begins at birth, and their upbringing creates the basis for all further social
behavior. The feedback that a person receives (particularly in childhood)
on his or her behavior has a direct impact on their level of legal con-
sciousness and behavioral patterns. This is why free parenting of chil-
dren and consequent deprivation of evaluative and emotional relation-
ships with their parents and other close relatives cannot be accepted. A
violent family or a family where violent behavior is accepted irrespective
oflocation, is another serious risk for the development of a norm-abiding
individual. “The family model that implements violence is acquired in
childhood and can be repeated from generation to generation”."

Domestic tensions caused by various factors may be manifested in
many different forms of family violence, which, as a rule, also involve
the child. In addition to seeing violence, children are also at immediate
risk of falling victim to physical, mental or sexual violence: they may
be immediate victims of a violent family (violence aimed at them), see
or hear violence among other members of the family, may accidentally
fall victim to violence aimed at other persons, may become involved
in violence against another person (for example, manipulation of chil-
dren by another parent).

¥ Gustafsson, M. et al. “Intimate Partner Violence and Children’s Memory” - Journal of Family
Psychology, (27) 6, 2013, p 937.

»  Lapsperevagivallaohvrina. <http://abiksohvrile.just.ee/et/lapsele/laps-perev%C3%A4givalla-
ohvrina> (25.09.2017).
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From the viewpoint of a child, domestic violence creates lasting damage
to the psyche of the child and guides the child to other forms of vio-
lence (such as school violence and development of general cruelty). The
view that violence generates violence holds true here: a child who sees
parental hostilities or physical abuse at home, will, on one hand, grow up
believing that such behavior is normal (even traditional in its mundane-
ness) and may practice it easily on their peers or animals or birds, and
on the other hand, it may provoke fear and frustration in a child, which
creates a real risk that the child him- or herself may become a target of
any kind of violence.

The family is simultaneously a socialisation agent and a socialisa-
tion environment, which means that it is crucial in terms of accepting
norms at the level of consciousness. The family (home) should be the
place where a person can feel secure, where he or she feels safe. If this is
not the case, then the foundation of personality development is missing
the most important brick that is needed to build a strong load-bearing
construction.

This is why more attention should be placed on combatting family vio-
lence, and the main intent must of course come from the families them-
selves. This has been a topical issue for years — the Ministry of Justice
outlined the following important actions in their 2012 development
plan: “To reduce domestic violence, actions are planned mainly in two
areas: raising legal awareness and informing the public about family vio-
lence, and harmonising the procedure for domestic violence cases. The
action plan sets an objective for 2012 to amend social education books
and to train social education teachers in order to cover topics of domestic
violence, non-family (i.e. gender-based) violence and opportunities for
helping victims of violence. Regular surveys on procedural practice are
carried out both at the Ministry of Justice’s Department of Analysis and
in the Police and Border Guard Board. This will help to identify poten-
tial regional differences and bottlenecks in procedural practice. Analyses
will be supplemented by meetings between police officers and prosecu-
tors that allow the practice to be improved and harmonised. If necessary,
these roundtables may set out common working principles or additional
guidance for standardising practice. An analysis of the domestic mur-
ders will also be carried out (the criminal statistics are used to analyse
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how many killings and murders have been related to previous domestic
violence cases).” All this remains topical even today.

The author finds that it is very important to address the problem at the
national level, however, that does not provide real and quick solutions
for improving the situation. A more realistic option would be to raise
the awareness of the population to the seriousness of family violence.
This increase in public awareness could hypothetically also make people
want to have more control over their behavior and, in the case of family
conflicts, find quick answers and solutions that would spare children, in
particular. Efforts should be made to ensure that the next generations
will be more capable of solving problems as civilised people, not with
fists and mental abuse. Conscious development of related (legal) aware-
ness should help here. It must be emphasized that in this context, aware-
ness raising is meant as raising the level of legal consciousnes, which
includes views, attitudes, knowledge and the behavioral trends that are
formed upon them. These elements form the so-called classical structure
of legal consciousness.

Today the family can no longer fulfill all the traditional tasks in raising
young people. This is why other socialising agents have also emerged in
order to pass on the rules of conduct and cultural values in society. One
of these relevant institutions is school, which is responsible for helping
young people grow up in accordance with the behavioral expectations
of society. The school is a place where socialisation is both a goal and
an educational activity at the same time. The school is an organisation
that plays an important role in the socialisation of students. It is a bridge
between two important stages: socialisation in the home environment
and socialisation in a social environment?.

The functions of the school change with societal changes and develop-
ments, and another thing that changes, is its prestige in the eyes of young
people. The latter will have an impact on the extent of the influence that

2 Justiitsministeerium, “Végivalla vastu voitlemise arengukava aastateks 2010-2014. 2011.a

tditmise aruanne” (2012), < www.just.ee/orb.aw/class=file/action=preview/id=56652/
V%E4givalla+V%Ehend> (24.10.2012). (The Ministry of Justice. Development Plan for
Fighting against Violence 2010-2014. 2011 Report on the Implementation) (in Estonian)

Risnoveanu, A. “The Students’ Socialization — A Real and Actual Challenge for the School
Organization” - Journal of Educational Sciences & Psychology, LXII, No 1B/2010, p 73.
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school has as a socialising agent at various stages of societal develop-
ment. It is important to emphasise the close link between the school and
the home as socialising agents.

During the last decade, major changes have taken place in the educa-
tional system of Estonia, in the content of learning, in the system of
educational institutions and in the organisation of education as a whole.
The national framework curricula for school education has given schools
the right and obligation to develop a school curriculum that allows for
school specialties, interests of students and regional specificities to be
taken into account®. This has allowed schools to add several optional
courses to the curricula. For example, the curriculum of Tartu Kristjan
Jaak Peterson Gymnasium?®, which allows students to choose a legal
education module. In the context of this article, the most important
aims of this module are: to deepen the understading of justice and legal
consciousness in young people, tolerance and honesty in their relations
with other people; to develop skills essential in the field of effective legal
behavior, such as critical thinking, analysis, communication, observa-
tion and problem solving skills; to achieve that the student understands,
values and protects human rights and fundamental freedoms, respects
the principles of democracy and democratic values, and observes gener-
ally accepted rules of conduct.?

Paragraph 8 (5) of the National curriculum for upper secondary schools*
provides a list of compulsory and optional courses in the field of social
sciences. Social science courses discuss how people and societies have
functioned both in the past and today.

The tasks of the modern school include, using social sciences, to teach
students causal and other similar relationships in the development of
society and how to make informed choices in relation to their own and

% Mirja, T. “Euroopa Liidu hariduspoliitika méjutused Eestis” - Eesti ja Soome haridus ning

muutused EL-i hariduspoliitikas 1990-2000. Artiklite kogumik. L. Jogi, T. Jaager, R. Leppénen,
R. Rinne (Koost). (2008), 1k 308, 310.

Tartu Kristjan Jaak Petersoni Gimnaasiumi dppekava (The Curriculum of Tartu Kristja
Jaak Peterson Gymnasium) (2016). < https:/kjpg.tartu.ee/img/image/Dokumendid/KJPG_
oppekava_20161.pdf> (25.09.2017).

% Ibid, 1k 319.

Giimnaasiumi riiklik oppekava. (National curriculum for upper secondary schools.)
06.06.2011. - RT I, 14.01.2011, 2; RT I, 29.08.2014, 21.
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the surrounding social environment, based on the values and morals of
society and how to act as moral and responsible persons and members of
society. Mandatory courses are history, social education, personal edu-
cation and geography. Upper secondary school students can choose the
option “Human and Law”. The aim of the course is to develop students’
understanding of the dynamics of law and which skills to use in legal
situations”.

Nowadays the lives of young people are increasingly spent outside the
narrow family circle. In addition to the family experience, young peo-
ple are also influenced by school, and particularly by relationships with
other students and teachers: friendly and well-meaning relationships will
undoubtedly have a positive effect — showing that every young person is
valued, wanted and popular. On the other hand, humiliating and ridi-
culing can create an inferiority complex in a young person, lower their
self-esteem, and give birth to aggression and a desire to “take revenge
on the whole world.” The latter can also have a significant effect in turn-
ing young people to crime. Home and school should cooperate more in
order to reduce violence. Burying our heads in the sand does not solve
the problem.

Kindergarten has an increasingly important role to play as a socialis-
ing agent in the prevention of domestic violence. It is the opinion of the
author that along with family and school, kindergarten can safely be
placed in the list of major socialising agents for children. The kindergar-
ten, the same as the family, also shapes and cultivates a person in their
early childhood; at the same time, the kindergarten has a national cur-
riculum?® with the same socialisation methods as the school.

A young persons ability to cope in society and their behavioral patterns
(including violent behavior), largely depends on their self-esteem, which
either inspires or inhibits their actions and guides their behavior. Self-
esteem is the product of socialisation, which is formed based on influ-
ences from the family, school and social environment.

77 Seletuskiri giimnaasiumi riikliku 6ppekava méaruse eelnou juurde. 05.01.2010, pg 37, 39
(Explanatory note to the draft regulation of upper secondary school curriculum.) (in Estonian)
<https://www.hm.ee/sites/default/files/2010._aasta_pohikooli_oppekava_seletuskiri.pdf>
(10.08.2017).

% Koolieelse lasteasutuse riiklik oppekava. - RT 12008, 23, 152.
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Another extremely important influence in the development of a per-
son is the media (television, radio and print media (as the main types
of mass communication), as well as the internet). The information that
we receive from these channels should be true and reflect the position of
the society with the regard to the events that have taken place. In order
for mass communication as an influential institution to successfully ful-
fill the role of a (legal) socialising agent, particular attention should be
paid to the quality of this institution. Unfortunately, not everything that
reaches the recipients of the mass media, i.e. the members of society,
is educational, edifying, aesthetical or ethical. What’s more: violence,
which is constantly promoted (especially through films shown on televi-
sion), attracts imitation, deaths shown in TV shows or in cinemas do not
cause horror or fear, and rather sound like a fun thing try on others. This
is especially true of young people who hit, beat or even torture (cases of
school violence that have become public) their peers and feel nothing for
their victims, nor can imagine being in the place of their victims, and
instead enjoy their power over them. Everything happens so easily - “just
like in the movies”. This statement refers to the great role of the media
and its capabilities in preventing family violence. This even despite the
fact the media of today has become primarily a business for profit.

The purpose of the mass media is to shape people’s values. Although their
impact is stronger, more decisive and more visible to young people, the
mass media undoubtedly helps adults to acquire role models, whom they
follow in the ever-changing social environment. It is not an exaggera-
tion to say that the mass media is a strong power (the so-called “fourth
power” in addition to the legislative, executive and judicial branch),
which plays an important role in shaping people’s legal knowledge and
guiding their behavior. As a socialisation agent, the media could be more
effective by limiting the transmission of violence-promoting material.
There is already enough violence in society, perhaps the media, using the
means at their disposal, should try to provide more positive emotions.

All of these socialisation agents are crucial for helping to make positive
changes in the management of domestic violence. The key point here is to
change the attitudes towards victims: if the victims of domestic violence
continue to also be perceived as the perpetrators of domestic violence,
then it will not be possible to reduce the violence in a meaningful way.
This is because it will not be possible to determine who needs protection
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in a domestic dispute. Changing the societal attitudes towards the vic-
tims and the perpetrators of domestic violence may take a long time
because of existing stereotypes, and these changes may also be guided by
the state via legislative drafting.

THE FINAL WORD

Family violence is not a problem that should only be addressed if the
statistics for domestic violence crimes go up. This is a key issue, and
its resolution requires cooperation between different organisations.
Cooperation is also needed between different socialisation agents.
Unfortunately, there is still a lot to be done here: the institutions often try
to delegate their tasks to others. A good example here is the link between
the home and the school - both of them can reveal the shortcomings of
one another while being incapable of critical self-analysis. Cooperation
between them is extremely important, unfortunately it can be hindered
by both formal and non-formal factors.

The shared aim of the socialisation agents (should certainly be) the
raising and developing of norm-abiding, conscience, self-control. It is
important to achieve harmony between individuality and social behav-
ior: nonviolent behavior must be a conscious act, often requiring self-
transcendence. Whether and to what extent we are able to control our
behavior depends on the quality of the actions of the socialisation agen-
cies and indicates their success.

The specific task of socialising agents is to control the role of the birth
factor in the social behavior process and help to adapt individuals to the
social environment. An important objective to strive for is to ensure that
society would have as few individuals as possible who are not able to con-
trol their internal reactions during social interactions, that is, whose self-
control does not function at the required level (i.e. the level that would be
required for the stable functioning of the society).

A prerequisite for effective prevention may be the awareness and elimi-

nation of potential danger signs that can evolve into domestic violence.
There is no ideal formula for preventing or stopping domestic violence,
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the effectiveness depends on the various factors coming together. The
more developed the society and the more diverse the organisations and
the better the cooperation between them is, the more effective the fight
against domestic violence will be, which in turn will contribute to the
security of society.

Contacts:
Silvia Kaugia
Naiituse 20-322, 50409 Tartu, Estonia

Phone: +372 5384 9325
E-mail: silvia.kaugia@ut.ee
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ABSTRACT

Many serious games are designed for single player access only. However,
the benefits of the immersive nature of serious games and virtual reality
may be enhanced when teams who usually train together can also do so
within a virtual environment. The purpose of this article is to outline the
architecture of the AUGGMED serious game and discuss the technical
challenges faced when creating a multiplayer counter terrorism training
serious game utilising virtual reality, touch screen interfaces and a real-
istic crowd simulation. AUGGMED is designed using an agile modu-
lar approach utilising user centred design principles, with each techni-
cal developer owning a set of tools which are continuously integrated,
piloted, and improved throughout the development cycle. Constant
piloting with first responders enables iterative improvements, which
meet end user training requirements. Building a multiplayer training
game specialised in providing realistic simulation of real situations, and
enabling users to interface with the simulation through virtual real-
ity identifies a large set of technical challenges. The article identifies a
number of the challenges faced while developing AUGGMED and the
solutions used to overcome them, including barriers and logistical/tech-
nical difficulties to integrating multiple existing (Exodus crowd simula-
tion) and new (virtual reality) technologies into a single serious game for
training first responders.
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INTRODUCTION

With the ever-changing security threat landscape, the rapid advance
of technology, and the need for more advanced and realistic forms of
training, modern organisations are looking for novel, state of the art
solutions to prepare for terrorist and organised crime threats. Alongside
traditional physical dangers posed by terrorists and extremists, a new
threat has emerged in recent years: cyber-attacks. As the line between
on - and off-line crime blurs, targeted attacks such as denial of service
and ransomware, which can be designed to extort money and informa-
tion (Veerasamy, Grobler and Von Solms, 2007; Broadhurst et al., 2014),
can also be used to cripple critical infrastructure (Miller and Rowe,
2012). Cyber-attacks delivered in conjunction with traditional physical
attacks aim to maximise impact and hamper response efforts (Leyden,
2008) Thus any training platform targeting the response to such threats
should take into account the cyber-element from a high-level training
point-of-view.

Traditionally, training for mitigating against these threats may include a
combination of desk-based, table-top and live exercise scenarios requir-
ing the investment of significant resources (financial and human), time
and effort (Allen, 1992) as well as lacking replicability and standardisa-
tion. These traditional forms of training also often require trainees to be
co-located increasing the financial and logistical costs. Finding methods
of training which can reduce the resource requirements, geographic lim-
itations, and investment for both small and large scale training scenarios
would enable trainees to develop skills and experience, which could be
used in a far greater number of situations. The AUGGMED project aims
to alleviate these considerations through the development of a serious
game which encompasses elements of augmented and virtual reality, but
can also be played on standard desktop and mobile devices as required.
Furthermore, AUGGMED aims to provide a solution which incorpo-
rates multiplayer access enabling remote teams to train together even
when they are geographically spread. In order to develop such a solution,
additional architectural considerations must be factored in to the design
which can keep track of the movements and actions of each player as
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well as how this affects others experiencing the simulation in the same
exercise.

A serious game is defined as ‘any piece of software that merges a non-
entertaining purpose (serious) with a video game structure (game)’
(Djaouti, Alvarez and Jessel, 2011). Serious games have been found to
have impacts on the player which can be affective and motivational,
facilitate behaviour change, enhance knowledge acquisition and under-
standing, improve motor skills, have perceptual and cognitive benefits,
physiological benefits, and improves social and other soft skills (Connolly
et al., 2012). Concerning AUGGMED, serious games have already been
shown to improve triage accuracy (Knight et al, 2010) [an intended pilot
scenario] whilst the military already have a long history in the use of
simulation and serious games (Smith, 2010) which may provide cross-
overs into aspects of counterterrorism training.

This paper will introduce the goals and aims of the AUGGMED project,
the underlying envisioned architecture and implementation methodol-
ogy, the challenges faced during the initial phases of development, the
solutions to those challenges and the remaining considerations for forth-
coming piloting scenarios.
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1. THE VISION FOR AUGGMED

The AUGGMED (Multi-agent counter terrorist training in mixed reality
environments with an automated serious game scenario generator) proj-
ect is designed to enable law enforcement agencies (LEAs), paramedics,
firefighters and other first responders to train simultaneously in a single
virtual environment. The environment represents real world locations
populated with realistic, civilian agents who react and respond to events,
other trainees and threats. Using modern games and server technology
the AUGGMED platform enables users to train from any physical loca-
tion, allowing multiple organisations to collaborate on training without
the requirement of co-locating the trainees.

The project has completed one of three pilots which will be carried out
throughout development in twelve month intervals. These have already
proven to give both trainers and trainees opportunities and capabilities
which would not be possible in real world exercises.

The AUGGMED platform, as shown in Figure 1, provides a single sys-
tem in which both trainers and trainees can operate in the same envi-
ronment. The trainees access the platform through a range of devices
(mobile, tablet, desktop PC, laptop, virtual reality headsets and haptic
vests) while the trainers controlling the overall definition and progres-
sion of the scenario also have access to live analytics for feedback and
evaluation. The AUGGMED project itself centres on three main scenar-
ios, an airport terror attack and fire scenario, an underground station
hot bag and explosion scenario and a combined cyber/terror attack on a
busy port. These are realised through technological components includ-
ing the Unity games engine, communications layer and simulation layer.

Upon completion, utilising the platform would enable organisations to
significantly reduce the resource requirements of training for large scale
events, such as terrorist attacks and organised crime threats (Allen, 1997).
Alongside this it would enable trainers to tailor training specifically to
the trainee’s requirements using a set of trainer tools. These enable the
trainer to customise variables such as time, location, population, demo-
graphics, trainee capabilities and threat objectives.
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FIGURE 1: AUGGMED PLATFORM

The system incorporates realistic fire and explosion simulations which
enable trainees to experience complex life threatening situations, which
would not be possible in real world training environment using Exodus.
These simulations assess and calculate the impact of these events on both
civilians and trainees, realistically replicating the outcomes of smoke
inhalation and injuries through negative effects on the trainee avatars.

The AUGGMED platform can be utilised on touch screen devices,
standard PC’s and in virtual reality, allowing end users to train using
the most appropriate input method for their requirement. Each input
method is designed to enable trainees to be able to meet their training
requirements depending on the context of the scenario they are using.

Using virtual reality enables trainees to build upon both their technical
and decision making skills as well as developing their emotional resilience
to stressful and often psychologically difficult events (Wiederhold and
Wiederhold, 2008). The capability to develop the emotional resilience of
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first responders is a unique aspect to virtual reality training when com-
pared to standard training methods. Alongside this the system will fea-
ture a full immersion mode utilising a virtual reality treadmill, gun con-
troller and haptic feedback vest capable of simulating heat, gunshots and
touch. These systems will combine to provide a fully immersive training
experience for trainees, further enhancing their training experience and
better enabling them to reach their learning objectives.

1.1 AUGGMED ARCHITECTURE OVERVIEW

The AUGGMED platform is comprised of a set of core systems, the plat-
form itself utilises the Unity® Games Engine to handle the base game
algorithms responsible for rendering, physics simulation, sound, and
networking. The trainer tools are built on top of this, which will enable
trainers and trainees to customise, observe, record, analyse and assess
any training scenario and trainees on an individual basis. Civilian intel-
ligence, fire and explosive simulations are processed and handled by the
Exodus platform, a civilian population simulation program designed for
large scale evacuation models.

The architecture of AUGGMED consists of a number of individual com-
ponents, each responsible for a specific aspect of the platform. Figure 2
displays the individual components contained within the AUGGMED
system that interact and integrate with one another.

This section introduces each of the components within the AUGGMED
system, discusses the motivations for their inclusion while presenting
their roles and functionalities in the context of what the AUGGMED
platform is aiming to achieve. This section lays the groundwork for the
review of the technical challenges faced when developing the system
shown in Sections 2 and 3.
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FIGURE 2: COMPONENT VIEW OF AUGGMED

1.2 THE TRAINER TOOLS

To be able to control the simulation and provide benefits to the trainer as
well as the trainees, AUGGMED features a ‘trainer tools” interface and
associated functionalities which give each trainer fine-grained control
over how the scenario evolves. The trainer tools consist of three indi-
vidual components, each of which is designed to enable trainers to maxi-
mise their capabilities whilst using the platform. The trainer tools have
been designed based on Microsoft’s design layout for Windows 10 devices
. This ensures interaction with the trainer tools is consistent with the
operating system and retains a specific theme on both desktop personal
computers and touch screen devices (such as the Microsoft Surface). The
trainer tools themselves are then divided into three further components:
the configuration tool, real-time view and intervention interface, and the
assessment and evaluation tool.
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1.2.1 Configuration Tool

The configuration tool enables trainers to generate unique and custom-
ised training scenarios by changing setup variables such as time, loca-
tion, population, potential cyber-attacks, trainee roles and capabilities,
and the severity of the threat they face. This is achieved by creating a
custom scenario which can be saved and re-used at a later date. Each
scenario can contain a set of roles, each role uses an inventory system to
determine the capabilities of the trainees who are performing that role.
The interface for setting up such a scenario is displayed in Figure 3, while
the character selection interface is shown in Figure 4.

AUGGMED: Environment & Crowd

.Location | .Scenariio

A

Airport Station | Hot bag Gun attack  Explosion

Very Busy

Busy

- Not Busy
Night

FIGURE 3: AUGGMED CONFIGURATION INTERFACE

Trainers can build a list of template inventories allowing them to quickly
change the items available depending on the requirements of the train-
ing scenario. An individual trainee can carry up to five items depending
on the type of objects they require. A role has one primary item slot, used
for large items such as rifles, extinguishers or fire axes; one secondary
slot for small items such as pistols, triage tags or a torch; and three utility
slots for carrying utility items such as explosive devices, bomb disposal
kits, or gas masks.
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AUGGMED: Players: Blue Team

Players

< Back to Environment And Crowd

FIGURE 4: AUGGMED CHARACTER CONFIGURATION

1.2.2 Real-time View and Intervention

The real-time view and intervention tool enables trainers to observe
trainees from a number of perspectives and intervene when necessary.
Trainers can observe the entire simulation from a bird’s eye perspective
and watch an individual or group of trainees, simultaneously through
the zoom controls. They can also set the camera into a “follow” state
which automatically tracks and focuses in on the movements of the
selected trainee.

Trainers can also switch to “player perspective” allowing them to expe-
rience exactly what an individual trainee sees and hears during the
exercise. When a scenario begins, a trainer uses this tool to deploy
individual trainees and threats to any selected location in the environ-
ment. Similarly, if a trainee is shot and killed they can be re-deployed
by a trainer, if it is required, to achieve the learning objectives of the
scenario. Trainers also select if a fire will be included in the scenario and
where in the environment it will begin. At anytime during a simulation
the trainer can initiate a pre-selected cyber-attack, these include loss of
CCTYV and/or radio communication interference.
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In addition to trainers, observers are also able to use some of the func-
tionality of this tool to monitor the progress of trainees, however they
do not have access to the intervention aspects such as deployment, fire
initialisation or cyber threat controls.

1.2.3 Assessment and Evaluation Tool

The assessment and evaluation tool collects and analyses statistical data
about the performance of individuals and groups of trainees. It then col-
lates and outputs this data as a report for trainers and in a visual format
immediately after a scenario has concluded. It records metadata for the
entire scenario, allowing trainers to replay the scenario and re-observe
trainee behaviour, actions and decisions as if it were a live scenario.

The data collected includes statistical information regarding player
actions such as bullets shot, enemies hit, civilians hit, and visual data
such as movement heat maps. Trainers will be able to use this data to
support them during debriefing sessions and as inputs into future train-
ing scenarios. Trainees’ will have access to a subset of the data relating to
their own personal performance at the conclusion of an exercise.

Due to the multiplayer element of AUGGMED, an interesting use case
for the statistical tracking data is the possibility to compare team and
individual performances. Furthermore, it is not always clear what might
represent a successful individual performance as many members of
SWAT or counterterrorism teams may play more of a tactical role, which
may not translate well into ‘good statistics’.

1.3 AUTOMATED GAME SCENARIO ENGINE

The Automated Game Scenario Engine manages the location, environ-
mental factors and interact-able objects. This engine ensures that the
scenarios developed are non-deterministic and that even if a trainee
re-enters the game at the same location with the same general theme
(e.g., terrorist attack) the area in which the attack begins, the reactions
of the civilians, and the extent to which smoke or exit routes can cause
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problems can all be modified. Monitoring of how the scenario is ini-
tialised can then be combined with player behaviour to identify where
training efforts may need to be focused.

1.3.1 VR and MR Environments

The Virtual Reality (VR) and Mixed Reality (MR) environments within
the AUGGMED platform dictate the virtual geometry, environmental
behaviour and available fire locations. Each location has a number of
preselected locations for a fire to begin as well as varying the size and
types of fire available for trainers to use. Each location is unique and
provides opportunities for first responders to train in an environment
which represents a real world location.

1.3.2 AUGGMED Scenatrios

A part of the automated game scenario engine is the individual scenarios
which are simulated within the AUGGMED platform. There are mul-
tiple scenarios per location including terror attack, hot bag, explosion
and fire. Each type of scenario changes the capabilities of the trainees
and allows for additional elements to be set up before a scenario begins,
for instance choosing the location of a fire or placing suspicious items
into the scenario.

1.4 UNITY GAMES ENGINE

Unity® is a multi-platform games engine enabling developers to rapidly
develop and deploy software on a multitude of platforms simultaneously.
Games engines are software frameworks which facilitate the creation
and development of games by providing a base set of functionalities and
capabilities, such as rendering, audio and physics calculations (Unity
Technologies, 2016).

The Unity engine acts as the core of the AUGGMED project, handling a
large set of the backend features and requirements of the system. As well
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FIGURE 5: CIVILIAN COMMAND ICONS

as managing the rendering, audio and physics it also provides built in
networking capabilities which enable AUGGMED to create servers and
clients, which connect to these servers. Unity handles the entire visual,
audial, interface and communications within the AUGGMED platform,
all other components communicate through and/or are realised using
the game engine.
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As part of the rendering system for AUGGMED, all the main compo-
nents for the trainees heads up display (HUD) are represented using
Unity’s built in 2D rendering canvas system. This system, which has
been built specifically for developers to create player interfaces, enables
the AUGGMED project to create dynamic and intuitive control systems
for the trainees to use. An example of this is the player to civilian inter-
action inputs, a trainee can issue commands such as “Get Down” and
“Stop” to civilians inside a training scenario at any time. For standard
keyboard inputs this can be achieved through keyboard commands,
however when using a touch screen device the player will require touch
specific methods of initiating commands to players. Figure 5 displays the
touch screen gesture control inputs available to a trainee, the central but-
ton represented by an open palm is used to reveal and hide the surround-
ing controls. These controls then directly map to a single command a
trainee can give to civilians, these include: stop, move, get down, get up,
evacuate now and get out of the way.

1.5 EXODUS PLATFORM

The Exodus platform is a civilian simulation system which realisti-
cally replicates civilian behaviour during an evacuation event. It also
simulates behaviour relating to commands from first responders as well
as injuries and fatalities due to fire and explosions (Galea, Owen and
Lawrence, 1996).

1.5.1 Civilian Simulation

The civilian simulation system is responsible for realistically replicating
civilian behaviour during a scenario, based on real world data it repli-
cates civilian movements, reactions and injuries throughout a scenario.
The number of civilians in any given scenario can range from tens to
high hundreds depending on the requirements of the trainer.

The Exodus platform calculates all civilian information before sending

that information to the Unity Engine. The engine then updates all of the
relevant information on the server, and all local clients, before sending
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contextual information back to exodus, such as player movements and
actions.

1.5.2 Fire and Explosion Simulation

The Exodus fire and explosion simulations are responsible for calculat-
ing and producing data which create realistic representations of these
events in the environment provided. In the case of a fire, this includes
the build-up of smoke, the effect of inhalation of the smoke on players
and civilians, and the spread of fire throughout a given location. The
explosion simulation handles information relating to an explosives area
of influence, depending on the type and amount of material used. This
information is built up using a predictive algorithm which determines
the effect of an explosion on an actor including fatalities and injuries.

1.6 PHYSICAL COMPONENTS

The AUGGMED platform relies on a selection of specialised physical
components to deliver the fully immersive virtual reality experience.
Whilst not required for all users of AUGGMED, these components
enable trainee’s to experience a significantly more interactive scenario
through the use of virtual reality headsets and haptic feedback vests.

1.6.1 Haptic Feedback Vest

The vest provides new methods for providing nonstandard information
to a trainee through the use of a number of built in components, which
can replicate temperature change and kinetic feedback. The vest will
react to the state of the player character in the virtual environment and
will convey specific information such as being shot, walking too close to
a heat source or a tap on the shoulder. Combined with the virtual head-
set, this will give the AUGGMED platform an effective way of portray-
ing non-visual or audial information, enabling trainees to make better
informed decisions as their experience ever more closely resembles the
real world environment.
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1.6.2 Virtual Reality Headsets

The virtual reality headsets which interface with AUGGMED will pro-
vide trainees with an immersive method of engaging with the platform.
Modern headsets not only display the environment in 3D, they allow 360
degrees of rotation and can track real world movements.

With the recent release of commercial virtual reality headsets they have
become far more affordable and reliable. Both the HTC Vive' and Oculus
Rift? provide accurate head-tracking and high quality visual fidelity.
Users training using virtual reality will require state-of-the-art com-
puters with powerful rendering technology when compared to standard
desktop and touch screen computer.

Virtual Reality users will also be able to use other specialised input
devices for their training including replica gun controllers and virtual
reality treadmills, such as the Virtuix Omni.’ These combined with
the haptic feedback vest being developed have the potential to maxi-
mise the levels of interaction and immersion. Higher levels of immer-
sion have been found to improve learning of geospatial tasks, including
search operations and environmental awareness (Pausch, Proffitt, and
Williams, 1997).

' https://www.htcvive.com/

> https://www.oculus.com/

> http://www.virtuix.com/
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2. DEVELOPMENT APPROACH

The AUGGMED project follows an agile user-centred design methodol-
ogy focused on attaining constant end user input and integrating the
results with future developments of the platform.

Agile development excels in exploratory problem domains —
extreme, complex, high-change projects — and operates best in a
people centered, collaborative, organizational culture.” (Cockburn and
Highsmith, 2001).

Agile’s focus on rapid iteration and approaching the development pro-
cess from the bottom up fits precisely with the aims of the AUGGMED
project. Through the identification of non-rigid development targets and
milestones the platform can focus on developing the highest priority fea-
tures and easily react to changing priorities during development.

The design methodology followed by AUGGMED utilises an approach of
compartmentalising elements of the platform into independent modules
assigned to individual technical partners. These modules encompass a
specific technical requirement of the project, such as environments, and
ensure a single, accountable point of responsibility exists. Each module
owner is responsible for developing, testing and integrating their work
into the core project, with the technical lead responsible for overseeing
the integration process, ensuring AUGGMED remains stable, responsive
and reliable.

2.1 DEVELOPMENT

Development of the individual modules of the AUGGMED platform
started once an initial set of end user requirements was gathered. These
were collated with the help of LEAs and other blue light services who
usually participate in table-top and live exercises. These requirements
shaped the core mechanics of the game and helped the developers pri-
oritise features based on their capability to help trainees meet learning
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objectives. Following the requirements gathering phase of the project,
the outputs were consolidated and prioritised based on the resource
requirements of each individual feature weighted against the end users
own promised requirements.

Using this method deadlines were set out for the systems which were
required for the first pilot of the platform. Subsequent features and their
deadlines were introduced based on observations, feedback, and more
requirements identified during the first pilot. This iterative method of
requirements gathering and feature prioritisation has enabled the devel-
opers and end users to build the AUGGMED platform to client specifica-
tions without significant redundancies in work.

This iterative approach which is at the core of agile software development
methodologies ensures the project can continuously adapt to end user
requirements and promotes the need to constantly integrate, test and
pilot the software. This in turn ensures the AUGGMED serious game is
bug free, reliable and robust.

2.2 TESTING

New features and large changes to the core of the AUGGMED platform
are developed and worked on in separate independent branches of the
project for a maximum of two weeks. Before integration into the main
branch at completion of the feature the entire branch must be rigorously
tested for errors, processing and rendering speeds, and network behav-
iour, as well as code and project continuity.

Upon passing the testing process the feature is merged into the core proj-
ect and re-tested to ensure no merge conflicts interfered with the process
of merging the two versions of the platform. Failing either of these tests
requires the technical developer to address the issues found and restart
the testing and merging process.

Following this method of internal testing, both before and after integra-

tion takes place, ensures any potential problems can be identified and
addressed as early as possible in the development process.
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2.3 INTEGRATION

Integration of every module of the AUGGMED platform is handled
using GIT version control software* and third party merge conflict man-
agement tools’. The principal technical developer in charge of a specific
module is responsible for carrying out the merge, resolving any conflicts
arising during the process and testing the full integration. Every module,
task and subtask being developed in a development cycle is discussed
during bi-weekly development meetings to ensure all technical develop-
ers are aware of coming changes; this reduces the chances of significant
merge conflicts and duplicate work being carried out.

The integration of the separate modules is overseen by the lead technical
developer, who handles any significant feature merges or conflicts. This
certifies continuity of the merged content and ensures the lead technical
developer understands the purpose, implementation and behaviour of
each module.

2.4 PILOTING

Piloting is a critical aspect of the AUGGMED development process, it is
not only responsible for acquiring a refined set of user requirements, it
also serves as a method of disseminating the progress of the project and
stress testing the capabilities of the platform.

The critical nature of the piloting process in regard to future develop-
ment of the platform creates a definitive set of deadlines and milestones
which must be adhered to throughout the project. It also ensures the
development of the platform is grounded through end user inputs, test-
ing and feedback.

Each pilot is designed to test the entirety of the core AUGGMED seri-
ous game alongside a specific input method. The purpose of the first
pilot was to test the mouse and keyboard control system for both the

*  https://git-scm.com/

> https://sourcegear.com/diffmerge/
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trainers and trainees alongside the core functionalities required for all
training scenarios. These core functionalities include network stability,
system reliability, agent behaviour, hardware load and avatar interaction
capabilities.

The second pilot will once again stress test these core functionalities
alongside the mouse/keyboard control method. In addition to these fea-
tures, the second pilot is also required to test the virtual reality capabili-
ties of the system. This includes an assessment of the ability of end users
to adopt virtual reality as an input method - which is likely to be alien to
most users - and compare its effectiveness against standard inputs.

The third pilot will introduce the mixed reality implementation of the
AUGGMED platform with users training simultaneously within the
same space using standard PC’s, virtual reality and augmented reality.
This final pilot will validate the use of multiple novel control systems
and technologies, which have yet to be used within modern serious game
systems.
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3. TECHNICAL CHALLENGES

Thus far, the AUGGMED platform has overcome a number of signifi-
cant technical challenges throughout its development, leading up to, and
beyond the first pilot. These challenges both guided and defined the out-
come of the platform including its simulation capabilities, concurrent
users and customisability.

3.1 MULTIPLAYER NETWORK SYNCHRONISATION

A key challenge faced by the project was the amount of network capacity
required for each client and by the server hosting a scenario.

A scenario could have 200 to 800 civilian agents at any one time. Exodus
would simulate the origin and targets of each agent, and send an update
to the Unity games engine every 10" of a second. This update contained
positional information for every agent. Within the games engine each
agent’s movement delta was calculated between the last and next posi-
tion and a vector, with both direction and magnitude, and could there-
fore be used to interpolate agent positions. This information would be
used to simulate movement of the agents on the server and would be
relayed to all clients.

Given the number of civilian agents, the amount of information sent
between the server and individual clients has to be optimised at every
opportunity, for this reason all orientation specific information was
omitted from the synchronisation process of artificial intelligence
agents, and would instead be inferred by calculating the vector between
the origin and the target of an individual agent. Whilst rotational data
is insignificant for an individual agent, it becomes a considerable task to
send the rotational data of hundreds of agents multiple times per second.

A player’s position, look rotation, and body rotation, data was synchro-

nised alongside agent data. Rotational data was included in the synchro-
nisation process for players to ensure identical player behaviour was
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replicated between all clients. Whilst this meant more information was
synchronised for a player compared to an agent, the small number of
concurrent players ensures it is not a significant load for the network
system. The total data, required to synchronise players per update is the
sum of these variables and whilst insignificant compared to the collec-
tive agents data requirements, adds to the total network requirements
of AUGGMED. The equation shows how to roughly calculate the total
server network load required based on the number of players, while
Table 1 shows the amount of data transmitted for each element of posi-
tion data for each player.

TABLE 1: NETWORK REQUIREMENTS FOR TRANSMITTING PLAYER DATA

Variable Type Size Variable
Player Position Vector 3 12 (4+4+4) p

Body Rotation Quaternion 16 (4+4+4+4) b

Look Rotation Quaternion 16 (4+4+4+4) |

Total Size Per 44 Bytes

Player

n
D = Zu(p +L+Db)
i=0

As an example, a single server simulating 400 agents with a single client
connected would be sending a total of around 26,000 bytes per second
based on the standard variables used to control each agent. This is based
on a single agent’s data containing a single (single-precision floating-
point) value for time; two single values for origin position; two single
values for target positions; an integer representing the character’s stance;
and these values being updated three times per second between the
server and client. The relationship between these components is shown
in Equation (2), while Table 2 shows the requirement for each individual
agent.
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TABLE 2: AGENT DATA REQUIREMENTS

Variable Type Size Variable
Time Single 4

Agent Position Vector 2 8 (4+4)

Agent Target Vector 2 8 (4+4)

Stance Integer 2

Total Size Per 22 Bytes

Agent

A=t+ o+ T+ s

A standard simulation could contain around five trainees, three red
team players, three observers and a second trainer. Assuming a simu-
lation contains four hundred agents being synchronised between users
three times per second (u). Equation (3) defines the equation required
to calculate the amount of bytes per second needed for an individual
user, and Equation (4) shows the final method of calculating the rough
bandwidth requirement to send the information to all clients effectively.

n
u EZuA

=0

To discover the total expected bandwidth requirement of the server, the
total number of concurrent users must be calculated, which in the above
example is roughly equal to 344,256 bytes per second, or 344.3Kbps.

The method for calculating the entire bandwidth required for the server
to effectively manage the network traffic of the AUGGMED platform,
as shown in Equation (5) was defined by the methods used during the
design process of AUGGMEDS network capabilities.

B =c (iu (Z(t,o,T,s))) +D

=0

245



PROCEEDINGS « XVI+ 2017 « FROM RESEARCH TO SECURITY UNION

This total bandwidth requirement does not cater for all other messaging
systems required to enable player interaction with the system, such as
player voice commands.

Due to the amount of information the server is expected to send and
receive, developing efficient and minimal methods of updating each cli-
ent’s individual game state was a core challenge the development team
would need to overcome.

During the course of the first pilot test of the platform it was discovered
that the built in network system UNET®, which is Unity’s standard net-
work API, struggled to handle the level of data and network connections
required by the platform. This resulted in an unreliable network with
synchronisation problems and inconsistent agent behaviour. As a result
of this the developers decided to look for alternative network API’s, such
as Photon’, which would be better suited to handle the amount of data
and concurrent users required by AUGGMED. Whilst this decision
would set back development, the requirement for a stable and scalable
network API far outweighed the importance of other features planned
in development. This decision meant a re-prioritisation of work and new
targets and milestones were defined.

3.2 MULTI-MODAL PLAYER INTERACTIONS

A core aspect of the AUGGMED platform is the capability for users to
train using their preferred method, which can enable them to better
meet their learning requirements, style and availability. This includes
the ability to train using a standard mouse and keyboard setup, using a
touchscreen device or utilising virtual reality headsets. These interaction
methods require specific considerations when it comes to player input
systems, the on-screen heads-up display (HUD) and their methods of
interacting with the environment.

¢ https://docs.unity3d.com/Manual/UNetOverview.html

7 https://www.photonengine.com/en-US/Photon
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McMahan et al. (2012) have shown that input methods used to interact
with a virtual environment can have a significant effect on the perfor-
mance output of the user. This difference in performance can make it
difficult for a trainer to fairly evaluate multiple trainees using different
interaction methods while performing the same task. Identifying the
strengths and weaknesses of these methods and building upon these is
critical in helping trainees’ achieve their learning requirements.

Alongside different interactions, players using a selection of devices will
require diverse levels of information displayed depending on their capa-
bility. An example of this is a touch screen user verses a standard desk-
top user. Players controlling their avatar using a mouse and keyboard
are presented with standard controls attributed to first person shooter
(FPS) games as well as an on screen crosshair, whereas a touch screen
user needs to see their controls on screen as well as the crosshair.

Table 3 displays the current and planned control systems for each input

method, these are based on current best practices and successful serious
and standard game controls.

TABLE 3: MULTI-MODAL CONTROLS

Interaction Movement Look Control Jump/Sprint/ | Civilian
Method Control Crouch Interactions
Mouse/ W,A,S, D Mouse Spacebar, Keyboard
Keyboard Keyboard Keys | Movement Shift, CTRL Number Keys
(Current)
Touch Screen | Radial Joypad | RadialJoypad | Jump Button, | Interaction
(Current) Control Control Sprint Toggle, | Buttons
Crouch Toggle
Virtual Reality | Controller Head Rotation | Controller Radial
(Planned) Joypad Buttons: A, Selection
Left Joypad
Press, B

These control systems were based on tried and tested methods utilised
by standard computer games on personal computers and touch screen
devices.

The largest challenge when developing a multimodal serious game
is to give all players the same capability, regardless of their device. To
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overcome this, it was decided to accept the strengths and weaknesses of
each interaction method and build upon these to cater them to specific
areas of training.

Standard desktop interaction using a mouse and keyboard allows for the
most balanced form of training and the most precise control methods
(McMabhan et al, 2012). Whilst it loses virtual reality’s geospatial and
emotional benefits; it has lower resource requirements, is more acces-
sible for trainees, and is easier for remote training. This standard form of
input provides greater precision capabilities to trainees and is the most
accessible of the three interaction methods.

Touch screen device interactions enable even more capabilities for remote
training; most touch screen devices are portable enabling for trainees to
use AUGGMED on the move and can further reduce the resource cost of
training. However these benefits are offset by the loss in precision which
a mouse and keyboard can give, and virtual reality’s emotional resilience
and geospatial capabilities. Training using touch screen devices is the
cheapest and most portable of the three interaction methods, enabling
remote training capabilities and cost effective training solutions.

Virtual Reality can provide the most immersive experience and is capa-
ble of greater emotional resilience training (Wiederhold and Widerhold,
2008) and development of geospatial skills (Pauch, Proffitt and Williams,
1997; Bowman and McMahan, 2007) which are often overlooked in tra-
ditional forms of training. However these benefits have greater costs and
less portability due to the higher technical requirements of virtual reality
and the necessity for more hardware. Virtual reality training delivers the
most complete training experience, capable of developing a multitude of
skills from situational awareness, geospatial capabilities, tactics, to com-
munication and stress management.

Through the identification of the strengths and weaknesses of each inter-
action method the AUGGMED platform can ensure greater knowledge
transfer through specific devices by targeting the capabilities of each
device to better support its strengths. For instance mouse and keyboard
users aiming and controls are finely tuned to allow effective and realistic
movement within the simulation without the loss of the fine controls
associated with using a mouse.
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Using this method we identified the best forms of interaction for both
trainers and trainees. Whilst it was decided all devices could promote
learning for the trainees, the trainers only required the capability to cus-
tomise, observe and intervene with a scenario accurately and efficiently.
With this in mind only mouse and keyboard input was implemented for
the trainers.
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CONCLUSION

The AUGGMED project identified and overcame a number of technical
challenges during the first year of development. These challenges intro-
duced important questions to the development process utilised during
the project and the solutions implemented also require reflection.

The challenge of creating a multiplayer serious game which contains tens
of players and hundreds of intelligent agents’ highlighted limitations of
Unity’s built in UNET network protocol, and of standard Wi-Fi con-
nections and hardware. The discovery of these problems during devel-
opment and during the first pilot project highlighted the necessity for
constant testing, piloting and refinement during the development pro-
cess. Utilising the findings of the first pilot, the development process
of the platform was changed, with more emphasis on early testing of
core systems. Through this process alternative networking API’s were
identified as potential replacements to UNET which are better suited to
AUGGMED’s networking requirements.

Similarly the multi-modal input challenges faced by the project rein-
forced the requirement for informed development planning, research
and end user feedback. Through efficient and effective planning during
development, the AUGGMED platform built upon the strengths of using
multiple input methods to ensure the platform can deliver a complete
training experience, regardless of the devices used to achieve the learn-
ing requirements.

Leading up to the second pilot of the AUGGMED serious game, learning
from these challenges and implementing the changes to the development
process has reinforced the ideal that efficient planning and development
alongside end users can help overcome significant barriers when devel-
oping new technologies.
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