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5ANNOTATION

ANNOTATION

In his presentation held at the Estonian Academy of Security Sciences in January 2019, 
Seppo Kolehmainen, Chief of the Finnish Police, emphasized that “our security environ-
ment has changed radically and the boundaries between internal and external security 
have become “blurred” (Kolehmainen, 2019). Kolehmainen confirmed that Finnish police 
consider hybrid threats in internal security. Estonian security authorities must also take 
this into account.

The need for this report is largely based on the hybrid threats posed by the Russian Fede-
ration (Bērziņš, 2015; Магда, 2015; Nemeth, 2002), the asymmetric warfare (Franke, 
2015), and Estonia’s current vulnerabilities in the field of security.

• The research report talks about existing and potential hybrid threats to the 
security of the Estonian state.

• The report draws attention to potential weaknesses in Estonia’s security.

• The aim of the report is to draw attention to existing bottlenecks that need to 
be addressed.

• The report emphasizes the need for more effective cooperation between the 
area of government of the Ministry of the Interior and the Defense Forces and 
the Defense League.1

• The report also addresses how to respond quickly and utilize effectively diffe-
rent options in the event of a hybrid threat (e.g., riots, radicalization, rising 
crime, terrorism, information and influence activities, cyber-attacks).

• Addressing hybrid crises requires well-integrated institutions and organiza-
tions that operate synchronously.2

• The Estonian public and political decision-makers must be aware of the hybrid 
threats that characterize unusual warfare.

Noticing and identifying a threat creates a precondition for understanding what threats 
exist and what opportunities the opponent uses to hurt and attack Estonia’s security.

1 See e.g., „§ 161. Involvement of the Defense Forces and the Defense League in the protection of public order 
(1) The Defense Forces and the Defense League may be involved in the performance of the following tasks in order 

to ensure public order: 1) prevention or hindering of the criminal offenses specified in §§ 237, 246 and 266 of 
the Penal Code; 2) prevention or hindering of an attack on a national defense object;

3)  Prevention and suppression of illegal crossing of the state border or temporary control line, including in the 
case specified in § 17 of the State Borders Act in case of temporary restriction or suspension of border crossing 
and in case specified in § 11 3 of the State Borders Act in the case of the establishment of border control and 
surveillance at the internal border. https://www.riigiteataja.ee/akt/112122018046.

2 For example, the Police and Border Guard Board (PBGB) deals with crime, the Security Police Board (KAPO) 
deals with radicalization, the Rescue Board deals with helping and rescuing people.
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1. INTRODUCTION

1.1. GOALS
The goal of the research report prepared at the Estonian Academy of Security Sciences is

• to draw the attention of politicians and the Estonian public to possible and 
existing hybrid threats (Heap, Krauel, Althuis, 2019);

• to explain how the hybrid situation manifests itself, what is involved and what 
needs to be done to make the state and the public better prepared for such a 
situation;

• to make recommendations on how to manage, deal with, and survive a hybrid 
crisis.

The most difficult and complicated task is to recognize a hybrid crisis. Therefore, the 
most important goal of the completed report is to describe the hybrid threats to Estonian 
society and political decision-makers and to explain what they mean in practice for inter-
nal and state security, including the agencies of the Ministry of the Interior.

Based on the above, the following research questions were asked, to which answers were 
sought.

• What is a hybrid threat?

• How to recognize hybrid threats?

• How to prevent hybrid threats?

• How to be better prepared for hybrid threats and act in a hybrid situation?

1.2. METHODOLOGY, INTERVIEWS, AND SAMPLE
In order to receive answers to the above questions, thirteen semi-structured interviews 
(Lepik et al., 2014) were conducted with experts in internal security, the Defense Forces, 
the Defense League, and political science. This is a qualitative study (Flick, 2006).

Among the respondents are Holger Mölder, Associate Professor of TalTech, Priit Hein-
soo, Lecturer at the Estonian Academy of Security Sciences, Erkki Koort, Head of the 
Institute of Internal Security at the Estonian Academy of Security Sciences, Tarmo Terep, 
Head of the Chair of Crisis Management and Fire Safety of the Estonian Academy of 
Security Sciences and Igor Kopõtin, Lecturer of Military History at the Estonian Military 
Academy. There were also conversations with Police Lieutenant Colonel Marti Magnus, 
Priit Saar, Crisis Management Expert of the Cyber Security Service of the Information 
Systems Authority (RIA), and Brigadier General Riho Ühtegi, Commander of the Defense 
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League. Security experts from the Estonian Academy of Security Sciences, the Defense 
Forces and others were also interviewed.3

1.3.  HYBRID THREATS ARISING FROM THE RUSSIAN FEDERATION
The influence and subversive activity of the Russian Federation in Estonia and Europe 
have been going on for decades. The more President Vladimir Putin’s regime strengthe-
ned and adopted a militant imperialist ideology (Sazonov, 2016, pp. 16−26; van Herpen, 
2016), the more aggressively the Kremlin’s geopolitical ambitions grew.

By gaining more internal resources under its control, Moscow is developing propaganda 
machines (Ginos, 2010; Franke, 2015), information and cyber capabilities, the military 
industry, and the army, the latter contributing in particular to the development of the 
concept of hybrid warfare (Jaeski, 2015; Renz, 2016; Chekinov, Bogdanov, 2013, pp. 
12–23; Rácz, 2015). In Moscow, more attention began to be paid to influencing the Baltic 
states and to national division. The arsenal of asymmetric activities includes information 
and psychological influence (Arold, 2015, pp. 9–14), cyber-attacks, exploitation of crime 
to influence the enemy society, terrorism, radicalization, generation of riots, involvement 
and exploitation of activists to destabilize Estonia’s internal security and important state 
functions (Чекинов, Богданов, 2011).

Russia has been involved in staging hybrid threats for a long time. It did not start with the 
Chechen war in the 1990s (Nemeth, 2002). Already a famous tsarist and Soviet-military 
theorist and strategist A. Svechin (1878–1938) dealt with aspects related to informa-
tion-psychological influencing activities. It is noteworthy that already in 1927, Svechin 
paid special attention to the aspects of information-psychological influence on the enemy, 
writing:

one has to be a psychologist, to know the ethnographic peculiarities of the enemy’s 
people, all its social groupings and orientations, to sharply evaluate even the smallest 
details, without losing sight of the bigger picture – and only then can the decision be 
adapted to the enemies’ behavior  (Svetšin, 1927: 39).

When Soviet Russia started a war against the newborn Republic of Estonia in 1918, it tried 
to give the impression that there was a civil war going on in Estonia, and serious problems 
had arisen. The Bolshevik politician Jaan Anvelt (1884–1937) played an important role in 
organizing this “civil war”, applying an essentially asymmetric warfare approach. When the 
Red Army conquered the city of Narva in 1918, the Estonian Working People’s Commune 
was proclaimed there. Its governing body was the Council of the Estonian Workers’ Com-
mune headed by Jaan Anvelt. When the Bolsheviks tried to seize power illegally in Estonia 
on December 1, 1924, it was again done with the support of Moscow. Both the events of 1918 
and 1924 revealed certain elements of hybridity (Walter, 1999, pp. 129–140).

In the 21st century, Russia took asymmetric warfare to a new level by using various 
destabilizing techniques. The Commander-in-Chief of the Armed Forces of the Russian 
Federation, General of the Army Valery Gerassimov, wrote back in 2013 that the rules of 
war had now changed and spoke essentially about their hybridity:

The rules of war have also changed significantly. The role of non-military methods in 
achieving political and strategic goals has grown, often exceeding the effectiveness of 
weapons. The emphasis on the methods of resistance used is shifting towards political, 

3 Some interviewees wished to stay anonymous.
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economic, informational, humanitarian, and other non-military methods, which are 
realized by involving the people’s protest potential. All this is complemented by covert 
military means, including information resistance events and special operations forces. 
In public, force is often used under the pretext of peacekeeping and crisis resolution 
only at some stage, mostly to achieve ultimate success in a conflict (Герасимов, 2013).

The Russian Federation is making a serious contribution to the integration of hybrid ele-
ments into its warfare doctrine, mainly because the Russian Federation’s armed forces 
would not be able to wage a large-scale conventional war against the US-led coalition and 
NATO forces for a very long time. According to Ühtegi, Valeri Gerasimov, the General 
of the Armed Forces of the Russian Federation, knows very well that the Russian Federa-
tion is inferior to NATO both quantitatively and qualitatively, but using hybrid warfare 
methods, Russia is much better able to divide, tense and threaten NATO countries. That 
is why the Kremlin is systematically consistent in inciting internal tensions in its NATO 
neighbors, in informational influencing its compatriots and natives of the countries, as 
well as in economic and diplomatic activities that create tensions and division of the 
society in the destination country (Ühtegi, 2019).

The first major hybrid attack from Russia against re-independent Estonia took place in 
Tallinn in April 2007, which went down in history as the Bronze Night.4  During the April 
events, the state channels of the Russian Federation (TV, radio, newspapers) broadcast 
a mass of information stating that the Estonian government was discriminating against 
the Russophone population living in Estonia; the same message was conveyed in social 
media. It was also claimed that the Estonian government was vandalizing and showing 
no respect for those fallen in World War II. Namely, the government decided to move 
the monument to the Soviet occupation from Tõnismäe to the cemetery of the Defense 
Forces. The Bronze Night was one of the first tests of special elements of the hybrid 
warfare of the Russian Federation outside its territory.5 In April of the same year (2007), 
President Vladimir Putin gave his famous speech at the Munich Security Conference 
(Kupp-Sazonov, 2012, pp. 57−72). In it, he indicated that relations between the Russian 
Federation and the West were cooling down. A year later, in August 2008, the Russian 
Federation invaded sovereign Georgia (Mölder, Sazonov, 2018a).

Already at that time, the Russian Federation pursued a revanchist and aggressive policy, 
but at that time Estonia and the leading European countries did not pay enough attention 
to the hybrid threat from Russia. Priit Saar, who worked at the Police and Border Guard 
Board, described the last decade as follows:

If after the Bronze Nights, in 2008 members of rapid response teams were still sleeping 
on mats and were ready to run immediately – at that time, a water cannon was also 
bought for the police – then in 2010–2013, a doldrum emerged. At the time, it was 
discussed why we needed these rapid respond units at all. A time of peace arrived 
when people put the point of organizing exercises under doubt, and even if they were 
organized, it was mostly sea rescue exercises and ground searches. No hardcore exerci-
ses took place, and nothing particularly happened. Humanly, this is understandable. If 
it is calm all the time, crisis managers will have no pulse. Even the war in Georgia in 
2008 was still so far away from us that it was not followed by any explosive contribu-
tion to the protection of the population or the development of a broad-based natio-
nal defense. For example, the establishment of a national situation center was already 

4 2007 cyber-attacks on Estonia
5 Russia had already successfully used and developed it in the past in the Chechen wars.
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discussed before the war in Georgia and during the crisis in Ukraine, but only now was 
it finally established at the Government Office (Saar, 2019).

In 2014, Ukraine fell victim to a full-scale hybrid warfare of the Russian Federation (Sazo-
nov, Müür, 2017, pp. 69−73). Moscow annexed Crimea and invaded the Donbass region, 
where it created quasi-state, terrorist formations (Mölder, Sazonov, Värk, 2015, pp. 
77–104; Mölder, Sazonov, Värk, 2014, pp. 2148–2161; Sazonov, 2017: 239−242; Sazonov, 
2017, pp. 148–149). The Russian Federation was able to significantly influence Ukraine’s 
internal security (militia, border guard, cyber and information attacks, etc.) (Bolin, et 
al. 2017, pp. 153–170). Therefore, Estonia should take into account the experience of 
Ukraine (Mölder, Sazonov, 2018b, pp. 308-328; Pernik, Sazonov, 2019). The Kremlin uses 
social media as an important lever (Nissen, 2015).

According to the Commander of the Defense League, Brigadier General Riho Ühtegi, 
Estonia faces hybrid warfare and its threats on a daily basis. The Kremlin most promi-
nently influences the local public and media with informative productions and narrati-
ves, which are amplified by the Estonian media without any sense of criticism (Ühtegi, 
2019). Priit Saar, the then RIA employee, also confirms that the Kremlin is constantly 
waging hybrid warfare against Estonia. He explains what should be changed quickly in 
Estonian law, because otherwise, it will not be possible to fight the Russians’ extremely 
flexible and creative hybrid operations (Saar, 2019). Saar referred to the words of Valeri 
Gerassimov, Commander-in-Chief of the Armed Forces of the Russian Federation.6 The 
doctrine formulated by Gerassimov7 “lists the main elements of hybrid warfare very well: 
diplomatic, economic, information war, creation of internal conflicts. In Estonia, infor-
mation warfare as one of the very important hybrid elements is most likely to emerge. The 
influence of Russian television and the Russian press on people’s views is considerable. 
I have consciously watched Russian television and observed how they talk about issues. 
This is in stark contrast to the image that the Estonian media is providing” (Saar, 2019).

The Kremlin may never use a direct attack on Estonia, but combines military and irre-
gular techniques with diplomatic, political, economic, and informational influence acti-
vities. However, the goal of hybrid warfare of our opponent is still Estonia’s accession 
to the Russian-led bloc, or at least the fall to Russia’s sphere of influence (Ühtegi, 2019).  
However, hybrid threats may arise not only from the Russian Federation but also from 
elsewhere. 

6 Герасимов 2013, pp. 1–3.
7 Note: It would be reasonable to exclude the term “Gerassimov doctrine” and this issue has been addressed by 

several scholars, such as Mark Galeotti (Galeotti 2018, pp. 1–5).
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2. WHAT IS A HYBRID THREAT?

When talking about a hybrid threat, one must first open up the concept of the threat and 
the place of the hybrid threat in it. The concept of threat is not new, but the treatment of a 
threat in the sense of law enforcement became more precise in the Law Enforcement Act, 
which entered into force on 1 July 2014, which is essentially the threat control act.8 A threat 
is a situation where, on the basis of an objective assessment of the facts which have come 
to light, the occurrence of a disturbance in the near future can be considered sufficiently 
probable. The Law Enforcement Act distinguishes between different levels of threat from 
a simple threat to an increased level of threat and defines the concept of disturbance.9 A 
clear system for implementing measures has been established to deal with threats, based on 
the principle that the intensity of the violation of fundamental rights must be based on the 
severity of the threat. Therefore, in the context of this report, it is important to clarify the 
concept of hybrid threat and to specify its location in the threat system.

2.1. DEFINITION OF HYBRID THREATS
Hybrid threats are very broad and vague concepts, but in general it means the wides-
pread synchronized use of instruments of power in a range of vulnerable social and pub-
lic functions with the aim of achieving a synergic effect (Cullen, Reichborn-Kjennerud 
2017, p. 3). The NATO Strategic Communication Center of Excellence in Riga defines a 
hybrid threat as follows:

Hybrid threats are characterized by massive dissemination of disinformation, cyberat-
tacks, targeted migration, intelligence, interpretation of international law to the bene-
fit of the attacking state, use of regular, partisan and special units, sabotage, terrorism 
and economic and political pressure on the enemy, ridicule of the enemy institutions. 

8 Law Enforcement Act, SG I, 22.03.2011, 4 (13.03.2019, 95).
9 § 5. Threat to public order and disturbances

(1.1) Disturbance is a violation of a legal provision within the area of protection of public order or of a person’s 
subjective right, or damage to a legal right.

(1.2.) Threat is a situation where based on an objective assessment of the circumstances which have appeared 
it can be deemed likely enough that a disturbance will occur in the near future.

(1.3.) Significant threat is a threat to a person’s health, proprietary benefit of significant value, the environment, 
or a threat of the commission of a criminal offence not specified in subsection (4) of this section.

(1.4.) Serious threat is a threat to a person’s life, physical inviolability, physical liberty or proprietary benefit of 
great value, or a threat of the occurrence of a serious environmental damage, or a threat of the commission 
of a criminal offence in the first degree provided for in Chapter 15 of the Penal Code or of a criminal offence 
provided for in Chapter 22 of the Penal Code. Within the meaning of this Act, an infringement of physical 
inviolability is a severe violation of the right of sexual self-determination or causing of serious damage to health.
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Thus, hybrid threats involve coordinated and synchronized conventional, irregular and 
asymmetrical elements, combined as necessary (Heap et al., 2019, p. 8).

Expert E described in detail what a hybrid risk is and what its elements are.

For practitioners, more important than the term, is the content: how it is interpreted, 
how it is understood, how to defend oneself against these threats, and how to deter 
the opponent. Hybrid warfare or hybrid threats are not real war. Hybrid warfare takes 
place in peacetime – it is a new normality, very complex, synchronized, and full of sur-
prises. The goal, as in real war, is to achieve strategic success – victory without war. 
Russia, for example, does not use the term “hybrid warfare”, but rather uses the term 
“new generation warfare”, which is essentially the same …Hybrid threats are elements 
of hybrid warfare that, when materialized,  contribute to the success of hybrid war-
fare. Hybrid warfare (hybrid threats) is a complex series of certainly coherently coordi-
nated management and synchronized occurrences in various areas (political, military 
and national defense, economy, information space, cyber and information technology 
environment, infrastructure, people’s daily well-being, etc.), and at times, leading to a 
strategic objective (Expert E, 2019).

Marti Magnus from the Police and Border Guard Board (PBGB) defines a hybrid threat 
as follows:

All those activities that can influence the population in some way in the PBGB’s line of 
action. Today’s hybrid threats are largely related to cybersecurity (Magnus, 2019).

Security expert and TalTech associate professor Holger Mölder (2019) described the hyb-
rid threat as follows: “It is often thought that the hybrid threat is something new and 
unprecedented.” According to Mölder, the risk of hybrid contains several threat compo-
nents. “The fact that the word has not been used before does not mean that there were no 
such threats,” says Holger Mölder (Mölder, 2019).

According to Tarmo Terep, the hybrid threat is one that is “unusual, easily recognizable. 
It’s sneaky and has a different effect” (Terep, 2019). The Estonian Rescue Board’s point of 
view, the hybrid threat can be something that is a media topic, for example, and there are 
quite a few different components “in which we are no longer competent. We deal with 
issues that are not very specific to us” (Terep, 2019).

According to Riho Ühtegi, in today’s world, hybrid warfare is placed between regular 
and irregular warfare. Regular warfare is the kinetic movement of forces. Irregular war-
fare refers to a wider range of techniques, including intelligence, information operations, 
and ongoing information warfare, incitement to revolts and the disintegration of enemy 
society, and the escalation of tensions in it (Ühtegi, 2019).

The explanatory memorandum to the draft National Defense Act deals, among other 
things, with the constitutional order and determines the interpretation of the legal 
concept and states that “… in the case of hybrid threats, it is difficult to draw a clear line 
between internal and external threats”.10

In summary, it can be concluded that hybrid threats are related to the shaking of the 
country’s constitutional order and security. The hybrid threat falls into the category of 

10 Explanatory memorandum to the draft National Defense Act, page 42, available at: http://eelnoud.valitsus.ee/
main#WxToQUhP (last visit 25.11.2019).
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serious threat in law enforcement terms. Thus, we can say that hybrid threats fall under 
the concept of serious threats in the sense of law enforcement law.
 

2.2. OBJECTIVES OF HYBRID WARFARE
In order to understand hybrid threats and their nature, the question of what the goals of 
hybrid warfare are must be asked.

Expert E from the Estonian Internal Security Service talks about the goals of hybrid war-
fare more generally, emphasizing one very important fact: “the goal of hybrid warfare (is) 
similar to the victory of conventional warfare: to bring another country under the control 
of the attacker” (Expert E, 2019).

Expert E then adds some more important facts about hybrid warfare:

It is a matter of what the real consequences are: legitimacy, popular mood, internatio-
nal reaction, spending. Will the state remain independent de jure or will it be united 
with the winner “at the will of the people”, etc.? However, if there is no victory evident 
in the hybrid war, then the use of military force, or conventional force, by the hybrid 
aggressor cannot be ruled out. It is this possibility, i.e., the threat and fear of conventio-
nal warfare, that can influence the decisions of decision-makers and the views of actors 
in a certain phase of hybrid warfare, so the threat of conventional warfare can possibly 
also be considered an element of hybrid warfare. It can even be decisive at some point 
(Expert E, 2019).

The goal of the state waging an asymmetric war is to achieve the strategic goal originally 
set. This can take considerable time, years, or even decades. But it can also go much faster 
as when a certain time window opens to reach the goal, which can be used operatively in 
one’s own interests by asymmetric methods (i.e., hybrid threats from the point of view of 
defenders). In any case, a favorable situation must emerge, the preconditions of which are 
the international situation, the political situation in the target country, and events taking 
place in the country of the attacker (Expert E, 2019).

2.3. SPECIFIC FORMS, CHARACTERISTICS, AND CAUSES OF HYBRID THREATS
Hybrid threats may arise on their own, or they may be caused by the attacking party 
through different methods and measures in different areas, including internal security. 
The most effective ways to create hybrid threats are information operations, cyber-at-
tacks, riots, radicalization, terrorism, subversive activities, economic pressures, energy 
issues, and so on.

Hybrid threats in the field of (internal) security can arise in a wide variety of areas. The 
following are important for the stable and secure functioning of the state:

• the social sphere (e.g., social and economic problems or interests, satisfaction 
or dissatisfaction of local people);

• demography (migration, refugee issues, other demographic issues);

• economic and financial sector;

• information and cyber sector;

• politics (political movements, political parties, elections);
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• infrastructure;

• security (area of administration of the Ministry of the Interior).

The following are classified as hybrid threats:

• religious and political radicalization (e.g., extremism, incitement to hatred);

• unrest;

• terrorism;

• sabotage and other subversive activities;

• criminal networks;

• agents of influence and local activists (incl. NGOs, organizations, individuals);

• information and cyberattacks;

• corruption (e.g., in politics, public structures);

• money laundering

Expert interviews revealed a number of hybrid threats to society. Many expert opinions 
are anonymous, so the names and positions of the experts are not mentioned in the analy-
sis. Interviews have been held with internal and defense security practitioners, analysts, 
and researchers.

Focusing on the nature of hybrid warfare, Expert E gave an example of how the logic of a 
hybrid attacker works.

The hybrid attacker asks themselves in which area and how, by acting tactically, the 
strategic result or strategic effect could be achieved the fastest. The attacker’s action 
must give the impression that it is not a state attack, nor is it hybrid warfare and defini-
tely not a real war. Skillful propaganda, active measures, etc., are involved in displaying 
such an image (Expert E, 2019).

2.4. WHAT HYBRID THREATS ARE THERE?
In view of the hybrid threats that exist and the potential hybrid threats that may arise, 
the internal and external policy situation must be constantly analyzed, keeping abreast of 
the latest developments in politics, the economy, technology, education, the military, and 
other important areas.

As Holger Mölder pointed out, most threats can be classified as hybrid (Mölder, 2019). 
Mr. Mölder emphasized that one threat could lead to another. In his opinion, the grea-
test threats are those that are not very real but are imagined for some reason (e.g., in the 
interests of some political or ideological forces), because a lot of resources which may be 
needed in a real threat situation are spent there (Mölder, 2019).

Igor Kopõtin points out a certain pattern of asymmetric threats: in the beginning, there 
is an escalation of a certain situation in a political area, which may be related to a change 
of government or, for example, elections. According to Kopõtin, Estonia has never had 
close relations with Russia compared to Ukraine or Georgia, but the Russian Federation 
is trying to influence the political situation in Estonia. According to Kopõtin, this work of 
the Russian Federation is quite successful:
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In the beginning, Russia tried to create ethnic (Russian) parties that received some fun-
ding from Russia. At one point, it was realized in Russia that it was not working. There 
were more serious attempts to use existing political force to influence the situation in 
the country (Kopõtin, 2019).

According to Brigadier General Ühtegi, Estonia is constantly facing the activities and 
threats of hybrid warfare. The Kremlin most prominently influences the local public and 
media with informational productions and narratives, which the Estonian media amp-
lifies without any sense of criticism. The Kremlin is extremely creative in distributing 
productions, fiction, and half-truths. They do not hesitate to use the most fantastic sce-
narios. At the same time, Estonia’s national strategic communication cannot effectively 
resist or neutralize the Kremlin’s intensive and systematic informational influencing acti-
vities. According to Ühtegi, Estonians are clearly behind in their propaganda war due to 
their modesty. We are inefficient because Estonia does not have a strategic communica-
tion system and capacity. Due to its small size, Estonia is unable to compete with the 
pro-Kremlin media giants of the Russian Federation (Ühtegi, 2019).

Expert E lists and describes in detail the existing and potential hybrid threats. Answering 
the question, which hybrid threats exist both in Europe as well as in Estonia, he emp-
hasizes the following:

It is said that there are no local conflicts in the world today because everything affects 
everything. How to recognize the specific threats affecting our country? First, the beha-
vior of the enemy intelligence services and the media may give an idea. Both intelli-
gence and the media are the most important tools in hybrid warfare and are always 
one or two steps ahead of the basic effort. The task of national counter intelligence is 
to find out in advance the plans and interests of the opponent, as well as obtain the 
necessary indications from the observers of both domestic as well as foreign media. 
The most important thing is to draw the right conclusions from this information. In 
hybrid warfare, everything can be turned into weapons if the media are skillfully used 
as a weapon and if its user has no moral responsibility, as is always the case in war. 
Thus, corruption, money and the currency exchange rate, laws or polls, the demands of 
the education system or minority organization, the individual computer and computer 
network, the leader’s person or his/her close relative, refugee and indigenous people 
together with their problems, food crisis or unemployment, problems in allied relations, 
etc., can (through misinformation, media campaigns, distortion of the truth) be turned 
into a threat to the constitutional order (Expert E, 2019).

Hybrid threats can arise in different areas. For example, Tarmo Terep gave a good example 
of hybrid threats in the field of rescue, when he described possible scenarios in general 
terms.

There are strange conflicts of values, you get confused, and you no longer know how to 
behave. Some events that create a wider audience in society. For example, some kind 
of industrial fire, but it can affect society at large. For example, it is the only employer 
in the region, the municipality loses taxpayers, people lose their jobs. The situation is 
becoming increasingly tense. There is a need for more response, prevention, but it does 
not help, because the usual tools – prevention and response – do not work. This prob-
lem is much broader (Terep, 2019).



172. WHAT IS A HYBRID THREAT?

Marti Magnus pointed out the multidimensional and comprehensive nature of hybrid 
threats.

It is possible to create destabilization in the country, for example, through public ser-
vices, such as cash withdrawals, transport problems, disruption of learning and infor-
mation systems in some universities, educational institutions, basic schools, and even 
in water treatment plants. All possible spheres of life and their disruptions may have 
the characteristics of a hybrid threat if they are to be applied in the pre-conflict phase 
or in conventional warfare. This includes all kinds of incitement to hatred, for example, 
through Islam or different nationalities, religious issues, issues of orientation. Issues of 
political views, different political backgrounds. (Magnus, 2019)

Expert B listed the hybrid threats in Estonia; in his opinion, they are as follows:

• Activities of Russian special services;

• Activities of Russian special forces;

• Russian information activities;

• Economic threats (e.g., Russia’s influence activities in the economic sphere) 
(Expert B, 2019).

According to Expert B, intelligence activities are also a hybrid threat to the Estonian 
state, as in Russia’s view, the goal of special services is to influence the lives of the Esto-
nian people and the state, as well as to gather information. In the economic sphere, the 
Russian Federation uses Russian oligarchs as one of the means of influence – to influence 
the local economy (Expert E, 2019).

Expert C pointed out that Estonia, as a small country in the European Union, has econo-
mic threats such as exit roads, ports, and Estonian companies with ties to Russia. At the 
same time, he does not consider the military threat high (Expert, C):

Russia has not yet taken serious action against us but is only performing the warm-up 
activities. Estonia’s counter actions are not adequate to the intensity of Russian pro-
paganda, we expose our weaknesses and submit to propaganda. The goal of the Rus-
sian Federation is to strain our society. Against this background, Estonia’s behavior and 
weaknesses are mapped. This is our greatest vulnerability (Expert C, 2019).

Expert D described the technological influences.

The more network-based we become, the more technological influence there will be. 
The Russian Federation is thinking about how to better hack into and influence our 
networks. During the Russian-Georgian war, in the course of the Tskhinvali operation, 
the Russian Federation discovered that network-based control could be used. It is now 
part of their military doctrine as well, because the risks of information warfare and 
attacks against networks are treated by the Russian Federation on equal footing with 
military attacks. They have also treated the cyberattack as an attack on the state. 
Accordingly, the Russian Federation reserves the right to respond to a cyber-attack with 
full force, including the use of bombing (Expert D, 2019).

According to Expert D, Russia can accuse a country of a cyber-attack against the Russian 
Federation and can build its accusations and attacks on it. In this case, Estonia could be 
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blamed for cyberattacks – even if they are invented – which may make the image of a 
cyber state fatal for Estonia. The Russian Federation is using ever-improving technical 
capabilities during hybrid warfare. Estonia has a NATO Cyber Defense Center, and Latvia 
has a NATO StratCom COE. Expert D asks what the West will do if the Russian Fede-
ration accuses, for example, the NATO StratCom COE or the NATO Cyber Defense 
Center of attacking the Russian Federation (Expert D, 2019).

Expert A highlighted the role of the media in shaping societal perceptions and public 
debate. He mentioned hybrid threats, which also need to be addressed:

• polarization;

• radicalization

• loss of confidence in open dialogue;

• loss of trust in the media as the media loses its status as a fourth power;

• media fragmentation – there is no common platform for the country, i.e., it is 
difficult to reach the target audience;

• disinformation;

• loss of confidence in the democratic system (direct threat to a democratic 
society);

• loss of confidence in state structures;

• distrust of power structures (Expert A, 2019).

According to Priit Saar, the biggest threat to Estonia is over-regulation, rigidity, and 
consequently slow decision-making, as well as duplication of each other’s work. Accor-
ding to Saar, it consumes time and money, “but officials still keep writing the same 
talking points to directors for different meetings” (Saar, 2019).

According to Saar, hybrid threats “certainly include all intelligence-related special ope-
rations. Be it the direct recruitment of someone, but also the use of agents of influence 
and so-called useful idiots, for example, to carry out or promote certain state processes 
important to the Russian Federation. Or, conversely, to obstruct processes important 
to Estonia” (Saar, 2019). As an example, Priit Saar gave the fact that “if some important 
strategic procurements are delayed or hindered, it is not excluded that there is a hybrid 
special operation behind it. Certainly, the idea of hybrid warfare is also to destabilize 
the situation by dividing the Estonian political environment” (Saar, 2019). Saar gave 
another example of a possible hybrid situation.

We have a situation where we do not know for sure whether a party is connected to 
Russian money like a party in another country, but it has been achieved that Estonia is 
completely divided politically. A very sharp political confrontation is certainly in the 
interests of the Russian Federation. Such a situation is encountered in many European 
countries, whereas in some of them there are clear indications that special Russian 
operations are behind the split (Saar, 2019).

According to Priit Saar, economic influence is also one of the hybrid elements. For 
example, some unknown companies buy land or companies in Estonia: “I have con-
sidered what appears in sports to be one of the hybrid elements. For example, Kalev 
plays Russian basketball in the Premier League VTB. The Russians are also actively 
working to establish an ice hockey KHL club in Estonia. It may be a simple sport, but it 
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may not be” (Saar, 2019). If, for example, acts of diversion, acts of terrorism, riots, and 
demonstrations took place in Estonia, then, in Priit Saar’s opinion, this would be a more 
classic realization of a hybrid threat scenario. In that case, Estonia would have missed 
something (Saar, 2019).

As one example, Priit Saar gave the following event.

One very strange event took place in May this year11 in Narva, where an extensive 
power outage occurred, while the Enefit280 oil plant also shut down independently 
of the Elering substation. Do we always know what’s behind something? If a blac-
kout occurs, was it just a power failure, or does the enemy want to just leave the 
impression that it was a mere accident. Certainly, one hybrid measure is to give the 
impression that the state is unable to provide services and cannot respond quickly 
enough (Saar, 2019). 

Several years ago, a fuel tank leaked between Sonda and Tapa in two places. It later 
turned out that one of the screws had been loosened or not tightened. It is possible that 
the plan was to create a natural disaster (Saar, 2019).

The exploitation of organized crime, smuggling, and corruption of police and border 
guards are certainly also a hybrid threat. Hybrid threats are multifaceted. The bottom 
line is that it may not always be known that there is a hybrid threat behind it. We just 
don’t recognize it. There is hybrid warfare going on in Estonia, therefore, the authori-
ties responsible for Estonian security and crisis managers must be more paranoid than 
average. In any case, security officials should preferably be too suspicious rather than 
too little suspicious, because the Kremlin is very creative and flexible in devising offen-
sive activities (Saar, 2019).

2.5. WHAT ARE THE TOOLS OF HYBRID WARFARE?
According to Priit Heinsoo, the hallmark of a hybrid threat may be “the division of 
society along ethnic lines, and this, in turn, is related to the dissemination of false infor-
mation and being in information fields” (Heinsoo, 2019).

According to Heinsoo, the following is important here:

What information fields people are in, what information is operated on, what images 
are created for them? All this division of society, the social division that can create 
tensions, which in turn cause mass disturbances. The same type of mass disturbances 
as can be created along the ethnic lines (if we take Russia, for example). The issue 
of compatriot policy is important for Russia. And if mass disturbances emerge as a 
consequence of false information, it can be formulated as an attack on compatriots 
(Heinsoo, 2019).

In addition, Priit Heinsoo brought Odin’s warriors as an example of the use of extremist 
groups. Heinsoo admits that radical nationalist is a threat (Heinsoo, 2019).

Expert E listed the means of hybrid warfare:

• terrorism (diversions and sabotage, so-called green men, private armies); 
reconnaissance;

11 2019.
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• media manipulation and propaganda (trolls and misinformation, derogatory 
narratives); cyber intelligence, systems paralysis;

• hindering integration, taking advantage of the so-called fifth column; orga-
nized crime, economic influence;

• damaging the international reputation of the enemy, questioning the legiti-
macy of the state border (Expert E, 2019).

According to Expert E, these are the areas that are traditionally considered to be tools 
for asymmetric threats. Such activities are the main means of hybrid warfare (Expert 
E, 2019). He recalled the former KGB method of influencing the adversary when the 
activities were divided into phases as follows:

Destabilization – pre-conflict phase, preparation for conflict. In subversive activi-
ties, those specific areas or topics have been mapped that make groups of society 
communicate more loudly to each other until there is a desire to fight each other. 
The harder the fight, the better. In the destabilization phase, it becomes clear what 
can be used for real conflict. A dormant agency, agents of influence, new popular 
leaders that help to increase tensions can be used to create conflict (Expert E, 2019).

Subversive activity, or the demoralization phase of society – a long and strategic 
process that can take decades. Success depends on the cohesion of society. From 
the point of view of the subverter, it is important that this process is ongoing, 
demoralizes society, and develops the attitudes of certain generations that are 
necessary to launch the next phases. The primary goal is to make society doubt, 
to create alternatives to the main directions, to the basic values (new normalcy) 
– this is a prerequisite for the surface to flicker. Issues arise in society that are not 
really important, the alternatives offered force society to discuss and deviate from 
the main axis – thus, contradictions arise. It is in this phase that state intervention 
is necessary, and it is possible to be successful here, i.e., to prevent further phases. 
What is needed is anti-subversive action, which can be called the protection of 
the constitutional order, be it counter intelligence, the discovery of propaganda 
and fake news, the prevention of extremism, the fight against terrorism or the 
fight against corruption, among others ((Expert E, 2019).

Conflict creation – a specific event, a motive that causes great instability in the 
country, a wave of violence, paralysis of state power, etc. Here, too, situations 
may be staged, trained provocateurs, saboteurs or diversionists may be used, who 
must take advantage of the right moment to do something that would create a 
conflict that may impose a threat to state power (Expert E, 2019).

Offering a solution – a rather difficult phase, but that has been the goal of the 
attacker’s pursuits. The attacker himself offers a solution to the crisis, either pub-
licly and directly or covertly and secretly. For example, people or certain forces 
appear from within the state who know the solutions and who actually manage 
to succeed. True, with the opponent’s own covert help, but everything must look 
legal (Expert E, 2019).

According to Expert A, however, there are no specific hybrid threats in Estonia, but 
in his opinion, there are real cyber threats. Many areas are potentially vulnerable, such 
as the availability of certain online services, interference in political processes through 
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fake news. One specific form is a cyber-attack or the teasing of government websites, 
‘which can lead to direct damage to reputation, manipulation of public satisfaction, 
targeted cyberattacks on vital systems such as banking, electricity, and mobile com-
munications. Provoking public discontent may become more hybrid. It can happen 
anywhere; the target group can be different (Expert A, 2019).

Expert A argues that “hybridity is a multi-stage process and everything that destabi-
lizes deserves support, including, for example, useful idiots” (Expert A, 2019).
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3. RESPONDING TO AND 
COPING WITH HYBRID THREATS

1.1. COPING
According to the Law Enforcement Act, all agencies and inspectorates are special law 
enforcement bodies whose task is to deal with threats within their area of responsibi-
lity. In addition, the police are entrusted with the task of a law enforcement body, which 
means that the police always have a duty to act if the competent law enforcement body 
is unable to act in time or the situation does not fall within anyone’s competence. Thus, 
strong law enforcement, and in particular, the prevention of threats, must prevent their 
escalation. This is certainly important in detecting, recognizing, preventing of hybrid 
threats, or, in a more critical case, eliminating hybrid disturbances.

When talking about state action to prevent threats, the concept of an abstract threat 
must first be clarified. In his doctoral dissertation, Mait Laaring has analyzed the rela-
tionship between abstract and specific danger and pointed out the following: “Abstract 
danger concerns notional (typically characteristic) causal relationships, whereas specific 
threat concerns causal relationships that actually exist. An abstract threat is the result of 
a generalization of certain specific threats. The mere perception of a dangerous situation 
(e.g., the mere knowledge that going onto thin ice is a dangerous activity, even if such a 
situation does not exist in practice) is not a threat within the meaning of this draft. Such 
an imaginary threat that does not exist in reality may, in contrast to a specific threat, be 
described as an abstract threat (Laaring 2015, p. 60). An abstract threat is in a situation 
that is hypothetical, typical, and notionally imaginary (Ibid.).

When talking about hybrid threats, it is important to note that the situation may develop 
or escalate and that this may be a longer process in which the initial signs may start at 
the level of simple threats. It must, therefore, be borne in mind that dealing with hybrid 
threats is already empowered at the level of an abstract threat.

In a situation of peace, dealing with threats is the day-to-day work of law enforcement 
agencies in the course of inspection supervision. It is true that even in the case of an abst-
ract threat, it is important that the second sentence of § 5 (7) of the Law Enforcement Act 
provides that Prevention of a threat is, inter alia, the collection, exchange and analysis 
of information, and the planning and execution of actions as well as the application of 
measures of state supervision for countering threats possibly endangering public order in 
the future, including the prevention of offences. This is the case in normal organization of 
work. The comments of the Estonian Constitution state: “On the other hand, in a situa-
tion where the existence, security, and safety of the state are endangered, it is not possible 
to protect national security and the constitutional order within the framework of normal 
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peacetime legal relations. The performance of an immediate military task requires the 
most effective destruction of the enemy by means of structures characterized by concent-
ration of power, hierarchy of command, and secrecy.”12 Hybrid threats are certainly part 
of that situation.

The term “peace situation” has been used in the previous section, and a situation different 
from a peace situation has been pointed out. This is a defense situation, which is a new 
legal concept, and which is planned to be brought into Estonian law through the Natio-
nal Defense Act. Under the leadership of the Ministry of Justice, a lot of work has been 
done, and the national defense law has been revised as a result of which the draft National 
Defense Act has been formed and sent to the Riigikogu.13 This draft defines the defense 
situation. According to § 3 of the draft, a defense situation is an event or a chain of events:

1) the consequences of which directly threaten the independence and sovereignty, 
territorial integrity, the constitutional order of the Estonian state or the orga-
nization of the life of the entire society, and

2)  the resolution of which is not possible without the implementation of the 
measures restricting the management organization and the fundamental rights 
and freedoms of a person, and without the involvement of persons, means, and 
supplies on the bases and pursuant to the procedure provided for in this Act.

 (2) In addition to the provisions of clause (1) of this section, a defense situation 
is deemed to be an event or chain of events leading to the need to participate in 
a collective self-defense operation specified in clause 85 1) of this Act or to 

12 Commented edition of the Constitution of the Republic of Estonia, https://www.pohiseadus.ee/index.php?-
sid=1&ptid=136 (last visit 27.11.2019).

13 Parliament.

FIGURE 1. HYBRID THREATS
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organize mobilization or demobilization, if the conditions provided for in 
clause (1) 2) of this section are met.14

According to the explanatory memorandum of the draft, the defense situation includes 
all those events that may endanger the security of the state, the constitutional order and 
the existence of the people, i.e., events with a wide-ranging impact (affecting the entire 
society), and where the state needs to make preparations to protect itself from threats or 
materialized threats. There may be a defense situation if an attempt is made to violently 
overthrow the Estonian constitutional order, extensive terrorist activities or collective 
repressive actions involving violence takes place, an Estonian locality is violently isolated, 
and an armed attack against the Estonian state is performed.15

Thus, such cases could include riots (experience 2007), migration pressures on borders, 
mass cyber-attacks that cripple infrastructure or industry. In other words, situations that 
require the prevention of threats at a level that is close to or necessitates the declaration 
of a state of war.

The change in the situation and the connection with threats is well illustrated in the figure 
below, which is presented in the explanatory memorandum of the draft.

FIGURE 2. THREAT RESPONSE IN CASE OF LINEAR ESCALATION OF THE THREAT16

In order to cope with hybrid threats, it may be necessary to involve more resources than 
usual. In these cases, we need to talk about two directions of involvement: the involve-
ment of domestic resources and the involvement of external resources.

Speaking of domestic resources, § 161 of the Law Enforcement Act prescribes the invol-
vement of the Defense Forces and the Defense League in the protection of public order, 

14 Draft National Defense Act (112 SE), available at: https://www.riigikogu.ee/tegevus/eelnoud/
eelnou/94bd4697- 41b5-4e9f-80f1-bda86715146e/Riigikaitseseadus

15 Explanatory Memorandum to the Draft National Defense Act (112 SE) pp. 20–21, available at:  https://www.
riigikogu.ee/tegevus/eelnoud/ eelnou/94bd4697-41b5-4e9f-80f1-bda86715146e/Riigikaitseseadus

16 It must be borne in mind that threats do not always have to escalate linearly. For example, a threat to the 
constitutional order may occur immediately without previous manifestations. Draft National Defense Act 
(112SE), page 22 of the Explanatory Memorandum, available at:https://www.riigikogu.ee/tegevus/eelnoud/
eelnou/94bd4697-41b5-4e9f-80f1-bda86715146e/Riigikaitseseadus
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including the guarding of the state border. It is also possible to involve the Defense Forces 
in conditions of mass disturbances, for example. There are also no problems with invol-
vement in peacetime, be it ensuring the security of a NATO summit or other high-risk 
event. However, the problem may arise when the situation approaches conditions that 
require mobilization, and the Defense Forces need to fill military posts that do not leave 
resources for additional support to internal security. To address this situation, it is neces-
sary to identify those who are not subject to mobilization and to assess whether and what 
kind of reserve they can set up and whether they can be involved in ensuring security. 
The Law Enforcement Act also provides for the possibility of involving the competent 
authorities and officials of other countries in law enforcement.17

The possibility of involving persons in law enforcement under the so-called Prüm Con-
vention18 or the involvement of EU border guards under the Frontex Regulation19 can be 
pointed out here.

The figure below shows possible resources that can be used in certain situations. As we 
can see, along with the threat, the amount of resources available for being involved in 
resolving the situation is also increasing. However, this raises the question of the synergy 
between these resources. We organize reserve training meetings, which are necessary to 
practice readiness. It is also important here to practice situations that start with riots or 
mass migration and to involve external partners. 

17 § 3 (1) of the Law Enforcement Act. Under an international agreement or legislation of the European Union a 
competent administrative authority of another state or a competent authority of the European Union may be 
involved in ensuring public order on the territory of the Republic of Estonia. The involvement of an official of 
a competent authority of another state in the activities of a law enforcement agency is decided by the relevant 
minister unless otherwise provided by the international agreement or legislation of the European Union. On the 
territory of the Republic of Estonia the involved authority has the competence and powers provided by the legis-
lation of the European Union or international agreement.

 [SG I, 13.03.2014, 4, entered into force on 01.07.2014
 (11)An official of a competent authority of another state who engages in the activities of the police may apply 
the measures provided by sections 30, 32, 39, 46, 47 and 49 of this Act on the territory of the Republic of 
Estonia unless otherwise provided by law, an international agreement or legislation of the European Union.

18 Prüm Convention,  https://www.riigiteataja.ee/akt/12984757
19 REGULATION (EU) 2016/1624 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 14 Septem-

ber 2016 on the European Border and Coast Guard and amending Regulation (EU) 2016/399 of the European 
Parliament and of the Council and repealing Regulation (EC) No 863/2007 of the European Parliament and of the 
Council, Council Regulation (EC) No 2007/2004 and Council Decision 2005/267/EC available at: https://eur-lex.
europa.eu/legal-content/ET/TXT/ PDF/?uri=CELEX:32016R1624&from=EN
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This includes, in particular, the involvement of people in law enforcement under the Prüm 
Convention and the involvement of Frontex border guards. This is the case in borderline 
situations where the peace situation is becoming a defense situation.

 

3.2. RECOMMENDATIONS
Experts have given recommendations on how to behave in a hybrid situation and how to 
efficiently stand up to hybrid threats. Information warfare is just one area where hybrid 
threats must be countered (Hellman, Wagnsson 2017, pp. 153−170). The following are 
some expert recommendations that should be followed in case of hybrid threats. For 
example, Expert E highlighted the importance of literature and conferences, stressing 
that in both security literature and security conferences, it is very important “to discuss 
theories of revolution and analyzes of the conditions leading to it” (Expert E, 2019). In his 
view, it is important to take into account modern examples from Georgia, North Africa, 
Ukraine, Northern Macedonia, etc. (Expert E, 2019).

The mitigation of hybrid warfare and the associated threats is very important for the 
functioning and sustainability of the country. According to Expert E, the mitigation of 
hybrid warfare and its threats in peacetime consists in the protection of the constitu-
tional order, as well as counterintelligence and the identification and counteraction of 
hostile influence activities. This is the daily work of the state’s internal security, and in 
Estonia, these activities are among the tasks of the Estonian Internal Security Service 
(Expert E, 2019).

Expert E emphasized that the opponent should never be underestimated and that the 
strategic goals and tactical behavior of the opponent should be understood (Expert E, 
2019).

It is necessary to distinguish between what is a political justification or an excuse and 
what is the actual goal. The hybrid warrior creates opportunities and takes advantage 
of the confusion and problems encountered by the opponent, i.e., he does not always 
have to bother to weave a conflict. They manipulate with values, create or diminish 
fear, encourage people to behave in some way, direct them to accept harm, i.e., ulti-
mately, they create a new normalcy that does not allow for an adequate assessment of 
the situation (Expert E, 2019).

Expert E highlighted an interesting phenomenon that should be addressed in the context 
of hybrid threats.

These are security threats aimed at influencing the decision-maker as an individual. 
It is a very personal approach for the opponent to achieve his or her intended goal by 
influencing a specific decision-maker. The aim is to guide the decision-maker to make 
decisions that are useful to the attacker, but the decision-maker thinks that only such 
a decision can be made in the given situation, that these decisions are useful for the 
decision-maker, his or her unit, and the state. This method, or rather a complex of met-
hods, is also known as reflective control or maskirovka. In short, the goal is to control 
and influence the decision-maker by first shaping his or her decision-making environ-
ment so that he or she would receive the information, background, image, or emotion 
needed to make the decision. For example, the decision-maker’s hot temper or his or 
her typical first reactions in a critical situation are taken into account, it is known what 
news he or she is watching and what shapes his or her mood or attitudes. The targets 
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of reflexive control are the decision-making process, the individual who makes the deci-
sion, and the entire surrounding cultural complex (Expert E, 2019).

According to Holger Mölder, in order to better prepare for a hybrid conflict and deal 
with hybrid threats, it is necessary to create greater social cohesion, as well as a comp-
rehensive security concept, where the state’s defense capability does not only depend on 
the number of tanks and armored vehicles, but where people are prepared to proactively 
detect and eliminate various hybrid threats at the earliest possible stage of the hybrid 
warfare (Mölder, 2019).

Expert A emphasized that in the case of a hybrid threat, the visible presence of the state 
is always important: police patrols on the streets, the state enforces laws, and they are for 
everyone to be adhered to in the same way (Expert A, 2019).

Security expert Erkki Koort outlined specific proposals that could be implemented in a 
situation of hybrid conflict.

One of the things that is crucial in a hybrid conflict is to create an image so that we can 
get our messages out to the world through both the Foreign Ministry and the press. 
Thinking through what would help us during a hybrid conflict and create an appea-
rance. If we take, for example, closing the southern border, the reintroduction of border 
controls, it really is worth thinking about whether it will help us in the conditions of 
a hybrid conflict. Why would we do this? It is highly probable that Latvian extremists 
will not come to Estonia through Latvia to organize anything. It is worth considering 
whether these couple of dozens of Latvians or Latvian Russians or Latvian extremists 
are such a great danger that hundreds of police officers should be deployed there. 
Actually, how do we close the border? We will take away trained staff from the eastern 
border, compact these places with less experienced staff and bring this competent and 
not so competent staff to the southern border. In this way, we dissolve our already 
scarce capacity (Koort, 2019).

Erkki Koort also emphasized that during the crisis it is not possible to turn all police 
officers into a rapid response team, because the state also needs regular patrol officers. 
Koort recommended the following:

The Ministry of the Interior should consider developing civilian mobilization. However, 
there are some measures for a hybrid conflict: Atlas Network (Special Units), Prüm Con-
vention, as well as FRONTEX. FRONTEX border guards from the Member States could 
be involved, they number a total of 10,000 in Europe (its members being the European 
Union, Norway, Switzerland, Liechtenstein) (Koort, 2019).

Erkki Koort emphasized the importance of mission experience for the police:

It is important that the police employ people who have visited a military mission area or 
a civilian mission. A police officer goes on a mission, but he can no longer return to the 
police because he is pushed out of the organization. The strange thing is that those who 
have gone on a mission, those who have seen the war are pushed out, and those who 
have never seen the war are trying to prepare for a hybrid conflict. It somehow does not 
make sense at all. In the Defense Forces, an officer has to go on a mission, otherwise, 
he will not be able to pursue a career. Why does the military go on a mission? In order 
for the supply lines to be tested in a war situation, so that there would be people in 
society who have seen the war. There is a great shortage of such people. Police could 
improve the current situation even by just stating that starting from a certain position, 
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officers can no longer rise in the rank if they have not been on a mission or deployed in 
another agency - Ministry of Foreign Affairs, Ministry of Interior, Ministry of Defense, 
or, for example, Estonian Academy of Security Sciences. It cannot be the case that you 
work all your life as a police officer in Suure-Jaani, then you come to Tallinn and start 
preparing for a hybrid conflict; you have no prerequisites, you have no knowledge, you 
have no experience. All of these skills can be acquired on missions. Why not use those 
people who have that experience. We already have few people (Koort, 2019).

According to Koort, the police, border guard, and other agencies should use modern 
construction techniques in a hybrid situation.

The Defense Forces have booked a whole bunch of construction equipment, such as 
excavators, to build defense lines. These are not constantly used by the Defense Forces, 
and are in a state of preparedness. They can be used in case of a problem. In the event 
of a war or pre-war hybrid threat, they must be made available to the police, border 
guard, and security police in order to prevent the next hybrid phase. The PBGB must 
have the ability to accept the equipment and understand what is going to happen. At 
the same time, it must be agreed in the state that in the conditions of a hybrid conflict, 
not all the tasks of the state are as important as in peacetime. Also, some works are less 
important in terms of the existence of the state (Koort, 2019).

One important thing that Erkki Koort emphasizes is that the hybrid situation is not 
something that the military is the first to deal with. He points out that if the hybrid conf-
lict develops vigorously, then there is already a serious problem in Estonia, and if the issue 
is the country’s survival, it is better if the Defense Forces are on the streets. In the context 
of a hybrid conflict, image creation is crucial. The main thing is to bring our messages to 
the world and to do so through both the Ministry of Foreign Affairs and the media. It is 
necessary to think through what can help Estonia during a hybrid conflict and what can 
help create an appearance (Koort, 2019).
Expert E is convinced that hybrid threats can arise in the context of invisible asymmetric 
warfare. He thinks that, by their very nature, these security threats “threaten the country 
and are caused by another country. It doesn’t matter who the players used are, what the 
resources are, or who owns the resources. A naturally emerged domestic crisis which is 
sure to occur from time to time, is skillfully exploited by a foreign state” (Expert E, 2019).
Expert E emphasizes that it is important to know what the security threats and vul-
nerabilities of the state are, as well as what the security threats and events that threatened 
security in the past have been. Based on this, it is possible to assess and predict what 
future security threats could be. These are the important key questions: how to identify 
future threats and how to reduce security vulnerabilities? (Expert E, 2019).
As for a more practical point of view, it is worth highlighting the following aspects that 
help to counter hostile subversive activity as the first wave of asymmetric threats. It is at 
this stage that it is possible to make the most effective use of the country’s capabilities 
and legal democratic opportunities and to use resources to prevent and counter security 
threats. It is important to remember that there is a lot of confusion in a crisis and during 
a conventional attack. (Expert E, 2019).

Like Holger Mölder, so does Expert E believe that hybrid threats must be addressed 
comprehensively, as this is not only the role and responsibility of the security forces, 
police or defense forces; the contribution of the entire society must be to preserve the 
constitutional order of Estonia, the values and well-being of Estonia, to ensure the func-
tioning of vital services and to prevent vandalism.
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Political, economic (business), scientific, and other communities should be involved. 
Here are some keywords: reduce internal weaknesses and vulnerabilities, clear deter-
rence – the cost of an attack (not necessarily an economic calculation) must be high for 
the opponent, the sharing of threat information that allows people to notice threats, 
upholding the common values of society (what binds and creates confidence, symbols, 
positive connecting topics and events, such as the celebration of national anniversaries 
or a song festival), diplomatic efforts and the strengthening of our international posi-
tion, extensive exercising of cooperation in crisis management, effective and adequate 
awareness of adversaries and threats (enhancing intelligence and counter-intelligence 
capabilities), early warning (monitoring, crisis communication, strategic communica-
tion, including proactive activities), competent and practiced management (leadership 
competencies and capabilities), international support (reliable alliances and internatio-
nal reputation), psychological protection (threat awareness and knowledge of how to 
behave - ignorance and incompetence cause fear) (Expert E, 2019).

However, a comprehensive approach to national defense requires more trust. It arises 
through joint action, i.e., learning and practice. In a democracy, it is important for deci-
sion-makers to be informed and comprehend the security situation, thereby ensuring 
the making of quick and correct decisions. There is a lot of information today, and there 
are also a huge number of sources. Everyone can know something about one area or 
another, which can make it difficult for security analysts to surprise decision-makers. At 
the same time, it is the assessments and recommendations of security analysts that are 
important in keeping managers informed. The opponent must be known, because there 
are cracks in the concept of the enemy’s hybrid war, they must be detected quickly and 
exploited in defense – (comprehensive) national defense as a whole must be (pro)active. I 
will describe the recommendation of a familiar, highly experienced, and renowned secu-
rity analyst and expert: in hybrid warfare, the civilian side must be trained just like the 
military. The response time must be short, so decision-making mechanisms and manage-
ment structures must work flawlessly. Here, too, the future must be taken into account, 
for example, technological developments, but existing national and international systems 
must also be constantly critically assessed: whether decisions are made quickly and com-
petently enough. In order to better cope with future threats, it is important to pass on 
principles in the learning process from the past, because knowing the principles will help 
you to respond better in a new, unforeseen situation. The attacker always tries to surprise 
and does not act in exactly the same way as last time (Expert E, 2019).

One important point highlighted in the interviews was the need to set up staff work 
courses for operations in national security at national level. The importance of going on 
a mission in the field of PBGB was also emphasized, as well as the need to rotate more 
government officials in the area of government of the Ministry of the Interior, as M. 
Magnus emphasized: “someone sometimes goes to the Rescue Board, then comes to the 
police, and so on. If, for example, a unit goes on a training mission to Ukraine from the 
side of the Defense Forces, a police representative will accompany them” (Magnus, 2019).

Priit Heinsoo also spoke about preventive measures and made recommendations in con-
nection with the hybrid conflict.

How to act quickly and efficiently is addressed on a scenario-based manner. There is 
currently a certain procedural basis for this – review of national defense law is in place. 
We have a normal day-to-day life, and it still happens that public order is being viola-
ted. A notch up from it is massive violations of public order – as was the Bronze Night. 
These are normal situations. This situation is bordered by a state of emergency. The 
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state of emergency is bordered by the state of war. During the new review, the last two 
have been treated as a defense situation. A defense situation means that there are at 
least signs of a state of emergency. But they are partly bordered by massive violation of 
public order. There should be a lot of preventive action – especially in the case of pub-
lic order and mass violations of public order. Public space is physical space, including 
public virtual space. The activities of the Defense Forces and civilian structures must 
be coordinated: Estonian Internal Security Service, police and border guard, Defense 
League, Defense Forces. The Defense Forces can also be used to prevent serious viola-
tions of public order. The new draft allows this (Heinsoo, 2019).

According to Marti Magnus, the systematization of hybrid threats is a challenge that 
needs to be addressed. According to him, it is not necessary to focus only on power struc-
tures, it is worth going to the point where the Ministry of Economic Affairs and Commu-
nications, for example, would have its own crisis department (Magnus, 2019).

The awareness of the providers of critical services would be higher in this area. We 
now know that there was some kind of a conflict in Ukraine, there was some kind of a 
conflict in Georgia, in 2007 there was some kind of a conflict in Tallinn, but they could 
be systematized (Magnus, 2019).

At the same time, Magnus considers it important that the fear of war should not be crea-
ted when dealing with this issue (Magnus, 2019). Magnus also outlined the steps that 
Estonia began to take in 2014, when the hybrid warfare began in Ukraine. According to 
him, “we started to make an insane effort to increase the reserves of the rapid response 
units, and today there is no talk of us reducing the number of police officers. Rather, we 
see a potential reserve in this, so that in the event of a national crisis, it is possible to put 
the people who work in the office today, onto the street.” (Magnus, 2019).

Magnus emphasized that the PBGB has a total of almost 4,800 employees, just under 
3,000 are police officers, and the rest are civil servants.

We are assigning a role for the times of crisis to all of them. Should a conventional war 
break out, then they are likely to change again, and some of them will join the ranks 
of the military. In this case, we have taken into account a certain crisis. So how do we 
get more police officers? One way is to seek out the police officers who have left the 
service in the last five years. We do not have the right of enforced deployment. The 
state cannot force people who have left to become police officers again. The Police and 
Border Guard College of the Academy of Security Sciences has the task of starting to 
produce more assistant police officers in a crisis situation. We have prepared a short 
training program, and we have practiced it during the “Hedgehog” exercise last year. If 
a crisis occurs, we have the package put together, we invite people to the service, and 
the assistant police officers to help the police. (Magnus, 2019).

Priit Saar, an expert in crisis management in the Cyber Security Service of the State Infor-
mation Systems Authority (RIA), also came out with his recommendations. According 
to him, officials and crisis managers may be more paranoid than average; after all, it is 
better to be too suspicious rather than too little suspicious (Saar, 2019). One of the main 
proposals of the National Audit Office in June 2018 was that cooperation between inter-
nal security and state security organizations should be considerably more effective and 
coherent.
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I have said publicly in a number of seminars and have been of the opinion for many 
years that the current two-pillar system – the treatment of internal and external secu-
rity under different pieces of legislation – has not been reasonable; Although I was one 
of the authors of the Emergency Act, I realized very soon after the adoption of the Act 
that in fact there should be one and only one security or broad national defense act in 
Estonia, which regulates various threats (Saar, 2019).

According to P. Saar, “at a seminar at the International Center for Defense Studies, seve-
ral foreign guests asked after the presentations of the representatives of the Ministry 
of the Interior and the Government Office, why the provision of internal and external 
security in Estonia has been separated from each other. Why aren’t they connected? In 
response, they received some kind of bureaucratic talk, nothing substantive. Instead of 
writing a so-called security law in Estonia, following the example of Latvia – it would list 
the various threats, name the parties responsible for combating them, as well as indicate 
the possible methods of neutralizing them – we look for reasons why not to do so. The 
reasons for inflexible administration and decision-making certainly lie in outdated but 
comfortable conservative views, as well as in political decisions that have not been made 
in time” (Saar, 2019).

The interview with Saar revealed that a project to consolidate legislation will soon be 
completed in the Ministry of Justice.

Taimar Peterkop, Director of the Government Office, has also initiated certain activi-
ties. So far, we have had different action plans for each agency. They are not compa-
tible. Government-level documents are heavily red-stamped, and should a crisis arise 
there are very few people who know their content. However, resolving the crisis should 
involve a large number of people from different agencies who have no idea of these 
heavily stamped documents. This means that, in fact, these classified documents are 
useless in a crisis situation, because the implementers must not know anything about 
them (Saar, 2019).

Therefore, Saar is convinced that the system of ensuring internal and external security 
must be united in Estonia, and the legislation must be adapted to the point where is can 
actually be implemented. Another problem is that Estonia has extremely inflexible laws.

I’ve carried out a lot of crisis exercises, and repeatedly have encountered situations 
where participants, under the leadership of lawyers, debated and discussed for hours 
on end about what kind of weapon can be given to a police officer and what are all the 
things the police officer must not do. In a real crisis, we would have long lost the war in 
the course of such a pow wow (Saar, 2019).

Saar claims:

We are so diligently law-abiding and do not think creatively and flexibly. Hybrid warfare 
and the threats it poses, in turn, always require an extraordinary degree of flexibility, 
creativity and determination. There is no point in limiting yourself and making life dif-
ficult. Hybrid crises can develop very quickly, so everyone – special services, police, the 
Defense League, the Rescue Board - must operate very quickly (Saar, 2019).

The following is an interesting example from Saar:

I will give the following classic example. Combatants occupy the county government 
building. They have automatic firearms, machine guns, anti-tank weapons, not to men-
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tion handguns. Our police have pistols and, at best, automatic firearms. The occupants 
should be suppressed, neutralized. But how? Should a special arrangement be decla-
red, and if yes, then what kind? No special arrangements have ever been declared in 
Estonia. Not even during the Bronze Night. Should the Defense League or the Defense 
Forces be involved, and if yes, how? (Saar, 2019).

Saar hopes that it will still be decided to suppress this situation by force and that no 
special arrangements will be declared. The court in The Hague may discuss the inci-
dent several years later, but the Estonian state has been saved from the worst. Another 
example is the situation where lawyers at the headquarters of the exercises have been told 
to stop looking for obstacles. Estonia needs to be defended, there is no need to theorize 
indefinitely. According to Saar, one of the most important problems is that the training of 
police officers does not almost at all meet the needs of crises that arise suddenly. Police 
officers are afraid to use weapons and force, as they mostly go to court after using a 
weapon. Police officers are not very creative in hybrid situations because they have no 
experience with hybrid situations (Saar, 2019).

Priit Saar recommends developing crisis capabilities: supporting special units and pro-
viding them with armaments, as well as developing mass control capabilities and staff 
procedures. The first responders are always patrol police officers, border guard officers, 
and rescue officers, and only then, an hour later, special units arrive. It is the physical 
and moral preparation and tactical training of the primary responders that needs to be 
addressed much more than before. There is also a need to be much more active in impro-
ving the shooting skills of police officers. In the Netherlands, a police officer has to take 
a shooting test every week, but in Estonia, there are even not enough shooting ranges 
(Saar, 2019).

According to General Ühtegi, there are always three components to national defense. 
First, the physical, to which the most attention is paid in Estonia, as much as 2% of GDP, 
is spent on buying everything needed in traditional warfare and maintaining the existing 
forces. Secondly, there is a conceptual part through which the state and the people should 
understand the nature of crises, why and how to protect themselves, and what kind of 
training would be needed for effective resistance. Third, there is the moral component, 
which is the recognition and preservation of the will of national defense and of statehood 
and national values. The latter is clearly underestimated in Estonia at present and seems 
to be pushed aside as insignificant. On the estimate of Ühtegi, the reason is that in the 
modern world, a very fine red line runs between upholding the minds and hearts of the 
people of a country and malicious brainwashing. In case of malicious intent, patriotism 
and the love for the homeland can be used for labeling one with nationalism (Ühtegi, 
2019).

According to Ühtegi, much remains to be done in Estonia to make information influence 
activity more efficient. There is a need to create an efficient strategic communication 
system that acts on a daily basis against the Kremlin’s disinformation and propaganda 
(Ühtegi, 2019).

The general also recommends the Estonian state power to oppose the Kremlin’s systema-
tic and consistent information warfare much more intensively and creatively than before. 
Monitoring is no longer enough, action is needed. It is easiest to influence young people 
with fake information and fake news. They may blindly believe everything that is written 
on the Internet (Ühtegi, 2019).
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SUMMARY

The aim of this report is to analyze the hybrid threats in the field of internal security and 
to create a common meaning and understanding that allows the different area administ-
rations to find common ground and plan the best actions to deal with the threats.

In most cases, hybrid conflicts are considered a military event. However, it must be borne 
in mind that the goal of the initiator of the conflict is to keep the level of activity below 
NATO Article 5, at least at the beginning of the conflict, and thus to avoid a direct mili-
tary conflict that could lead to Allied intervention. Much of the aggressor’s methods are 
confusing and seem to be targeted to disruption of the functioning of society. Suppres-
sing such activities is the task of the security authorities and the police, not the Defense 
Forces. It is, therefore, important to focus vigorously on the normalization of the situa-
tion, involving available state resources, but also solutions in European Union formats, 
for example.

The methods of resolving a hybrid conflict are different at different points in time and 
must be taken into account when preparing for a hybrid threat. The use of narrow top 
capabilities is necessary in the first phase of a conflict, but in the later phase, such limited 
capabilities can often only support the purpose of a specific (limited) special operation. It 
is, therefore, sensible to develop a high level of involvement that will make it possible to 
respond to many events at the same time.

The report has been compiled on the basis of both theoretical approaches and empirical 
material. Experts were involved in gathering empirical material, whose interviews are an 
important contribution to the report.

The main conclusions of the report are as follows:

1) Hybrid threats are related to the shaking of the country’s constitutional order 
and security.

2) In the law enforcement point of view, hybrid threats fall into the category of 
serious threats.

3) Hybrid threats to (internal) security can arise in a wide range of areas.

4) Depending on the choice of measure, the method used for both destabilization 
and mitigation of the resulting threat can have a high social resonance.

The following are important for the stable and secure functioning of the state:

• the social sphere (e.g., social and economic problems or interests, satisfaction 
or dissatisfaction of local people);
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• demography (migration, refugee issues, other demographic issues);

• economic and financial sector;

• information and cyber sector;

• politics (political movements, political parties, elections);

• infrastructure (including new infrastructure projects);

• security (area of administration of the Ministry of the Interior).

Hybrid threat tools can include:

• religious and political radicalization (e.g., extremism, incitement to hatred);

• unrest;

• terrorism;

• sabotage and other subversive activities;

• criminal networks;

• agents of influence and local activists (incl. NGOs, organizations, individuals);

• information and cyber attacks;

• corruption (e.g., in politics, public structures);

• money laundering (including to finance operations).

It is important to recognize hybrid conflicts at an early stage and to prevent the transition 
to a large-scale, aggressive phase.

The expert interviews set out recommendations to consider in order to be successful in 
dealing with hybrid threats.

Main conclusions and recommendations:

• To develop crisis capabilities to respond efficiently to various hybrid threats 
(e.g., information attacks, cyberattacks, mass disturbances, radicalization, ter-
rorist acts).

• To develop the cooperation capacity of agencies and the private sector, which 
must be supported and managed by the activities of the government and the 
Riigikogu in finding and/or allocating sufficient resources.

• To develop a more efficient strategic communication system that would act on 
a daily basis against misinformation, influence activities and propaganda from 
Russia and other countries and organizations.

• In the case of comprehensive national defense, it is necessary to constantly 
build trust. It is created through joint action, cooperation, learning and 
practice.

• To establish staff, and work courses for internal security operations at national 
level in order to harmonize the knowledge of staff at the same management 
level and to operate more efficiently in hybrid situations.

• The internal and external security system in Estonia must be viewed as a uni-
fied whole and developed at a similar pace.
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• Joint procurement in the field of the Ministry of the Interior and the Ministry 
of Defense is important from the point of view of the sustainability of the 
state budget, but it is reasonable to manage assets separately in order to avoid 
misunderstandings in times of crisis. However, this does not preclude joint 
management.

• To base the development of capabilities on the principle of balancing top and 
mass capabilities.

• On decision-making, it is important to follow the principle whether the met-
hod chosen to counter the threat actually fulfills the purpose or creates decep-
tive security, whereas using a huge resource.

• In the field of the Ministry of the Interior, it is expedient to increase the expe-
rience of going on a mission, as it broadens people’s understanding and provi-
des practical knowledge on how to act in a real conflict situation.

• To develop cooperation in EU mechanisms and networks by consciously secon-
ding staff.

• Government officials in the area of government of the Ministry of the Interior 
also need to be rotated more nationally to provide them with additional expe-
rience and ensure better networking.
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• The report draws attention to potential weaknesses in Estonia’s security.
• The aim of the report is to draw attention to existing bottlenecks that need to be addressed.
• The report emphasizes the need for more effective co-operation between the area of government 

of the Ministry of the Interior and the Defense Forces and the Defense League.
• The report also addresses how to respond operatively and utilize effectively different options in 

the event of a hybrid threat (e.g., riots, radicalization, rising crime, terrorism, information and 
influence activities, cyber attacks).

• Addressing hybrid crises requires well-integrated institutions and organizations that operate 
synchronously.

• The Estonian public and political decision-makers must be aware of the hybrid threats that cha-
racterize unusual warfare.

THE RESEARCH REPORT TALKS ABOUT  
EXISTING AND POTENTIAL HYBRID THREATS  
TO THE SECURITY OF THE ESTONIAN STATE.


